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TUESDAY,  JULY  25,  1995 

U.S.  Senate, 
Subcommittee  on  Oversight  of  Government 
Management,  and  the  District  of  Columbia, 

Committee  on  Governmental  Affairs, 

Washington,  DC. 
The  Subcommittee  met,  pursuant  to  notice,  at  9:32  a.m.,  in  room 
SD-342,  Dirksen  Senate  Office  Building,  Hon.  William  S.  Cohen, 
Chairman  of  the  Subcommittee,  presiding. 
Present:  Senators  Cohen,  Grassley,  and  Glenn. 
Staff  present:  Kim  Corthell,  Staff  Director;  Paul  Brubaker,  Dep- 
uty Staff  Director;  Frankie  de  Vergie,  Chief  Clerk;  Andrea  Gerber, 
Staff  Assistant;   Marty   Grenn,   Congressional   Brookings   Fellow; 
Chris  Condon,  Legislative  Fellow;  Peter  K.  Levine,  Minority  Coun- 
sel; and  Scott  Parr,  Minority  Legislative  Fellow. 

OPENING  STATEMENT  OF  SENATOR  COHEN 

Senator  Cohen.  The  Subcommittee  will  come  to  order. 

The  subject  of  todays  hearing  is  the  Information  Technology 
Management  Reform  Act  of  1995,  legislation  I  introduced  along 
with  Senator  Levin  to  improve  the  way  the  Government  ap- 
proaches and  acquires  information  technology.  I  might  point  out 
that  Senator  Levin  is  now  on  the  floor  managing  the  lobby  and  gift 
disclosure  bill  and  is  unlikely  to  be  here.  But  in  the  event  that  he 
should  come,  obviously  he  will  join  in  welcoming  all  of  our  wit- 
nesses. 

The  Federal  Government  is  the  largest  information  manager  in 
the  world.  The  IRS,  for  example,  collects  more  than  200  million  tax 
forms  a  year.  The  Social  Security  Administration  has  hundreds  of 
millions  of  records  dealing  with  disability  claims,  educational  bene- 
fits, and  payments.  In  addition,  these  agencies  and  others  have 
records  dealing  with  personnel,  travel,  and  supply  expenses.  The 
list  is  endless. 

The  ability  of  Government  to  manage  this  information  has  a  pro- 
found effect  on  the  daily  lives  of  all  of  us.  Government  computers 
keep  track  of  benefit  payments,  patents.  Government-insured 
loans,  contractor  payments,  criminal  records,  and  Medicare  and 
Medicaid  billings.  In  short,  the  Government  keeps  track  of  informa- 
tion that  ensures  our  financial  well-being  and  is  also  critical  to  our 
public  safety  and  national  security  needs. 

But  these  Government  information  systems  are  headed  for  cata- 
strophic failure  if  we  fail  to  address  the  challenge  of  modernization. 
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The  FAA,  for  example,  relies  on  1950's  vacuum  tube  technology  to 
monitor  the  safety  of  millions  of  airline  passengers  on  a  daily  basis. 
Occasionally  this  antiquated  technology  fails. 

As  many  of  you  might  be  aware,  last  evening  ABC  and  others 
ran  a  news  item  pointing  out  another  failure  at  the  FAA  control 
center  in  Aurora,  Illinois.  It  marks  the  third  time  this  week  that 
that  system  has  broken  down,  the  fifth  time  this  year.  They  are 
now  relying  upon  a  backup  system,  and  in  the  event  that  backup 
system  does  not  prove  to  be  effective,  they  are  going  to  rely  upon 
controlling  the  air  traffic  system  by  using  paper  strips,  something 
that  dates  back  prior  to  the  1950's  technology. 

Other  Government  computers  fail  to  detect  fraud  in  the  Federal 
student  loan  program  and  excess  inventories  at  the  Department  of 
Defense.  Because  of  inadequate  information  systems,  the  Justice 
Department  fails  to  collect  millions  in  civil  penalties,  the  IRS  fails 
to  collect  billions  in  overdue  taxes,  and  the  Department  of  Health 
and  Human  Services  fails  to  detect  fi'aud  in  the  Medicare  program. 

Poor  information  management  is,  in  fact,  one  of  the  biggest 
threats  to  the  Government  treasury  because  it  leaves  Government 
programs  susceptible  to  fraud,  waste,  and  abuse. 

Focusing  on  reforming  how  the  Government  approaches  and  ac- 
quires information  technology  can  have  a  profound  impact  on  the 
way  Government  does  business  in  much  the  same  way  it  has 
changed  corporate  America. 

The  Government's  current  approach  to  bu5ring  computers  is  out- 
dated and  takes  little  account  of  the  competitive  and  fast-changing 
nature  of  the  global  computer  industry.  Markets  and  prices  change 
daily,  yet  Government  often  gets  locked  into  paying  today^s  prices 
for  yesterday's  technology. 

When  the  Brooks  Act  was  written  back  in  1965,  the  Federal  Gov- 
ernment was  the  dominant  computer  buyer  in  the  world,  and  it 
purchased  over  60  percent  of  the  industry s  entire  output.  Today, 
the  Federal  market  comprises  only  3  percent  of  industry  sales. 
While  Government  is  still  the  largest  single  buyer,  it  no  longer 
moves  the  market. 

Over  the  past  3  decades,  the  Brooks  Act  has  produced  a  process 
that  has  become  too  bureaucratic  and  too  cumbersome.  It  has 
spawned  hundreds  of  pages  of  regulations  and  caused  agencies  to 
be  primarily  concerned  with  conformity  to  the  process.  What  the 
process  fails  to  address  are  the  results — more  efficient  and  less  ex- 
pensive Government — and  fairness  to  the  taxpayers. 

In  addition,  an  adversarial  culture  has  developed  between  Gov- 
ernment and  business.  Many  companies  believe  they  will  not  get  a 
fair  shake.  Federal  employees  are  suspicious  of  companies  because 
of  a  fear  of  being  second-guessed  and  having  the  procurement  itself 
protested. 

In  short,  it  is  a  culture  of  little  trust,  less  communication,  and 
no  incentive  to  use  information  technology  to  improve  the  way  Gov- 
ernment does  business  and  achieve  the  savings  that  we  so  des- 
perately need. 

It  is  time  to  move  the  Government's  use  of  information  tech- 
nology into  the  21st  century,  and  that  is  the  reason  I  introduced 
S.  946  to  significantly  alter  how  the  Government  approaches  and 
acquires  information  technology.  The  legislation  would  repeal  the 


Brooks  Act  and  establish  a  framework  that  will  respond  more  effi- 
ciently to  the  needs  of  Government  now  and  in  the  foreseeable  fu- 
ture. 

Among  its  many  provisions,  the  bill  would  eliminate  the  Delega- 
tion of  Procurement  Authority  at  GSA  and  establish  a  Chief  Infor- 
mation Officer  at  0MB  and  Chief  Information  Officers  at  the  major 
Federal  agencies.  The  CIO's  job  will  be  to  emphasize  up-fi-ont  plan- 
ning, monitor  risk  management,  and  work  with  the  contractors  to 
achieve  workable  solutions  to  the  Government's  information  needs. 

The  legislation  will  also  discourage  the  so-called  megasystem 
buys.  Following  the  private  sector  model,  agencies  will  be  encour- 
aged to  take  an  incremental  approach  that  is  more  manageable  and 
less  risky. 

By  replacing  the  current  system  with  one  that  is  less  bureau- 
cratic and  process  driven,  the  bill  is  designed  to  enable  agencies  to 
buy  technology  faster  and  for  less  money.  More  importantly,  the 
bill  is  designed  to  make  sure  that  before  investing  a  dollar  in  infor- 
mation technology,  Government  agencies  will  have  carefully 
planned  and  justified  their  expenditures. 

Similar  to  managing  an  investment  portfolio,  decisions  on  wheth- 
er to  invest  in  information  technology  will  be  made  based  on  poten- 
tial return.  Decisions  to  terminate  or  make  additional  investments 
will  be  based  on  performance.  Much  like  an  investment  broker, 
agency  management  and  contractor  performance  will  be  measured 
and  rewarded  based  on  managing  risk  and  achieving  results. 

The  legislation  will  fundamentally  shift  the  Government's  focus 
on  information  technology  from  a  technical  issue  to  a  management 
issue.  Information  technology  procurements  under  the  current  sys- 
tem have  focused  on  features  like  the  speed  of  the  computer  and 
the  type  of  processor.  Rarely,  if  ever,  have  they  focused  on  whether 
the  system  was  going  to  enhance  the  agency's  mission  by,  for  exam- 
ple, reducing  benefit  processing  time  or  realize  savings  by  reducing 
overhead  expenditures. 

A  failure  to  recognize  information  technology  as  a  management 
issue  has  cost  taxpayers  billions  of  dollars  in  inefficiency  and 
abuse.  The  bill  establishes  a  reasonable  goal  of  reducing  overhead 
by  5  percent  per  year,  which  would  save  more  than  $175  billion 
over  5  years. 

I  believe  this  legislation  can  help  transform  the  way  Government 
does  business.  If  Government  is  going  to  regain  the  confidence  of 
taxpayers,  it  has  to  successfully  modernize.  As  we  all  know,  we 
cannot  successfully  modernize  unless  we  can  buy  the  tools  which 
enable  us  to  automate. 

But  we  also  have  to  understand  that  statutory  change  is  only 
part  of  the  battle.  The  other  half  of  that  battle  involves  changing 
the  management  culture  at  agencies  that  have  traditionally  focused 
on  technical  performance  and  bureaucratic  process.  We  have  to  en- 
sure that  the  top  levels  of  agency  management  understand  how  in- 
formation technology  can  change  and  improve  their  agencies.  Cul- 
tural change  is  critical  to  changing  the  way  the  Government  ap- 
proaches its  information  technology  needs. 

Based  on  preliminary  responses  fi"om  both  industry  and  Govern- 
ment, the  legislation  has  been  enthusiastically  received.  I  would 
point  out  there  is  not,  however,  universal  agreement.  Most  notably. 


the  establishment  of  a  strong  operational  National  CIO  has  drawn 
the  concern  of  Government  respondents,  and  some  in  the  industry 
have  expressed  concerns  regarding  automatic  termination  and  the 
elimination  of  the  GSBCA  bid  protest  process. 

These  are  the  issues  that  are  going  to  be  discussed  today.  We  are 
looking  forward  to  hearing  from  the  witnesses  and  working  with  all 
of  you  in  the  coming  weeks  to  pass  and  implement  this  needed  re- 
form. 

As  I  have  indicated  in  the  past  to  virtually  all  of  you  who  are 
in  this  room,  this  proposed  legislation  does  not  purport  to  be  a  pan- 
acea. It  is  not  designed  to  be  rushed  through  the  legislative  proc- 
ess. But  I  must  say  that  I  do  intend  to  see  that  this  is  brought  to 
the  floor  and  completed  and  acted  upon  by  the  Senate  before  this 
session  is  up. 

As  you  know,  the  House  has  taken  some  action  on  the  defense 
authorization  bill.  I  think  it  has  made  some  needed  improvements, 
but  it  is  moving  in  the  wrong  direction,  which  we  will  discuss  dur- 
ing the  course  of  the  hearings. 

PREPARED  STATEMENT  OF  SENATOR  COHEN 

The  subject  of  today's  hearing  is  the  Information  Technology  Management  Reform 
Act  of  1995  (S.  946),  legislation  I  introduced  with  Senator  Levin  to  improve  the  way 
the  government  approaches  and  acquires  information  technology. 

The  Federal  Government  is  the  largest  information  manager  in  the  world.  The 
IRS,  for  example,  collects  more  than  200  million  tax  forms  a  year.  The  Social  Secu- 
rity Administration  has  hundreds  of  millions  of  records  dealing  with  disability 
claims,  educational  benefits  and  payment  records.  In  addition,  these  agencies  and 
others  have  records  dealing  with  personnel,  travel  and  supply  expenses.  The  list  is 
endless. 

The  ability  of  government  to  manage  this  information  has  a  profound  affect  on 
the  daily  lives  of  all  of  us.  Government  computers  keep  track  of  benefit  payments, 
patents,  government  insured  loans,  contractor  payments,  criminal  records,  and  Med- 
icaid and  Medicare  billings.  In  short,  the  government  keeps  track  of  information 
that  ensures  our  financial  well  being  and  is  also  critical  to  our  public  safety  and 
national  security  needs. 

But  these  government  information  systems  are  headed  for  catastrophic  failure  if 
we  fail  to  address  the  challenge  of  modernization.  The  FAA,  for  example,  relies  on 
1950's  vacuum  tube  technology  to  monitor  the  safety  of  millions  of  airline  pas- 
sengers on  a  daily  basis.  Occasionally  this  antiquated  technology  fails. 

Other  government  computers  fail  to  detect  fraud  in  the  federal  student  loan  pro- 
gram and  excess  inventories  at  the  Department  of  Defense.  Because  of  inadequate 
information  systems,  the  Justice  Department  fails  to  collect  millions  in  civil  pen- 
alties, the  IRS  fails  to  collect  billions  in  overdue  taxes,  and  the  Department  of 
Health  and  Human  Services  fails  to  detect  fraud  in  the  Medicare  program. 

Poor  information  management  is,  in  fact,  one  of  the  biggest  threats  to  the  govern- 
ment treasury  because  it  leaves  government  programs  susceptible  to  waste,  fraud 
and  abuse. 

Focusing  on  reforming  how  tide  government  approaches  and  acquires  information 
technology  can  have  a  profound  impact  on  the  way  government  does  business  in 
much  the  same  way  it  has  changed  corporate  America. 

The  government's  current  approach  to  buying  computers  is  outdated  and  takes  lit- 
tle account  of  the  competitive  and  fast  changing  nature  of  the  global  computer  in- 
dustry. Markets  and  prices  change  daily,  yet  government  often  gets  locked  into  pay- 
ing today's  prices  for  yesterday's  technology. 

When  the  Brooks  Act  was  written  in  1965,  the  Federal  Government  was  the  domi- 
nant computer  buyer  in  the  world  and  purchased  over  60  percent  of  the  industry's 
entire  output.  Today,  the  federal  market  comprises  only  three  percent  of  industry 
sales.  While  government  is  still  the  largest  single  buyer,  it  no  longer  moves  the  mar- 
ket. 

Over  the  last  three  decades,  the  Brooks  Act  has  produced  a  process  that  has  be- 
come too  bureaucratic  and  cumbersome.  It  has  spawned  hundreds  of  pages  of  regu- 
lations and  caused  agencies  to  be  primarily  concerned  with  conformity  to  the  proc- 


ess.  What  the  process  fails  to  address  are  the  results — more  efficient  and  less  expen- 
sive government — and  fairness  to  the  taxpayers. 

In  addition,  an  adversarial  culture  has  developed  between  government  and  busi- 
ness. Many  companies  believe  they  won't  get  a  fair  shake.  Federal  employees  are 
suspicious  of  companies  because  of  a  fear  of  being  second  guessed  and  having  the 
procurement  protested. 

In  short,  it  is  a  culture  of  little  trust,  less  communication  and  no  incentives  to 
use  information  technology  to  improve  the  way  government  does  business  and 
achieve  the  savings  that  we  so  desperately  need. 

It  is  time  to  move  the  government's  use  of  information  technology  into  the  21st 
century.  That  is  why  I  introduced  S.  946  to  significantly  alter  how  the  government 
approaches  and  acquires  information  technology.  The  legislation  would  repeal  the 
Brooks  Act  and  establish  a  framework  that  will  respond  more  efficiently  to  the 
needs  of  government  now  and  in  the  foreseeable  future. 

Among  its  many  provisions,  the  bill  would  eliminate  the  Delegation  of  Procure- 
ment Authority  at  GSA  and  establish  a  Chief  Information  Officer  at  0MB  and  Chief 
Information  Officers  at  the  major  federal  agencies.  The  CIO's  job  will  be  to  empha- 
size up  front  planning,  monitor  risk  management,  and  work  with  contractors  to 
achieve  workable  solutions  to  the  government's  information  needs. 

The  legislation  will  also  discourage  the  so-called  "megasystem"  buys.  Following 
the  private  sector  model,  agencies  will  be  encouraged  to  take  an  incremental  ap- 
proach that  is  more  manageable  and  less  risky. 

By  replacing  the  current  system  with  one  that  is  less  bureaucratic  and  process 
driven,  the  bill  is  designed  to  enable  agencies  to  buy  technology  faster  and  for  less 
money.  More  importantly,  the  bill  is  designed  to  make  sure  that  before  investing 
a  dollar  in  information  technology,  government  agencies  will  have  carefully  planned 
and  justified  their  expenditures. 

Similar  to  managing  an  investment  portfolio,  decisions  on  whether  to  invest  in  in- 
formation technology  will  be  made  based  on  potential  return.  Decisions  to  terminate 
or  make  additional  investments  will  be  based  on  performance.  Much  like  an  invest- 
ment broker,  agency  management  and  contractor  performance  will  be  measured  and 
rewarded  based  on  managing  risk  and  achieving  results. 

The  legislation  will  fundamentally  shift  the  government's  focus  on  information 
technology  from  a  technical  issue  to  a  management  issue.  Information  technology 
procurements  under  the  current  system  have  focused  on  features  like  the  speed  of 
the  computer  or  the  type  of  processor.  Rarely,  if  ever,  have  they  focused  on  whether 
the  system  was  going  to  enhance  the  agency's  mission  by,  for  example,  reducing 
benefit  processing  time  or  realize  savings  by  reducing  overhead  expenditures. 

Failure  to  recognize  information  technology  as  a  management  issue  has  cost  tax- 
payers billions  of  dollars  in  inefficiency  and  abuse.  The  bill  establishes  a  reasonable 
goal  of  reducing  overhead  by  five  percent  per  a  year  which  would  save  more  than 
$175  billion  over  5  years. 

I  believe  this  legislation  can  help  transform  the  way  the  government  does  busi- 
ness. If  government  is  going  to  regain  the  confidence  of  taxpayers,  it  must  success- 
fully modernize.  And,  as  we  all  know,  we  cannot  successfully  modernize  unless  we 
can  buy  the  tools  which  will  enable  us  to  automate. 

But  we  must  also  understand  that  statutory  change  is  only  half  the  battle.  The 
other  half  involves  changing  the  management  culture  at  agencies  that  has  tradition- 
ally focused  on  technical  performance  and  bureaucratic  process.  We  must  insure 
that  the  top  levels  of  agency  management  understand  how  information  technology 
can  change  and  improve  their  agencies.  Cultural  change  is  critical  to  changing  the 
way  government  approaches  its  information  technology  needs. 

Based  on  preliminary  responses  from  both  industry  and  government,  the  legisla- 
tion has  been  enthusiastically  received.  There  isn't,  however,  universal  agreement. 
Most  notably  the  establishment  of  a  strong  operational  national  CIO  has  drawn  the 
concern  of  government  respondents,  while  some  in  industry  have  expressed  concerns 
regarding  automatic  termination  and  the  elimination  of  the  GSBCA  bid  protest 
process. 

These  issues  will  be  discussed  today.  I  look  forward  to  hearing  from  the  witnesses 
and  working  with  all  of  you  in  the  coming  weeks  to  pass  and  implement  needed  re- 
form. 


news  release  from  senator  bill  cohen  of  maine 

Cohen  Bill  Would  Streamline  Government  Computer  Buying 

Washington,  D.C. — Arguing  that  poor  management  of  information  is  one  of  the 
greatest  threats  to  the  federal  treasury,  Senator  Bill  Cohen,  R-Maine,  opened  a 
hearing  today  on  legislation  he  sponsored  to  revamp  and  streamline  how  the  govern- 
ment buys  computers. 

Better  use  oi  information  technology  to  detect  waste  eind  fraud  and  reduce  over- 
head costs  are  the  goals  of  the  bill,  which  he  said  would  save  an  estimated  $175 
billion  through  the  year  2000,  cut  from  49  months  to  18  the  time  it  takes  the  gov- 
ernment to  buy  information  tiechnology,  and  generally  modernize  the  government's 
computer  base. 

"It  is  time  to  move  the  government's  use  of  information  technology  into  the  21st 
century,"  said  Cohen,  chairman  of  the  Governmental  Affairs  Subcommittee  on  Over- 
sight of  Government  Management,  which  held  todays  hearing. 

"By  replacing  the  current  system  with  one  that  is  less  bureaucratic,  the  bill  is  de- 
signed to  enable  agencies  to  buy  technology  faster  and  for  less  money." 

The  bill,  which  Cohen  introduced  last  month,  is  the  result  of  a  year  long  inves- 
tigation by  his  Subcommittee  staff  detailing  how  billions  of  taxpayer  dollars  are 
wasted  each  year  on  inefficient  and  out-of-date  computer  systems  that  do  not  fulfill 
the  jobs  they  were  purchased  to  perform. 

"Government  information  systems,  which  affect  the  daily  lives  of  all  Americans, 
are  headed  for  catastrophic  failure  if  we  fail  to  address  the  challenge  of  moderniza- 
tion," he  said. 

He  noted  that  when  the  Brooks  Act,  the  law  that  governs  federal  computer  buy- 
ing, was  passed  in  1965,  the  Federal  Government  was  the  dominant  computer  pur- 
chaser in  the  world  and  bought  more  than  60  percent  of  the  industry's  entire  output. 

"Today,"  Cohen  said,  "the  federal  market  comprises  only  3  percent  of  industry 
sales.  While  the  government  is  still  the  largest  single  buyer,  it  no  longer  moves  the 
market." 

Cohen  said  his  bill  would  significantly  alter  the  way  the  government  approaches 
and  acquires  information  technology.  It  would: 

•  Repeal  the  Brooks  Act,  which  has  governed  computer  purchasing  since  1965. 
Under  the  new  system,  a  streamlined  commercial-like  procurement  process,  the 
average  49  months  it  now  takes  to  acquire  technology  would  be  cut  to  18 
months  or  less. 

•  Abolish  the  General  Services  Board  of  Contract  Appeals,  the  contractor  award 
protest  forum  for  information  technology,  and  require  that  such  protests  be 
heard  by  the  existing  protest  forums  used  for  all  other  government  procure- 
ments. 

•  Emphasize  better  up-front  planning  and  communication  with  the  private  sector 
to  improve  program  results. 

•  Establish  a  Chief  Information  Officer  of  the  United  States  within  the  Office  of 
Management  and  Budget  to  oversee  government  information  technology  policies 
and  standards. 

•  Create  CIOs  at  individual  executive  branch  agencies  to  provide  similar  over- 
sight and  management. 

•  Require  agencies  to  review  their  administrative  procedures  and  how  they  carry 
out  their  missions  and  determine  how  information  technology  could  achieve  cost 
savings  and  improve  services  to  the  public. 

•  Encourage  agencies  to  buy  commercial  off-the-shelf  technology  instead  of  expen- 
sive, uniquely-developed  systems. 

"But  we  must  understand,"  Cohen  said,  "that  statutory  change  is  only  half  the 
battle.  The  other  half  involves  changing  the  management  culture  at  agencies  that 
has  traditionally  focused  on  technical  performance  and  bureaucratic  process. 

"We  must  ensure  that  the  top  levels  of  agency  management  understand  how  infor- 
mation technology  can  change  and  improve  their  agencies.  Cultural  change  is  criti- 
cal to  changing  the  way  government  approaches  its  information  technology  needs." 

Senator  COHEN.  First  let  me  welcome  our  lead-off  witness,  Phil 
Howard.  He,  as  many  of  you  may  know,  is  the  author  of  the  best 
seller,  "The  Death  of  Common  Sense."  His  book  has  been  cited  by 
those  who  favor  regulatory  reform.  It  is  ironic  that  we  see  people 
on  the  Democratic  side  and  the  Republican  side  each  holding  up  his 
book  as  if  it  is  the  Bible,  and  yet  we  are  unable  to  reach  a  conclu- 


sion  or  a  consensus  on  how  we  go  about  reforming  our  regulatory 
system.  In  any  event,  any  discussion  or  debate  on  Government  reg- 
ulation or  reform  almost  always  includes  a  reference  to  Mr.  How- 
ard and  his  book. 
Mr.  Howard,  we  welcome  you  this  morning. 

TESTIMONY  OF  PHILIP  HOWARD,  AUTHOR,  'THE  DEATH  OF 
COMMON  SENSE" 

Mr.  Howard.  Thank  you,  Senator  Cohen.  It  is  an  honor  to  be 
here.  Thank  you  for  inviting  me. 

I  would  like  to  urge  this  Committee  on  with  this  bill,  but  in  my 
testimony  today,  to  urge  it  on  even  more  broadly  in  the  area  of  re- 
form of  Government  contracting.  There  is  no  subject  more  impor- 
tant today  to  the  American  people  than  Government  contracting.  It 
is  not  crystallized  as  yet  in  the  American  mind,  but  Americans 
know  that  Government  wastes  money.  And  in  this  year  of  historic 
budgetary  crisis,  I  think  we  will  be  able  to  get  their  attention.  The 
fact  that  the  stories  of  waste  in  Government  are  almost  better  than 
the  OSHA  stories  I  think  will  help  crystallize  this  in  the  coming 
months. 

The  reason  it  is  so  important,  as  you  refer  to,  is  that  the  denomi- 
nator is  so  large.  The  Federal  Government  spends  $200  billion  a 
year  in  outside  contracts.  It  spends  another  $80  billion  a  year  in 
contracts  through  block  grants  to  the  States,  and  State  and  local 
governments,  which  have  similar  procurement  processes,  spend  an- 
other $250  billion.  As  anyone  who  has  been  close  to  this  system 
knows,  it  is  almost  perfectly  designed  to  squander  money. 

Recently,  an  audit  of  the  Veterans  Administration  lab  in  Houston 
revealed  that  it  was  pa)dng  almost  50  percent  more  for  the  same 
items  than  the  lab  at  Baylor  University  down  the  road.  The  innova- 
tions passed  by  Congress  and  the  administration  last  year  to  per- 
mit the  purchase  of  commercial  products  has  shown  savings  on  the 
order  of  50  percent.  Long  underwear,  I  am  happy  to  say,  now  costs 
only  $6.75  instead  of  $10.22. 

Why  the  system  does  not  work  is  based,  I  believe,  on  a  tragic 
misunderstanding  of  commerce.  Without  give  and  take,  without 
flexibility,  the  specifications  written  in  stone,  taking  months  or 
years  to  prepare  and  then  note  alterable.  Government  inevitably 
buys  the  wrong  thing  at  the  wrong  price.  Recently,  the  Federal 
Aviation  Administration  tried  a  radical  experiment  in  specifications 
for  a  transceiver.  It  asked  the  vendor  to  suggest  different  specifica- 
tions if  they  might  have  a  better  idea.  An  idea  came  in  that  did 
the  same  job  at  28  percent  of  the  price  that  was  estimated  and  was 
finished  in  half  the  time. 

The  system  precludes  Government  contracting  officers  fi-om  using 
their  intuition  or  judgment.  They  cannot  even  use  past  perform- 
ance. The  Board  of  Contract  Appeals  recently  overturned  an  award 
by  the  Defense  Department  because  it  felt  that  the  Defense  Depart- 
ment had  not  proven  that  the  vendor's  prior  exemplary  perform- 
ance justified  the  slight  increase  in  price. 

The  inability  to  use  intuition  and  judgment  has  fostered  a  whole 
industry  of  shoddy  contractors,  like  algae  growing  around  Govern- 
ment capitals,  who,  it  is  well  known  in  their  industries,  cannot  pos- 
sibly compete  in  the  fi*ee  marketplace. 
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The  purpose  of  the  system  ostensibly  is  to  encourage  bidders  by 
fairness,  but  many  businesses  will  not  touch  it  with  a  10-foot  pole. 
Five  out  of  10  of  the  semiconductor  companies  in  this  country 
refuse  categorically  to  do  business  with  the  Federal  Government.  I 
was  on  a  plane  to  Dallas  the  other  day,  ran  into  a  friend  who  runs 
a  large  pharmaceutical  company,  told  me  they  had  just  declined  to 
bid  on  a  $1  billion  contract  for  pharmaceutical  supplies  to  the  State 
of  Pennsylvania  because  the  system  was  too  rigid  and  unfair. 

The  system  has  turned  the  whole  idea  of  fairness  upside  down. 
The  fairness  should  not  be  fairness  to  the  vendors.  The  fairness 
should  be  fairness  to  the  taxpayers.  Letting  disappointed  bidders 
protest  is  like  getting  sued  by  Avis  when  you  decide  to  rent  from 
Hertz.  And  as  you  yourself  referred  to,  it  turns  contracting  officers 
into  a  defensive  pulp  trying  to  prove  their  fairness  instead  of  trying 
to  use  their  best  judgment  to  get  the  best  price  for  the  taxpayers. 

The  one  thing  we  have  learned  in  the  last  few  years  ought  to  be 
that  litigation  is  not  the  answer  to  almost  anjrthing.  I  cannot  imag- 
ine why  Congress  will  continue  to  believe  that  litigation  is  the  an- 
swer to  getting  the  best  price  for  its  taxpayers. 

Relaxing  this  summer,  I  think  all  Americans  know  that  they  are 
in  the  eye  of  a  budgetary  storm  of  historic  proportions.  Services 
that  we  have  come  to  value,  whether  it  is  Sesame  Street  or  week- 
end hours  at  libraries  or  programs  for  the  elderly,  are  on  the  chop- 
ping block  because  we  do  not  have  the  money  that  we  have  been 
spending  for  the  last  15  years. 

I  submit  that  in  this  environment  it  is  time  to  rethink  this  Uto- 
pian system  of  Government  contracting  that  does  not  acknowledge 
the  essentially  human  nature  of  the  enterprise.  It  is  not  a  logical 
game.  It  is  certainly  not  a  computer  game.  It  is  an  important  and 
vital  system  that  the  Government  has  to  do  sensibly,  or  else  we 
will  be  squandering  the  money  that  Americans  desperately  need. 

So  I  urge  this  Committee  on  its  important  mission  and  pledge 
myself  to  do  whatever  I  can  to  bring  tins  to  the  top  of  the  national 
agenda. 

Senator  COHEN.  Thank  you  very  much,  Mr.  Howard. 

I  mentioned  just  briefly  in  my  opening  comments  a  House  pro- 
posal that  would  create  a  new  U.S.  Board  of  Contract  Appeals  that 
is  modeled  after  the  GSBCA  which  only  hears  information  tech- 
nology protests.  This  new  board  would  hear  all  procurement  pro- 
tests. I  guess  this  is  probably  a  rhetorical  question  at  this  point, 
but  given  your  negative  opinion  about  the  GSBCA,  what  do  you 
think  about  expanding  this  forum  to  all  Government  procurement? 

Mr.  Howard.  I  think  the  idea  of  protest  should  be  completely  re- 
examined. We  do  not  need  more  appeals.  We  need  less  appeals. 
There  are  statutes  on  the  books  that  allow  people  to  complain  and 
hold  people  accountable  for  illegal  acts — ^whistle-blower  statutes 
and  the  like.  There  are  also  ample  provisions  for  complaining  when 
Government  contractor  officers  do  not  do  a  good  job.  But  the  idea 
of  allowing  disappointed  vendors  to  sue  and  hold  up  the  process 
has  profoundly  distorted  the  system. 

Senator  Cohen.  How  do  you  propose  guarding  against  favor- 
itism? If  some  sole-source  contracting  is  based  on  one's  connections, 
perhaps  the  revolving  door  is  still  revolving.  You  have  people  mov- 
ing in  and  out  of  Government,  and  going  back  into  the  private  sec- 


tor.  One  of  the  complaints  over  the  years  has  been  that  Govern- 
ment was  not  getting  the  best  deal  for  the  taxpayers  because  a  nice 
network  was  set  up  to  direct  contracts  to  those  who  had  the  con- 
nections to  the  officials  making  the  decision. 

You  have  indicated  that  perhaps  there  are  whistle-blower  stat- 
utes that  might  be  of  assistance.  What  else  would  you  propose? 

Mr.  Howard.  Well,  I  think  a  dramatically  beefed-up  system  of 
spot  audits,  not  the  kind  of  audits  we  have  now  where  everything 
goes  through  a  grinding  2-year  audit,  but  spot  audits  of  the  sort 
that  are  used  in  private  industry  is  the  way  to  catch  fraud  and  fa- 
voritism. If  Government  wants  to  spread  the  work  around,  the  way 
to  do  that  is  not  by  making  every  contract  into  a  version  of  the  O.J. 
Simpson  trial  with  publication  to  the  world  and  inviting  thousands 
of  vendors  in.  That  only  keeps  people  away  because  the  odds  of  get- 
ting a  bid  are  too  small. 

The  right  kind  of  competition  is  not  full  and  open  competition, 
but  limited  competition,  then,  again,  spread  around  from  contract 
to  contract  and  analyzed  on  a  macro  basis  in  its  fairness,  not  ana- 
lyzed, again,  deal  by  deal. 

Senator  COHEN.  How  do  you  start  in  the  beginning?  Say,  for  ex- 
ample, we  want  to  acquire  a  particular  type  of  system  and  we  in- 
vite bids?  Do  you  take  a  select  pool  of  prior  qualified  bidders  and 
limit  the  pool  to  those?  How  would  you  go  about  starting  from 
scratch  in  the  perfect  world  that  we  are  going  to  construct? 

Mr.  Howard.  Again,  I  think  you  would  do  what  business  does, 
with  one  exception,  which  is  that,  yes,  you  would  allow  contracting 
officers  in  the  information  area  who  know  these  areas  to  make  a 
judgment  as  to  the  best  five  or  six  vendors  to  invite  to  bid;  invite 
them  to  bid;  do  not  cast  the  specifications  in  stone;  let  people  bid 
on  different  things  because  Government  will  learn  something  in 
that  process.  Then  make  a  judgment  on  the  best  contract  and  the 
best  service  and  the  best  product  for  the  Government. 

The  next  time  around,  if  one  of  the  mandates — and  this  is  where 
Government  is  different  than  private  industry — is  to  try  to  spread 
the  work  around,  they  should  be  mindful  of  the  fact  that  perhaps 
some  vendors  got  left  out,  and  if  they  are  qualified,  they  might  let 
them  bid  on  the  next  contract. 

That  can  be  evaluated  year  to  year,  6  months  to  6  months,  but 
it  should  not  be  evaluated  contract  by  contract. 

Senator  COHEN.  There  are  so  many  new  high- technology  firms 
coming  into  existence  almost  overnight.  We  start  off,  with  our  per- 
fect world,  again,  and  we  know  about  IBM,  Thinking  Machine  and 
others  who  have  the  capability  in  parallel  computing  processing. 
We  then  award  the  contract,  let's  say  to  Cray  or  whatever  it  might 
be. 

Then  a  new  entrepreneurial  firm  has  sprung  up  in  the  past  year 
or  two.  They  do  not  have  any  prior  experience.  They  are  unknown 
to  the  Government  contracting  officers.  The  new  firm  says  wait  a 
minute,  I  could  have  given  you  a  better  product  for  a  much  lower 
price.  Do  I  have  to  wait  until  the  next  solicitation  for  a  Govern- 
ment contract  before  I  am  allowed  to  come  in  and  save  the  tax- 
payer money? 

Mr.  Howard.  Yes,  because  life  is  not  perfect.  Again,  in  a  Utopian 
world,  the  best  people  would  float  to  the  surface,  and  it  would  be 
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almost  like  an  awakening.  You  would  see  it,  and  you  could  pick  the 
right  person.  But  life  is  finite,  and  human  beings  have  to  do  the 
best  they  can  in  the  circumstances.  And  the  cost  of  trying  to  please 
a  thousand  people  is  that  Grovemment  cannot  possibly  please  any- 
one or  get  the  right  product.  So  it  has  to  use  its  best  judgment,  go 
for  rough  justice.  And,  for  example,  if  it  wanted  to  encourage  new 
businesses,  it  could  have  as  one  of  its  priorities,  let's  have  5  percent 
of  the  contracts  as  a  goal  going  to  new  businesses  and  have  a  sepa- 
rate office  that  is  looking  into  new  entrepreneurs  with  new  ideas. 
But  that  is  a  much  more  efficient  way  of  doing  it  than,  again,  turn- 
ing every  contract  into  a  version  of  the  O.J.  Simpson  trial  where 
you  invite  everybody  in,  every  possible  argument  is  made,  reams 
of  paper  are  produced,  and  then  it  all  gets  appealed  two  or  three 
times  to  the  Board  of  Contract  Appeals. 

Senator  COHEN.  Let's  use  the  people  in  this  room  by  way  of  ex- 
ample. We  take  the  four  or  five  who  are  sitting  in  the  front  row 
as  the  real  experts  in  the  field.  They  have  had  a  demonstrable  im- 
pact upon  the  market  that  we  are  looking  to  try  and  exploit.  We 
then  pick  the  bids  between  those  individuals,  those  four  or  five,  as 
opposed  to  opening  it  up  to  everybody  in  the  room,  because  you  be- 
lieve that  that  process  itself,  while  trying  to  please  and  give  fair- 
ness to  everybody  in  the  room,  ultimately  costs  the  taxpayers  a 
great  deal  of  money. 

Mr.  Howard.  And  drives  away  reputable  vendors.  It  is  full  and 
open  competition,  as  it  has  been  interpreted  by  the  Federal  Govern- 
ment, is  more  akin  to  central  planning.  Most  respectable  busi- 
nesses, including  a  very  large  computer  software  company  that  I 
represent,  hate  doing  business  with  the  Grovernment,  even  though 
they  are  a  power,  because  they  cannot  do  business  the  way  busi- 
ness is  done,  which  is  to  sit  down  and  look  people  in  the  eye  and 
say  here  is  what  I  have,  here  is  why  it  is  a  good  product,  choose 
among  me  and  three  or  four  or  five  other  people,  and  then  go  on 
to  the  next  one. 

Senator  COHEN.  And  you  would  eliminate  all  appeals  process  or 
bid  protests? 

Mr.  Howard.  I  would  eliminate  all  appeals  processes  and  satisfy 
the  American  people  that  there  is  not  favoritism  or  fi*aud  by  dra- 
matically beefing  up  the  spot  audit  function  so  that  Americans  and 
Congress  know  who  the  money  is  being  given  to  in  these  contracts 
and  has  some  level  of  satisfaction  that  the  cheating  is  being  kept 
to  a  minimum. 

All  the  studies  on  fi*aud  indicate  that  all  these  procedures  do  not 
do  much  to  deter  it.  They  just  allow  it — it  is  like  the  Defense  De- 
partment scandals  in  1988.  What  the  officials  were  selling  were  the 
criteria.  It  is  so  easy  to  rig  anything  if  you  want  to  rig  it,  and  in 
the  context  of  a  dense  thicket  of  laws  where  no  one  takes  respon- 
sibility for  making  the  contract  decision,  who  do  you  blame?  Who 
do  you  even  look  at? 

Senator  Cohen.  We  also  have  something  called  "Fedmail"  where 
contractors  who  lose  out,  by  merely  threatening  to  protest,  will  be 
compensated  by  either  the  agency  or,  indeed,  the  competitor  in 
order  to  avoid  the  bid  protest  process,  which,  according  to  one  firm, 
costs  as  much  as  $100,000  a  day.  Those  are  the  kinds  of  things 
that  are  taking  place  today. 
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Mr.  Howard.  This  truly  gives  the  He  to  the  Federal  interpreta- 
tion of  the  words  "full  and  open  competition"  when  the  losers  get 
paid  off  in  order  for  the  winner  to  go  forward  with  the  contract. 

Senator  COHEN.  To  answer  my  first  question,  then,  you  would 
not  favor  extending  this  bid  protest  process? 

Mr.  Howard.  That  is  correct.  I  would  not  favor  extending  the 
protest  process. 

Senator  COHEN.  Mr.  Howard,  thank  you  very  much. 

I  might  point  out  to  the  audience  you  have  been  most  helpful  in 
seeking  to  resolve  the  current  conflict  that  we  have  on  reformulat- 
ing our  regulatory  process.  I  think,  again,  virtually  everybody  has 
been  citing  your  book,  pointing  out  the  extremes  of  the  regulatory 
process  gone  amuck.  Regrettably,  we  have  yet  to  resolve  our  dif- 
ferences in  terms  of  how  we  reform  the  system,  but  you  have  been 
very  helpful  to  all  of  us  in  seeking  to  do  that,  and  we  thank  you. 

Mr.  Howard.  Thank  you.  Senator,  and  the  year  is  young.  I  am 
sure  that  we  will  be  able  to  work  it  out. 

Senator  COHEN.  I  would  like  now  to  welcome  Gene  Dodaro,  who 
is  the  Assistant  Comptroller  General,  Accounting  and  Information 
Management  Division  of  the  GAO.  He  is  accompanied  by  Chris 
Hoenig,  the  Director  of  Information  Resource  Management  Policy. 

Gentlemen,  we  look  forward  to  hearing  GAO's  comments  regard- 
ing S.  946. 

TESTIMONY  OF  GENE  L.  DODARO,i  ASSISTANT  COMPTROLLER 
GENERAL,  ACCOUNTING  AND  INFORMATION  MANAGEMENT 
DIVISION,  U.S.  GENERAL  ACCOUNTING  OFFICE;  ACCOM- 
PANIED BY  CHRISTOPHER  HOENIG,  DIRECTOR,  INFORMA- 
TION RESOURCE  MANAGEMENT,  POLICIES  AND  ISSUES 
GROUP 

Mr.  Dodaro.  Thank  you,  Mr.  Chairman.  Good  morning. 

We  are  pleased  to  be  here  today  to  discuss  S.  946,  the  Informa- 
tion Technology  Management  Reform  Act  of  1995,  introduced  by 
you  and  Senator  Levin.  This  bill  offers  many  constructive  solutions 
to  address  the  urgent  and  compelling  need  to  strengthen  Govern- 
ment management  and  technology.  The  Federal  Government  will 
never  be  able  to  improve  services  to  the  taxpayers  and  reduce  costs 
until  it  learns  how  to  better  manage  information  technology.  Exam- 
ples of  the  Government's  enormous  difficulties  in  this  area  are 
amply  documented  in  your  own  "Computer  Chaos"  report,  as  well 
as  a  litany  of  GAO  reports  issued  over  the  past  decade. 

Fortunately,  solutions  to  these  seemingly  intractable  problems  do 
exist.  That  is  the  message  contained  in  a  special  Executive  Guide 
that  we  issued  last  May.  This  report  outlines  a  series  of  manage- 
ment practices  used  by  leading  private  and  public  organizations  to 
get  successful  business  results  from  information  technology.  We  are 
very  encouraged  that  S.  946  contains  critical  provisions  to  help  put 
these  practices  in  place. 

S.  946  contains  many  important  provisions,  but  today  I  would 
like  to  concentrate  on  those  provisions  of  your  bill  that  could  go  a 
long  way  to  address  key  accountability  and  implementation  prob- 


^The  prepared  statement  of  Mr.  Dodaro  appears  on  page  216. 
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lems  that  have  been  serious  stumbling  blocks  toward  getting  real 
results. 

Three  tenets  of  946  are  especially  critical  to  instill  best  practices 
throughout  Government.  These  are:  focused,  dedicated  leadership; 
disciplined  investment  control  processes;  and  innovative  re-engi- 
neering of  Government  operations. 

To  begin  with,  dedicated,  focused  leadership  is  paramount  for 
achieving  real  change,  both  at  the  agency  level  and  at  the  Govern- 
ment-wide level.  For  all  too  often  information  technology  has  taken 
a  back  seat  in  Federal  management  considerations.  Executives 
have  not  been  actively  engaged  in  the  process,  and  as  a  result,  they 
have  delegated  responsibilities  to  technical  staff  for  critical  deci- 
sions without  extensive  involvement  and  understanding  of  the  im- 
portance of  information  technology. 

Leaders  of  the  successful  organizations  that  we  studied  have  al- 
ready learned  this  valuable  lesson.  They  make  information  tech- 
nology a  priority  and  an  integral  part  of  their  management  process. 
They  recognize  technology  is  critical  to  not  only  getting  information 
to  make  informed  decisions,  but  also  to  streamlining  work  proc- 
esses to  get  real  business  results. 

Most  important,  accountabihty  for  producing  those  results  clearly 
resides  with  top-line  managers  in  the  agencies.  Strong  manage- 
ment teams  are  supported  by  Chief  Information  Officers,  and  these 
CIOs  are  skilled  professionals  that  provide  the  type  of  support  and 
assistance  that  top  executives  need  to  find  good  technology  solu- 
tions. 

Your  proposal  directly  addresses  this  critical  leadership  issue  by 
putting  accountability  for  information  technology  investments  in 
the  Federal  Government  squarely  where  it  belongs — with  the  top 
executives  of  the  Federal  agencies  and  their  executive  management 
team.  Your  proposal  also  takes  a  very  important  step  in  establish- 
ing Chief  Information  Officers  in  the  major  departments  and  agen- 
cies. We  strongly  support  this  initiative  and  have  made  prior  rec- 
ommendations to  the  Congress  to  put  these  positions  in  place. 
These  CIOs  will  be  critical  to  upgrading  the  Federal  management 
practices  in  the  information  technology  area. 

However,  Mr.  Chairman,  leadership  is  only  one  part  of  the  com- 
plete solution.  Effective  leaders  also  need  a  rigorous  investment 
control  process  to  make  the  most  impact.  Far  too  often  Federal 
agencies  fail  to  benchmark  their  practices  against  accepted  stand- 
ards or  neglect  criteria  for  evaluating  technology  investments. 
Moreover,  they  often  do  not  monitor  approved  projects  to  determine 
if  expected  results  were  actually  achieved. 

This  stands  in  stark  contrast  with  successful  organizations.  They 
use  explicit  criteria  to  assess  mission  benefits,  risk,  and  cost.  Infor- 
mation technology  projects  are  treated  as  individual  investments, 
not  as  expenses. 

Your  legislative  proposal  embraces  this  investment  approach. 
Agencies  would  be  required  to  use  more  stringent  methods  for  real- 
istically managing  risk  and  evaluating  technology  investments. 
Smaller,  more  modular  approaches  are  encouraged,  and  we  support 
that  very  strongly.  It  is  imperative  that  agencies  better  evaluate 
their  information  technology  investments  before  deciding  to  pro- 
ceed. This  investment  performance  approach  is  exactly  what  we 
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find  in  leading  organizations.  Top  executives  typically  conducted 
quarterly  reviews,  and  often  investments  approaching  $1  million 
were  viewed  as  high  risk.  Where  typically  in  the  Federal  Govern- 
ment agencies  launch  into  multi-billion-dollar  procurements,  such 
as  IRS's  tax  system  modernization  effort,  without  adequate  review 
and  scrutiny  of  exactly  what  we  are  trying  to  achieve  and  what  re- 
sults we  can  hold  agencies  accountable  for  in  terms  of  measuring 
whether  the  Government  got  true  value  for  those  investments. 

With  this  investment  focus,  your  proposal  establishes  a  perform- 
ance contract  with  executive  agencies,  and  we  think  this  is  a  very 
good  move.  By  demonstrating  accountability  for  managing  risk  and 
producing  results,  in  turn  agencies  are  given  more  flexibility  to 
enter  into  information  technology  contracts  on  their  own,  with 
fewer  oversight  hurdles.  And  by  establishing  linkages  with  procure- 
ment and  budget  processes,  this  contract  is  made  real,  not  like  the 
paper  approval  process  that  we  currently  have  in  place. 

Finally,  achieving  dramatic  service  improvements  will  require 
going  beyond  business  as  usual.  All  too  often  agencies,  as  you 
pointed  out,  attempt  to  automate  existing  inefficient  processes,  and 
as  a  result,  we  have  lost  millions  of  dollars  with  little  results. 
Moreover,  there  are  huge  opportunities  out  there  to  improve  service 
delivery  and  reduce  costs  that  are  going  untapped  as  a  result  of 
this  failure  to  really  focus  on  re-engineering  first. 

In  contrast,  leading  organizations  that  we  visited  use  business 
process  re-engineering  as  their  primary  lever  for  deciding  on  infor- 
mation, technology  investments — when  to  invest  and  how  to  in- 
vest— and  they  make  these  decisions  before  they  decide  to  spend 
any  amount  of  money  on  information  technology  solutions. 

S.  946  helps  avoid  these  past  mistakes  by  requiring  executive 
agencies  to  certify  prior  to  buying  information  technology  invest- 
ments that  they  have  reconsidered  their  business  processes  and 
have  good  performance  measurements  in  place.  And  we  think  this 
is  tremendously  important  to  take  advantage  of  the  opportunities 
that  exist.  These  opportunities  range  from  the  most  pervasive 
interactions  with  the  public,  both  on  tax  returns,  for  example,  and 
benefit  payments,  to  routine  business  functions  as  we  have  talked 
before  you  such  as  streamlining  DOD  travel  voucher  processing 
and  also  reducing  inventory  levels,  which  are  very  costly  for  the 
Federal  Government  to  maintain. 

In  summary,  we  are  never  going  to  see  dramatic  improvement  in 
the  Federal  Government  in  terms  of  providing  services  effectively 
until  we  have  these  modern  management  practices  consistently  in 
place.  These  practices  are  desperately  needed.  We  think  that  S.  946 
makes  a  valuable  contribution  to  getting  these  practices  in  place, 
and  in  that  way  we  can  begin  narrowing  this  wide  gap  we  have 
now  between  leading  organizations  and  the  Federal  Government  in 
terms  of  instilling  discipline  and  appl3dng  management  practices 
that  make  sense  and  are  focused  on  real  results.  Your  proposal  can 
help  redirect  the  Government  in  this  effort,  and  hopefully  we  can 
achieve  some  real  results  on  a  more  consistent  basis  than  we  have 
in  the  past. 

We  look  forward  to  working  with  the  Subcommittee  on  this  criti- 
cal initiative,  and  I  would  be  happy  to  answer  any  questions  at  this 
time. 
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Senator  Cohen.  Thank  you  very  much,  Mr.  Dodaro. 

If  the  members  of  the  audience  will  look  at  these  three  charts 
that  have  been  prepared,  one  of  the  more  significant  ones  dem- 
onstrates the  problem  that  we  are  trying  to  address.  If  you  look  at 
the  middle  chart,  you  will  see  that  in  the  private  sector,  private  in- 
dustry is  able  to  purchase  information  systems  in  roughly  13 
months.  The  current  government  system  takes  roughly  49  months. 

The  goal  of  this  legislation  is  to  achieve  for  the  Federal  Govern- 
ment that  turn-around  in  an  18-month  period  and  to  put  in  specific 
restrictions.  If  a  contract  is  over  deadline  and  way  over  cost,  it  runs 
the  risk  of  being  terminated.  And  depending  on  what  level  the  con- 
tract is,  it  may  be  terminated  by  the  agency  CIO  or  the  national 
CIO. 

One  of  the  criticisms  directed  at  the  bill  is  that  it  is  too  bureau- 
cratic, and  I  wonder  if  you  would  respond  to  that.  It  strikes  me  as 
somewhat  ironic.  We  are  talking  about  putting  the  responsibility  at 
0MB,  the  Office  of  Management  and  Budget.  Interestingly,  we  are 
going  to  have  testimony  later  on  this  morning  in  which  0MB  says 
we  are  a  policy  body;  we  do  not  want  to  get  into  the  difficulties  of 
managing  the  purchase  of  information  technology.  So  the  "manage- 
ment" is  taken  out.  It  is  the  Office  of  Budget,  not  of  Management 
and  Budget. 

But,  nonetheless,  the  bill  would  put  0MB  at  the  very  top.  We  put 
a  national  CIO  in  0MB.  It  is  centralized  at  the  national  level  with 
real  power  and  accountability  and  responsibility.  Directly  below 
that,  you  have  all  of  the  agencies  who  would  have  their  own  CIOs. 
They  meet  on  a  regular  basis  in  the  National  Information  Council 
to  determine  what  the  needs  and  the  missions  of  the  respective 
agencies  are,  and  what  technology  is  currently  available. 

Now,  it  seems  to  me  if  you  have  the  national  CIO  and  the  agency 
CIOs  comprising  a  management  team,  that  is  a  vast  improvement 
over  the  number  of  agencies  you  currently  have.  Now  you  have 
0MB  involved;  GSA  involved;  GAO  involved;  OFPP  involved,  0PM 
involved;  and  NIST  (National  Institute  of  Standards  and  Tech- 
nology) involved.  You  have  a  plethora  of  agencies  all  having  a  piece 
of  the  action  today.  So  it  strikes  me  as  ironic  that  one  of  the  at- 
tacks on  the  legislation  is  that  it  is  too  bureaucratic. 

That  is  a  rhetorical  question,  but  would  you  care  to  respond? 
[Laughter.] 

Mr.  Dodaro.  I  would  like  to  comment  both  on  the  bureaucratic 
issue  as  well  as  the  leadership  structure,  because  I  think  both  are 
very  important  issues.  I  would  say  right  now  that  we  have  ample 
bureaucracy,  but  it  is  focused  on  the  wrong  issues,  and  it  is  focused 
too  late  in  the  process.  What  S.  946  does  is  redirect  the  attention 
of  managers  more  up  front  and  impose  some  discipline. 

For  all  the  bureaucracy  that  we  have  in  place  right  now  in  the 
Federal  Government,  there  is  very  little  discipline,  and  that  is  a 
huge  difference  from  what  we  saw  from  leading  organizations  and 
how  the  Federal  Government  manages  its  funds.  And  going  for- 
ward and  spending  huge  amounts  of  money,  I  think  the  least  we 
can  ask  for  is  a  little  discipline  in  the  process,  and  your  bill  does 
that  in  a  way  that  is  very  effective  and  consistent  with  what  we 
have  seen  in  leading  organizations. 
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The  bureaucracy  issue  is  one  subject  that  we  need  to  look  at  in 
terms  of  how  it  is  actually  implemented,  but  the  basic  tenets  of 
where  you  are  trying  to  focus  agencies'  attention  on  are  very  effec- 
tive and  have  the  high  potential  for  success. 

Now,  in  terms  of  the  leadership  structure,  the  structure  in  this 
bill  is  very  similar  to  a  structure  that  we  have  seen  evolve  in  the 
Chief  Financial  Officers  Act  of  1990.  There  we  have  a  Deputy  Di- 
rector for  Management  created  at  0MB,  a  Comptroller  in  the  Office 
of  Federal  Financial  Management,  with  Chief  Financial  Officers  in 
each  of  the  24  agencies.  That  structure  is  beginning  to  work  effec- 
tively, and  we  are  starting  to  make  some  progress  there.  We  have 
got  some  good,  qualified  people  in  place.  They  have  a  Chief  Finan- 
cial Officers  Council  that  meets  under  the  guidance  of  0MB,  which 
is  very  similar  to  the  interagency  council  called  for  with  CIOs  in 
S.  946.  And  we  think  there  are  important  parallels  there. 

Some  of  the  valuable  lessons  that  could  be  learned,  though,  is 
that  it  is  really  important  to  get  well-qualified  people  in  these  posi- 
tions. The  leadership  structure  is  critical,  and  the  structure  pro- 
posed in  your  bill  is  very  consistent  with  what  we  have  seen  work 
in  the  CFO  area. 

Senator  COHEN.  That  is  an  important  point,  because  I  know 
some  of  my  colleagues  are  concerned  that  this  might  be  inconsist- 
ent with  the  CFO  Act  that  was  passed.  What  you  are  saying  is  that 
it  complements  it. 

Mr.  DODARO.  It  complements  it  very  well.  In  fact,  many  of  the 
solutions  needed  in  the  financial  area  really  could  be  aided  greatly 
by  a  strong  CIO  structure.  One  of  the  biggest  impediments  in  the 
financial  area  are  inadequate,  antiquated  financial  management 
systems.  These  financial  management  operations  need  to  be  re-en- 
gineered. Modern  systems  need  to  be  put  in  place.  And  I  see  the 
CIO  as  a  very  effective  management  partner  working  with  the  CFO 
and  the  chief  executive  of  the  agency,  as  a  management  team  to 
put  discipline  in  place. 

We  have  to  recognize  that  in  both  the  financial  area  and  the  in- 
formation management  technology  area,  the  Government  is  far,  far 
behind  the  private  sector  and  State  and  local  governments,  and  we 
need  to  catch  up  in  a  hurry.  One  of  the  reasons  we  are  far  behind 
is  we  have  neglected  these  areas.  We  have  not  put  adequate  lead- 
ers in  place  with  the  necessary  skills.  And  you  need  both  a  top  fi- 
nancial person  and  a  top  CIO  to  really  help  turn  some  of  these 
agencies  around.  Too  often  we  forget  that  many  of  our  Government 
agencies  are  larger,  much  larger  than  many  of  the  corporations  in 
the  private  sector,  and  there  are  huge  management  responsibilities. 
So  the  least  we  can  do  is  provide  that  right  structure. 

Senator  COHEN.  One  of  the  problems  we  have  had  during  the 
past  decade  is  that  we  have  spent  in  excess  of  $200  billion  on  infor- 
mation technology,  and  many  of  these  systems  are  still  not  on  line. 
In  many  cases,  they  cannot  talk  to  each  other.  The  computers  that 
we  purchased  do  not  even  talk  to  each  other  inside  a  single  agency, 
and  they  surely  do  not  talk  to  each  other  on  an  inter-agency  level. 
IRS  is  still  trying  to  get  its  system  modernized.  How  many  years 
has  it  been  now?  It  has  been  since  the  early  1980's  at  least. 

Mr.  DODARO.  Right. 
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Senator  COHEN.  It  started  back  in  the  1970's,  I  believe,  and  we 
have  gone  through  several  iterations  of  changes  for  the  IRS. 

But  the  irony  is  that  even  the  IRS  cannot  tell  us  how  much 
money  is  owed  out  there  by  people  who  have  not  paid  their  taxes. 
They  really  have  no  idea.  It  was  estimated  at  one  point  at  $150  bil- 
lion. Then  they  said  it  is  closer  to  $75  billion.  But  the  reason  that 
they  cannot  tell  is  they  cannot  even  audit  their  own  records  to  find 
out  how  much  is  owed  because  of  the  inadequacies  of  the  informa- 
tion systems  they  have. 

We  have  the  case  of  IRS  trying  to  get  laptop  computer  out  to  its 
field  agents.  I  believe  1987  was  when  they  first  started  the  procure- 
ment process.  They  were  delivered,  I  believe,  in  1993 — long  after 
these  same  systems  became  obsolete. 

So  there  is  something  fundamentally  wrong  with  the  way  we 
have  gone  about  procuring  these  systems.  You  talk  in  your  state- 
ment about  the  megasystems.  We  buy  huge  multi-billion-dollar  sys- 
tems, and  they  either  do  not  fulfill  the  mission  they  were  designed 
for,  or  we  were  not  really  clear  about  the  mission  that  they  were 
supposed  to  fulfill. 

What  you  are  suggesting  is  we  have  an  incremental  approach 
consistent  with  what  the  private  sector  practices.  We  start  with  a 
modular  system.  You  buy  a  system  which  you  can  then  continue  to 
upgrade  over  a  period  of  time  to  keep  abreast  of  technology  im- 
provements. But  presently  we  buy  big  systems  that  take  a  long 
time  to  procure.  Mr.  Howard  would  probably  agree  that  the  larger 
the  computer  system,  the  larger  the  amount  of  money  involved,  the 
more  likely  there  is  going  to  be  a  protest.  That  is  almost  guaran- 
teed. Once  you  get  over  the  $5  million  mark,  the  higher  up  you 
climb,  you  are  almost  guaranteed  to  get  a  bid  protest  in  our  sys- 
tem. W^en  you  get  up  above  the  $100  million  mark,  you  are  surely 
going  to  get  a  bid  protest.  And  at  times  we  buy  billion-dollar  sys- 
tems. We  have  got  to  change  that. 

Would  you  comment  about  the  relationship  between  S.  946  and 
the  Paperwork  Reduction  Act  (PRA),  which  was  reauthorized  again 
last  year?  Some  feel  that,  again,  we  have  already  made  enough  im- 
provements in  information  technology  management.  The  PRA  has 
solved  that  problem.  Would  you  comment  on  that? 

Mr.  DODARO.  Well,  I  think  on  the  Paperwork  Reduction  Act,  the 
modifications  that  were  recently  passed  were  an  important  first 
step.  The  Federal  Government  had  not  modernized  its  information 
technology  practices  for  well  over  a  decade.  But  we  need  to  go  fur- 
ther. And  S.  946  builds  upon  the  procedures  that  were  put  in  place 
and  some  of  the  reforms  that  were  started  in  the  paperwork  reduc- 
tion area,  in  areas  such  as  re-engineering  and  investment  controls. 
I  will  ask  Chris  to  comment  on  that  a  little  bit  more  specifically. 
But  S.  946  also  adds  to  those  provisions,  in  addition  to  building 
upon  them  with  the  creation  of  the  CIOs.  Packaging  the  acquisition 
reforms  of  S.  946  with  the  fundamental  management  changes  is  a 
very  good  step  forward  because  you  really  need  both  in  order  to 
make  real  improvements. 

Mr.  HOENIG.  The  most  important  aspect,  Mr.  Chairman,  we 
think  in  terms  of  consistency  is  that  your  legislative  efforts  builds 
off  of  the  knowledge  of  best  practices  of  leading  organizations,  as 
do  the  IRM  provisions  in  the  PRA.  But,  in  particular,  the  areas 
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that  we  think  are  important  that  you  are  building  on,  that  are  not 
given  as  much  attention  in  the  Paperwork  Reduction  Act,  are  the 
Chief  Information  Officer  in  Section  143  of  the  bill,  which  estab- 
lishes that  particular  position,  and  then  in  the  areas  of  perform- 
ance measurement,  re-engineering,  and  particularly  in  investment 
control. 

You  mentioned  this  issue  of  bureaucracy.  It  is  easy  to  cry  bu- 
reaucracy when  there  is  no  discipline.  We  found  consistently  in  the 
leading  organizations  we  studied  that  disciplined  investment  con- 
trol processes  were  in  place  at  the  beginning,  at  the  middle,  and 
at  the  end  of  the  project  life  cycle.  One  of  the  organizations  we 
studied,  just  to  draw  contrast  with  Federal  organizations,  had  a  13- 
year  data  base  of  projected  versus  actual  return  on  investment  for 
every  single  one  of  its  information  systems  projects.  And  every  one 
of  those  projects  was  graded  by  risk  twice  at  the  front  end  and 
independently  double-checked  by  an  internal  auditor  to  make  sure 
that  more  time  was  spent  on  the  high-risk  projects  than  on  the 
low-risk  ones. 

So  we  think  that  aspect  of  your  legislative  effort  in  particular  is 
a  very  important  improvement. 

Senator  COHEN.  I  am  going  to  point  out,  again,  that  you  refer  to 
the  DOD  travel  system.  We  have  had  very  positive  hearings  on  try- 
ing to  structure  Government  travel  programs  to  conform  more  to 
those  that  are  in  the  private  sector.  Under  the  DOD  travel  system 
roughly  30  percent  is  spent  on  overhead.  Roughly  $1  billion  out  of 
the  budget  goes  just  for  overhead  processing  costs.  If  we  were  to 
achieve  best  practices,  we  would  get  down  to  10  percent.  Some  of 
the  private  sector  is  down  to  5  percent.  One  particular  company  is 
down  to  3  percent. 

The  DOD  has  now  pledged  to  achieve  that  goal  of  10  percent,  and 
they  will  do  it  within  the  next  2  years.  We  are  likely  to  save  almost 
$4  billion  in  the  next  5  years'  as  a  result  of  simply  trjdng  to  con- 
form the  DOD  system  to  what  is  going  on  in  the  private  sector.  So 
we  can  really  make  some  headway  here. 

I  have  a  couple  more  questions,  and  then  I  will  yield  to  my  col- 
league. What  about  terminating  these  contracts?  Our  review  of  the 
system  showed  that  few  contracts  ever  get  terminated.  Once  they 
get  started,  they  go  on  and  on.  You  have  too  much  money  invested 
and  cannot  really  terminate  the  contract,  and  when  you  do  try  to 
terminate  it,  you  find  yourself  with  another  lawsuit.  In  the  bill  it- 
self, as  you  know,  there  is  a  mandatory  termination  provision  once 
it  gets  to  be  above  a  50-percent  cost  overrun. 

What  are  your  feelings  about  that,  Mr.  Dodaro? 

Mr.  Dodaro.  I  think  the  idea  of  focusing  on  termination  deci- 
sions is  a  good  one  because  you  need  to  get  the  agency  leadership 
effectively  focused  at  critical  decision  points.  Hopefully,  though,  if 
the  agencies  apply  the  investment  control  process  that  the  bill  also 
calls  for,  they  will  not  be  waiting  until  they  hit  those  thresholds 
to  be  making  those  effective  decisions.  Those  decisions  need  to  be 
made,  if  they  are  going  to  made  cost  effectively,  as  early  as  possible 
and  not  wait  until  they  approach  the  deadlines. 

One  of  the  things  that  worries  me  a  bit  with  the  deadlines  that 
are  in  the  proposed  legislation  is  whether  or  not  the  agencies  will 
become  engrossed  in  trying  to  game  those  deadlines  and  whether 
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or  not  that  might  spur  a  httle  bit  more  bureaucracy,  if  you  will,  or 
attempts  to  work  around  those  deadlines  than  otherwise  would  be 
put  in  place.  But  the  concept  is  sound,  and  we  need  to  focus  peo- 
ple's attention  earlier,  as  your  chart  indicates,  in  the  process,  and 
I  think  we  just  need  to  watch  that  as  the  bill  would  be  imple- 
mented to  see  how  agencies  respond  to  that.  Because  as  you  point- 
ed out,  we  are  tr3ang  to  make  major  changes  in  the  culture,  and 
part  of  the  current  culture  is  to  game  the  system  or  to  work  around 
the  system  that  is  in  place.  And  changing  agencies'  mind-sets  to 
focus  on  investment  is  a  good  approach. 

Senator  Cohen.  One  final  point.  If  we  do  away  with  the  General 
Services  Board  of  Contract  Appeals,  that  leaves  GAO  as  the  pre- 
dominant protest  forum  in  the  Government.  Mr.  Howard  would,  of 
course,  like  to  eliminate  GAO  from  that  process  as  well.  We  re- 
duced the  time  frame  from  65  days  to  45  days.  Can  GAO  handle 
that? 

Mr.  DODARO.  Yes,  you  know,  we  are  not  seeking  that  responsibil- 
ity, but  if  the  Congress  decides  to  give  us  that  responsibility,  we 
think  we  can,  with  some  re-engineering  of  our  own  in  our  bid  pro- 
test functions,  handle  that  without  any  significant  increase  in  re- 
sponsibilities. 

I  might  point  out  that  GAO  currently  now  handles  about  2,800 
to  3,000  protests  yearly,  whereas  the  Board  of  Contract  Appeals 
handles  about  150  to  200.  So  moving  that  workload  for  those  150 
to  200  to  GAO,  can  be  accommodated  within  our  existing  resources. 

Senator  Cohen.  Senator  Glenn,  I  am  going  to  recognize  Senator 
Grassley,  who  has  been  waiting  patiently  for  me  to  conclude  my 
questions.  Senator  Grassley? 

Senator  Grassley.  Thank  you. 

I  have  a  question  about  computers.  In  our  USDA  county  Farm 
Service  Agency  (FSA)  offices — those  used  to  be  called  ASCS  offices. 
I  think  every  State  has  them  and  most  every  county  has  a  county 
office,  and  how  computers  and  technology  there  are  supposed  to 
serve  farmers,  and  I  think  my  point  is  under  the  existing  situation 
I  question  whether  they  are  being  well  served.  So  I  want  to  know 
in  regard  to  the  legislation  that  Senator  Cohen  has  put  in  how  this 
might  improve. 

First  of  all,  I  think  the  Chairman  needs  to  be  complimented  for 
being  out  in  the  forefront  on  this  issue,  and  these  hearings  are  just 
a  follow-up  of  a  lot  of  hard  work  he  has  already  put  into  this  issue, 
because  you  can  tell  from  the  business  magazines  as  well  as  the 
newspapers  that  the  Chairman  has  worked  really  hard  on  this,  not 
just  on  this  bill  but  over  a  long  period  of  time. 

We  all  look  at  computers,  I  hope,  in  the  same  way,  that  they  are 
supposed  to  benefit  people,  and  in  turn  serve  the  people  better  as 
Government  tries  to  serve  people,  because  we  have  the  modern 
technology.  In  the  county  offices,  for  instance,  farmers  are  involved 
there.  They  are  still  using  the  old  IBM-36  computers,  which  obvi- 
ously by  today's  standards  are  really  antiquated.  And  they  quite 
often  break  down.  I  suppose  even  modern  computers  do,  but  I  think 
there  is  really  a  problem  the  older  they  are.  When  that  happens, 
the  people  they  are  supposed  to  serve,  the  farmers  of  America,  are 
not  well  served.  Being  in  agriculture — my  son  actually  is  the  one 
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that  runs  the  family  farm — ^we  have  to  keep  up  on  this  and  interact 
with  this. 

The  USDA  has  a  program  that  is  called  Infoshare.  It  is  supposed 
to  bring  the  ASCS  county  offices  up  to  date  so  that  our  farmers  can 
be  well  served  when  they  go  in  to  get  loans,  program  payments, 
when  they  sign  up  for  certification,  when  they  sign  up  for  the  soil 
conservation  programs  and  all  those  sorts  of  things.  We  all  want 
this  segment  of  our  population  to  get  the  best  service  possible,  and 
in  that  regard,  I  want  the  FSA  personnel  or,  if  you  want  to  use  the 
old  term,  ASCS  personnel  in  our  USDA  county  offices  to  have  up- 
to-date  computer  equipment  to  service  farmers'  needs. 

So  if  this  bill  passes,  will  all  of  our  farmers,  not  only  in  Iowa  but 
in  Maine  and  Ohio  and  every  other  State,  will  they  end  up  being 
better  served  by  new  and  more  efficient  computers  and  not  have  to 
wait  for  years  to  get  this  modern  computer  equipment  into  the  FSA 
offices? 

Mr.  DODARO.  We  think  the  provisions  in  the  bill,  particularly 
those  management  provisions  that  bring  in  some  of  the  best  prac- 
tices for  leading  organizations,  could  have  a  very  significant  impact 
in  producing  the  result  that  you  talk  about. 

Let  me  give  two  illustrations.  We  issued  a  report  last  year  on  the 
Infoshare  project  at  the  Department  of  Agriculture,  pointing  out 
that  they  were  just  going  to  move  forward  and  automate  their  ex- 
isting processes,  and  they  really  were  not  going  to  change  to  get 
to  one-stop  shopping  for  the  farmer  to  make  things  easier  in  the 
process.  And  they  really  were  not  re-engineering  and  looking  at 
how  they  could  accomplish  that  by  changing  their  service  delivery 
techniques  and  interact  with  the  farmer  before  buying  the  com- 
puter equipment. 

We  were  successful  in  pointing  that  out  so  that  they  did  not  go 
forward.  They  were  planning  to  spend  about  $2.6  billion  that  would 
not  have  markedly  improved,  in  our  opinion,  the  service  to  the 
farmers. 

This  legislation  would  have  required  them  to  focus  more  up  front 
on  exactly  how  they  are  going  to  improve  the  services  to  the  farm- 
ers first  and  then  figure  out  the  right  technology  solution.  So  those 
provisions  would  have  helped. 

Also,  the  provisions  in  the  bill  that  deal  with  breaking  procure- 
ments down  into  a  more  modular  tjrpe  approach  rather  than  multi- 
year  efforts  would  have  forced  them  to  exercise  more  discipline  in 
the  process.  As  a  result  of  our  recommendations,  USDA  now  is  re- 
evaluating how  they  can  go  about  really  achieving  the  results  that 
everybody  wants  them  to  achieve,  and  temporarily  GSA  has  with- 
drawn their  procurement  authority  until  they  can  figure  that  out. 
So  USDA  agrees  with  us,  and  they  are  trying  to  change  it.  Had  the 
bill's  provisions  been  in  place,  we  think  that  could  have  forced  bet- 
ter decisions  much  earher  in  the  process  and  we  would  not  have 
wasted  a  lot  of  this  time. 

Senator  Grassley.  So  now  the  U.S.  Department  of  Agriculture 
does  have  in  place  their  one-stop  shopping  principle.  So  now  they 
are  going  to  build  their  computer  around  that  principle. 

Mr.  DODARO.  That  is  what  we  are  trying  to  get  them  to  do,  and 
that  is  what  they  are  focused  on  right  now. 
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Senator  Grassley.  They  are  focused  on  it.  I  guess  maybe  this  is 
a  subjective  judgment  I  ask  you  to  make.  Do  you  feel  that  there 
is  a  commitment  there  to  do  it?  You  have  got  them  focused  on  it, 
but  does  that  mean  in  your  heart,  in  your  mind,  that  they  are  real- 
ly going  to  do  it?  Or  is  there  some  question  in  your  mind  that  they 
are  going  to  do  it? 

Mr.  DODARO.  They  have  expressed  a  commitment  to  us  to  really 
redo  this.  We  have  not  been  back  in  to  verify  that.  We  are  planning 
to  do  a  follow-up  in  that  area,  and  I  can  give  you  a  better  answer 
once  we  go  back  in. 

Senator  Grassley.  When  are  you  going  to  do  the  follow-up? 

Mr.  DoDARO.  We  have  a  plan  to  start  in  the  next  few  months. 
We  are  going  to  go  back  in  and  check.  They  have  stopped  their 
process  and  brought  in  new  people.  One  of  the  recommendations 
we  made  was  to  bring  in  the  right  t5rpe  of  training  with  the  right 
type  of  expertise  to  assist  them  in  this  whole  process.  And  we  have 
allowed  them  some  time  to  basically  regroup  and  put  their  plans 
together.  So  we  are  going  to  be  doing  a  follow-up,  and  I  would  be 
glad  to  work  with  you  on  this. 

Senator  Grassley.  OK.  Well,  let's  assume  this  very  day  that 
they  were  headed  in  the  direction  that  you  think  they  should  go. 
How  long  would  it  take  them  to  accomplish  it  if  they  were  on  that 
path  right  now? 

Mr.  Dodaro.  I  am  not  sure.  Senator,  to  be  honest  with  you  right 
now. 

Senator  GRASSLEY.  Could  you  make  a  judgment  and  submit  such 
a  judgment  for  the  record? 

Mr.  Dodaro.  Yes,  I  would  be  happy  to  do  that. 

Senator  Grassley.  Before  the  hearing  record  here  is  closed? 

Mr.  Dodaro.  Yes,  I  can  do  that.  I  can  consult  with  our  people 
that  have  been  monitoring  this  and  get  you  that  judgment. 

INSERT  FOR  THE  RECORD 

RESPONSE 

The  Deputy  Secretary  of  Agriculture  has  estabHshed  a  December  3T,  1997  goal 
for  implementing  the  new  consolidated  USDA  Field  Service  Centers.  In  this  regard, 
USDA  is  still  in  the  early  planning  stages  of  developing  business  processes,  operat- 
ing procedures,  and  performance  goals  for  its  new  centers,  as  well  as  defining  what 
"one  step  service"  will  entail  and  the  technology  and  information  system  needed  to 
support  this  effort.  Consequently,  we  are  not  in  a  position  at  the  present  time  to 
make  a  judgement  concerning  how  long  it  will  take  to  acquire  the  needed  technology 
to  assist  USDA  provide  one-stop  shopping  in  its  new  Field  Service  Centers. 

In  the  interim,  USDA  is  acquiring  modern  automation  technology  for  selected 
Field  Office  Service  Centers  to  ensure  uninterrupted  delivery  of  service  and  that 
equipment  performance  is  not  degraded  because  of  heavy  workloads.  For  example, 
since  February  1995,  the  Consolidated  Farm  Service  Agency  (CFSA)  has  replaced 
the  old  IBM  36  system  computers  in  239  county  offices  with  an  upgraded  system. 
In  the  State  of  Iowa  alone,  CFSA  has  replaced  the  IBM  system  36  computers  in  16 
county  offices. 

We  do  have  plans  to  follow-up  on  USDA's  progress  and  will  keep  the  Committee 
informed. 

Senator  GRASSLEY.  I  would  like  to  ask  you  now — my  last  ques- 
tion deals  with  another  department,  the  IRS'  tax  system  mod- 
ernization program.  I  would  like  to  know  what  your  agency's  latest 
views  are  on  this  subject.  Do  you  see  an  improvement  with  man- 
agement, or  are  there  still  many  problems  at  the  IRS? 
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Mr.  DODARO.  We  have  a  comprehensive  report  coming  out  soon 
that  is  basically  saying  that  there  are  still  very  serious  manage- 
ment and  technical  issues  that  need  to  be  dealt  with  within  the 
IRS  to  improve  their  abihty  to  carry  off  their  modernization  effort. 
We  have  seen  some  limited  progress  over  the  past  few  years,  but 
there  are  still  very  serious  problems.  We  make  numerous  rec- 
ommendations for  IRS  to  implement.  We  think  they  could  be  in  a 
much  better  position  by  the  end  of  this  year  if  they  implement  our 
recommendations.  We  have  several  dozen  recommendations  in  our 
report  to  try  to  put  them  on  a  better  path.  They  have  made  a  com- 
mitment to  implement  those  recommendations.  We  are  planning  to 
follow  up  with  them  in  the  next  few  months  to  evaluate  to  what 
extent  they  have  implemented  our  recommendations.  But  we  still 
think  they  are  short  of  having  a  world-class  information  technology 
program  in  place  to  manage  the  tax  system  modernization  effort. 
We  think  they  are  capable  of  doing  it,  but  they  are  not  there  yet. 

Senator  Grassley.  Let  me  ask  you  a  more  pointed  question. 
Would  an  increase  in  funding  for  the  TSM  at  this  point  be  a  good 
use  of  the  taxpayers'  money? 

Mr.  DODARO.  I  would  think  an  increase  beyond  what  IRS  has 
asked  for,  which  is  basically  $1.1  billion  for  1996,  would  not  be  an 
effective  use  of  the  taxpayers'  money.  The  funding  that  they  asked 
for  should  be  sufficient  to  put  in  place  the  controls  and  some  of  the 
improvements  that  we  are  caUing  for. 

One  of  the  key  dilemmas  we  had,  though,  is  we  were  asked  by 
the  appropriation  committees  as  to  what  the  right  level  of  funding 
should  be  for  the  IRS  for  this  year  since  they  had  serious  manage- 
ment problems.  Part  of  our  recommendations  to  help  the  Congress 
address  that  issue  were  to  put  in  investment  criteria  and  controls, 
similar  to  those  called  for  by  this  legislation,  so  that  we  could  make 
an  informed  judgment  as  to  what  money  IRS  really  needed. 

The  IRS  situation  is  a  very  good  illustration  of  the  problem  in 
the  Government  right  now.  The  tax  system  modernization  effort 
has  36  or  so  different  projects,  and  the  IRS  was  asking  for  $1.1  bil- 
lion for  fiscal  year  1996  in  funding.  We  could  not  find  good  cost/ 
benefit  analysis  for  those  36  projects.  We  could  not  get  IRS  to 
prioritize  the  36  projects.  They  were  all  viewed  to  be  equally  impor- 
tant. This  is  not  the  tjrpe  of  discipline  that  is  needed. 

Now,  what  we  have  recommended  is  that  IRS  impose  discipline, 
rank  order  these  projects,  and  really  set  some  priorities  with  good 
investment  criteria.  Then  we  will  be  able  to  get  a  better  answer  on 
the  funding  issue. 

Senator  Grassley.  Considering  the  fact  that  Senator  Cohen  has 
worked  so  hard  on  this  issue  and  it  is  a  complicated  piece  of  legis- 
lation, is  the  TSM  program  going  to  be  managed  in  a  different  way 
under  the  Cohen  bill? 

Mr.  DoDARO.  I  would  hope  so.  Let  me  give  a  couple  illustrations 
of  where,  if  this  biU  would  have  been  in  place  and  its  management 
provisions  implemented,  where  it  would  have  made  a  difference  at 
the  IRS. 

First  is  on  the  whole  business  strategy  and  the  re-engineering 
approach.  Even  after  IRS  would  spend  its  $8-plus  billion  for  the  tax 
system  modernization  effort,  they  are  only  estimating  that  by  the 
year  2001  they  will  have  less  than  18  percent  of  all  the  tax  returns 
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submitted  under  electronic  filing.  They  were  only  targeting  third- 
party  preparers  and  others.  They  were  not  going  out  and  trying  to 
look  at  and  evaluate  an  effective  business  strategy  to  have  people 
who  were  preparing  their  tax  returns  on  personal  computers  elec- 
tronically submitting  these.  So  after  spending  several  billion  dol- 
lars, we  would  not  have  most  of  the  tax  returns  submitted  in  elec- 
tronic form,  which  is  the  real  benefit  that  could  accrue  from  re-en- 
gineering. 

I  have  already  mentioned  the  investment  control  area,  which  is 
one  that  could  have  greatly  benefited  the  IRS  earlier  on  in  the 
process.  They  also  need  to  enhance  their  skill  level,  and  they  are 
working  on  that.  But  those  areas  would  come  to  the  forefront  as 
well. 

Also,  the  issue  of  a  CIO.  Years  ago,  when  we  did  a  management 
review  of  the  IRS  in  the  late  1980's,  we  recommended  a  CIO  con- 
cept, and  gradually  they  have  moved  toward  that.  But  it  has  taken 
several  years  in  order  to  have  the  right  type  of  executive  leader- 
ship. 

So  there  are  a  number  of  areas  where  I  think  that  the  IRS  tax 
system  modernization  effort  would  have  benefited  from  the  provi- 
sions that  are  contained  in  this  legislation. 

Senator  Grassley.  Thank  you,  Mr.  Chairman. 

Senator  COHEN.  Thank  you,  Senator  Grassley. 

Senator  Glenn? 

Senator  Glenn.  Thank  you,  Mr.  Chairman.  I  am  sorry  that  I  had 
some  other  commitments  this  morning  and  could  not  get  here  on 
time.  I  really  wanted  to  be  here  for  this  particular  hearing.  I  want 
to  compliment  you  for  bringing  up  this  subject  and  addressing  it 
with  legislation.  I  have  not  signed  on  as  a  cosponsor  yet  because 
I  have  a  number  of  questions  about  this,  as  you  and  I  have  dis- 
cussed. 

We  recently  passed  the  Federal  Acquisition  Streamlining  Act  and 
the  Paperwork  Reduction  Act,  which  gets  into  information  re- 
sources management  as  one  of  its  major  functions.  It  is  sort  of  a 
misnomer  these  days  to  say  PRA,  even  though  that  is  where  we 
started.  With  Senator  Cohen's  bill  we  are  changing  OMB's  author- 
ity. We  are  cutting  out  the  Brooks  ADP  Act.  We  are  eliminating 
the  Joint  Committee  on  Printing.  We  are  establishing  Chief  Infor- 
mation Officers.  There  are  some  overlaps  here.  I  have  questions  in 
these  areas,  and  I  am  not  tr5ring  to  over-complexitize  these  things, 
but  these  are  legitimate  concerns  when  we  are  destroying  functions 
and  putting  them  someplace  else. 

Senator  COHEN.  Senator  Glenn,  if  you  would  yield,  I  might  point 
out  that  prior  to  your  arrival,  Mr.  Philip  Howard,  whom  you  have 
cited  on  many  past  occasions,  indicated  that  my  proposal  was  not 
nearly  radical  enough.  [Laughter.] 

Senator  Glenn.  I  was  going  to  mention  Mr.  Howard  because  I 
was  informed  that  he  is,  from  the  center  aisle,  in  the  second  row, 
third  in,  blue  necktie.  Is  that  correct?  Sorry  I  was  not  here  earlier, 
Mr.  Howard.  I  had  a  good  friend  of  mine  in  Lexington,  Kentucky, 
Bill  Young,  who  met  you  back  at  one  of  the  places  where  you  were 
speaking  not  long  ago  and  sent  me  a  copy  of  your  book  recommend- 
ing it  very  highly.  I  admire  your  work  very,  very  much  and  wanted 
to  be  here  to  hear  your  presentation  this  morning. 
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Senator  Cohen.  I  might  point  out  with  some  regret  that  Senator 
Glenn  insisted  in  front  of  the  cameras  on  holding  up  the  book  time 
after  time.  I  have  been  trying  to  get  him  to  hold  up  one  of  mine. 
[Laughter.] 

Senator  GLENN.  I  did  that  at  a  couple  of  hearings;  I  brought  your 
book  in,  held  it  up,  and  recommended  that  people  get  a  copy  and 
read  it.  So  I  was  quite  taken  with  your  work.  I  admire  what  you 
are  doing. 

Your  Wall  Street  Journal  article  of  a  few  days  ago  indicated  that 
you  thought  many  of  these  things  could  be  managed  through  au- 
dits. And  I  agree  with  that  100  percent.  In  fact,  when  we  passed 
the  CFO  Act,  the  Chief  Financial  Officers  Act,  it  came  to  our  atten- 
tion here  that,  prior  to  1990,  there  was  no  requirement  in  Grovern- 
ment  to  do  an  audit  of  every  department  and  agency  at  the  end  of 
every  year  to  find  out  where  the  money  went.  Was  it  spent  right? 
Was  it  spent  wrong?  Did  you  waste  it?  What  did  you  do? 

There  was  no  requirement  for  that.  So  we  put  in  the  Chief  Fi- 
nancial Officers  Act,  which  is  still  in  the  process  of  being  imple- 
mented fully — GAO  is  much  involved  with  that,  of  course.  We  made 
the  requirement  that  they  report  not  only  to  their  agency  head,  but 
also  to  the  appropriate  committee  of  jurisdiction  in  the  Congress  so 
we  can  start  doing  something  about  this. 

We  had  also  expanded  the  IG  Act  so  we  had  somebody  look  into 
fraud  and  abuse  and  report  in  the  same  way.  So  we  have  been 
moving  along  those  paths  here  trying  to  get  to  where  you  want  to 
be,  also,  with  your  book  and  with  your  ideas. 

I  think  if  you  are  going  to  run  a  business,  you  give  a  manager 
authority  to  do  what  has  to  be  done.  But  then  you  audit  him  at  the 
end  of  the  year  to  see  what  he  did.  He  is  either  out  or  in  or  what- 
ever. And  I  think  that  is  the  kind  of  standard  we  should  have  in 
Government  also — give  people  the  authority  to  do  something,  and 
then  depend  on  thorough  audits  by  an  expansion  of  the  CFO  Act. 
We  are  still  in  the  process  of  doing  some  of  that,  so  we  are  trying 
to  get  to  the  same  place.  I  agree  with  you  that  we  are  not  going 
fast  enough.  But  I  am  sorry  I  was  not  here  to  hear  your  whole 
presentation  this  morning. 

The  GAO  has  taken  the  lead  on  a  lot  of  these  issues  on  behalf 
of  the  Committee  through  the  years  and  has  been  very  responsive 
to  our  many,  many  requests  for  studies,  and  we  appreciate  that 
very,  very  much.  Do  you  think  if  we  would  expand  some  of  the 
functions  under  the  CFO  Act  that  it  is  necessary  to  have  the  CIO 
that  is  proposed  in  this  bill?  Or  could  we  do  the  same  thing  without 
establishing  another  layer  of  people? 

Mr.  DODARO.  We  beheve  that  you  need  both  a  CFO  and  a  CIO. 
One  of  the  areas — Senator,  I  know  you  have  been  very  interested 
in  the  CFO  Act — I  mentioned  earher  to  Senator  Cohen  is  the  whole 
problem  we  are  having  with  financial  management  systems  and  op- 
erations. They  are  not  re-engineered.  We  have  talked  a  lot  about 
problems  in  the  DOD  inventory  area,  and  Defense's  financial  man- 
agement systems.  And  a  CIO  is  reaUy  needed  to  help  work  with  the 
CFO  in  partnership  to  be  able  to  modernize  these  systems,  as  one 
example. 

I  think  that  you  need  both  because  the  Government  at  this  junc- 
ture in  its  history  is  so  far  behind  the  private  sector  and  State  and 
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local  governments.  We  are  not  even  going  to  have  the  audited  fi- 
nancial statements  in  place  for  all  24  CFO  agencies  until  fiscal 
year  1996.  So  we  are  still  way  behind  in  the  financial  area. 

One  of  the  things  we  have  been  concerned  about  is  that  CFOs 
have  been  given  too  many  ancillary  responsibilities,  that  they  are 
not  able  to  focus  enough  on  financial  management.  And  they  really 
could  be  well  supported  by  a  CIO  that  would  work  not  only  with 
the  CFO  but  with  the  key  agency  managers  to  focus  on  the  busi- 
ness processes  and  systems. 

I  think  the  Government  is  in  such  dire  need  right  now  that  you 
need  both  types  of  talent  in  place  in  order  to  successfully  manage 
these  functions  and  help  reduce  costs. 

Mr.  HOENIG.  There  is  another  critical  aspect  to  that,  Senator, 
that  I  think  is  worth  mentioning.  Every  organization  has  three  fun- 
damental assets  which  it  has  to  get  a  high  yield  on  in  a  downsizing 
environment  to  really  be  successful:  the  capital  and  the  cash,  which 
is  the  CFO;  the  information,  which  is  the  CIO;  and  the  people. 
There  is  a  natural  division  of  labor  there  and  a  very  robust  model 
that  has  been  established  in  the  private  sector  and  in  the  States. 
You  may  be  interested  to  know  that  currently  40  of  50  State  gov- 
ernments have  a  separate  CIO.  So  this  is  a  well-established  and 
well-tested  concept  because  of  the  CIO's  focus  on  information  as- 
sets. 

Senator  Glenn.  Well,  the  reason  I  ask  is  a  good  CFO  would  be 
carrying  some  of  the  CIO's  functions  too.  He  would  be  analyzing 
what  is  needed,  what  is  running  right.  Is  the  information  flow 
there?  If  not,  what  do  we  do  about  it?  And  that  is  the  same  thing 
a  CIO  basically  is  going  to  do. 

Mr.  DODARO.  Well,  there  are  definitely  complementary  respon- 
sibilities. Senator,  but  one  of  the  things  that  CFOs  are  not  that  en- 
gaged in  right  now  are  re-engineering  the  business  processes  for 
the  full  range  of  systems.  They  have  their  hands  full  trying  to  get 
the  records  straight,  get  the  accounting  systems  in  place,  trying  to 
develop  good  cost  information,  which  is  an  impediment  to  some  of 
the  investment  control  provisions  that  need  to  be  put  in  place. 

We  have  long  held  the  view  that  the  Federal  Government  has  not 
invested  enough  in  bringing  the  right  type  of  talent  and  skills  in 
place  to  manage  these  activities.  These  are  two  areas  where  I  do 
not  think  we  ought  to  scrimp  on  investment,  and  I  believe  it  will 
pay  off  very  handsomely  in  the  end  to  have  the  right  type  of  leader- 
ship in  place. 

Senator  Glenn.  Some  of  the  machete-wielding  budget  cutters 
that  we  have  here  on  the  Hill  these  days — and  I  am  for  a  balanced 
budget,  too,  like  everybody  else.  But  they  have  cut  your  budget. 
You  have  already  downsized  by  a  fourth.  They  wanted  to  downsize 
you  another  fourth.  We  are  going  to  assign  you  the  protest  process 
under  this  bill  to  run  under  GAO  as  opposed  to  a  separate  entity. 
Will  you  be  able  to  do  that? 

Mr.  DoDARO.  We  think  we  can  handle  that  responsibility,  with 
making  some  changes  within  GAO,  without  any  additional  re- 
sources. That  is  primarily,  Senator,  because  the  GSBCA  right  now 
handles  about  150  to  200  cases  a  year,  whereas  GAO  already  han- 
dled about  2,800  to  3,000  cases.  So  picking  up  those  additional  150, 
200  cases  should  not  be  a  problem,   and  we  are  trying  to  also 
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streamline  our  bid  protest  process  to  make  it  quicker  in  order  to 
help  meet  some  of  the  goals  that  are  contained  in  the  legislation. 

Senator  Glenn.  OMB  would  wind  up  with  a  lot  of  new  authori- 
ties in  this  proposal,  as  I  understand  it.  Have  you  looked  to  see 
whether  you  think  OMB  can  handle  that  or  not?  The  CIO  would 
come  under  OMB.  As  I  understand  it,  it  would  be  sort  of  like  we 
have  CFOs  set  up  now,  and  it  would  be  administered  out  of  OMB. 
Do  they  have  the  people  or  would  it  not  require  that  many  people 
to  administer? 

Mr.  DODARO.  First  of  all,  I  think  the  need  for  a  National  level 
CIO  at  OMB  is  clear,  in  my  mind,  as  it  was  to  set  up  a  controller 
function  there  to  provide  the  right  type  of  leadership,  to  address 
inter-agency  issues,  to  set  standards,  to  provide  some  leadership 
and  support  to  bring  best  practices  into  the  Government,  and  to 
work  and  support  the  agencies. 

You  are  right,  Senator,  there  are  a  lot  of  parallels  with  the  CFO 
Act  in  terms  of  the  councils  that  would  be  created. 

Now,  the  question  of  what  the  right  resource  level  would  be  for 
OMB  is  always  a  complicated  issue.  They  definitely  need  a  core 
group  of  people  to  make  sure  we  have  got  the  right  policies  and 
they  can  keep  tabs  on  what  is  going  on.  But  they  have  to  work  and 
leverage  the  rest  of  the  executive  agencies,  and  I  think  the  provi- 
sions in  the  bill  that  give  OMB  the  responsibility  to  delegate  some 
of  these  responsibilities  back  out  to  the  executive  agencies  and  to 
also  work  through  a  CIO  council  would  be  an  effective  way  to  lever- 
age the  resources  that  do  exist  in  OMB. 

But  there  are  a  lot  of  advantages  with  having  that  responsibility 
in  OMB,  particularly  to  make  sure  that  the  investment  decisions 
are  supported  through  the  budget  process,  which  right  now  is  the 
only  front-end  look  we  have  at  a  lot  of  these  management  initia- 
tives. But  it  will  definitely  require  changes  in  how  OMB  operates 
to  implement  it  effectively. 

Senator  GLENN.  We  just  went  through  a  big  operation  here  last 
year  with  the  passage  of  the  Federal  Acquisition  Streamlining  Act, 
which  affects  the  Defense  Department  probably  more  than  any 
other  Department.  We  had  an  800  panel,  as  it  was  called  which 
worked  for  about  a  year.  We  worked  on  the  Armed  Services  Com- 
mittee that  we  are  both  on.  We  worked  on  this  Committee  on  it, 
and  then  NPR,  the  National  Performance  Review,  got  involved.  We 
had  all  this  input.  We  got  everybody  together.  It  took  literally  3, 
4  years  of  work  since  we  started  this  thing,  the  new  administration 
came  in,  NPR  got  to  be  a  factor  and  everybody  got  together.  And 
we  finally,  after  much  effort,  put  that  thing  together,  and  it  is  just 
really  beginning  to  be  implemented  now. 

Now,  this  would  change  a  lot  of  the  procedures  under  the  Federal 
Acquisition  Streamlining  Act,  as  I  understand  it.  Have  you  looked 
into  those,  and  do  you  know  how  comprehensive  those  changes 
would  be?  And  a  subsidiary  question  to  that  is  that  my  understand- 
ing is  that  this  bill  would  extend  to  embedded  systems  in  weapons. 
Do  you  think  we  should  follow  the  same  procedure  for  the  acquisi- 
tion of  weapons  as  we  do  for  administrative  systems? 

That  is  a  lot  of  questions.  First,  on  the  Federal  Acquisition 
Streamlining  Act,  how  would  that  be  changed  by  this  act? 
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Mr.  DODARO.  Generally,  it  would  expand  the  requirements  for 
delegated  authority  to  a  higher  level  of  purchases  that  the  agencies 
could  purchase  without  the  delegated  procurement  authority  up  to 
above  $100  million.  So  it  would  raise  the  threshold  in  that  area, 
and  also  allow  for  more  limitations  on  the  competitive  field  that 
would  need  to  be  in  place.  And  we  are  generally  supportive  of  the 
procurement  reforms  that  are  in  the  legislation,  so  they  are  sort  of 
an  extension  of  what  has  already  been  started  in  the  procurement 
reform  area  through  the  Federal  Acquisition  Streamlining  Act. 

Senator  Glenn.  This  would  not  destroy  what  has  been  done;  this 
would  build  on  it? 

Mr.  DODARO.  That  is  correct. 

Mr.  HOENIG.  And  in  particular,  treat  information  technology  ac- 
quisitions as  somewhat  of  a  unique  category.  One  of  the  things  that 
we  found  consistently  in  the  work  that  we  did  with  leading  organi- 
zations is  that  they  typically  looked  at  its  investments  as  a  sepa- 
rate class,  very  high  risk,  high  return  type  of  investment  which 
need  somewhat  of  a  separate  approach. 

Senator  Glenn.  Do  you  think  this  is  as  applicable  to  acquisition 
of  weapons  as  it  is  to  administrative  systems,  especially  where  you 
are  talking  about  state-of-the-art,  far-out,  sometimes  the  system 
works,  sometimes  it  does  not  and  you  have  to  drop  it?  Is  this  as 
readily  adaptable  to  that  as  it  is  to  normal  administrative  systems? 

Mr.  DoDARO.  The  basic  management  processes  that  need  to  be 
followed  are  the  same.  Senator,  in  our  opinion.  You  need  the  same 
type  of  controls  and  the  same  type  of  focus  in  order  to  implement, 
whether  it  is  an  embedded  system  or  whether  it  is  purchasing  some 
PCs. 

Senator  Glenn.  Thank  you,  Mr.  Chairman.  I  have  gone  over  my 
time. 

Senator  CoHEf^  Just  a  couple  of  quick  points.  I  know  the  admin- 
istration has  made  an  attempt  to  deal  with  information  technology 
in  some  of  their  reforms.  Have  they  gone  far  enough?  In  other 
words,  0MB  may  come  in  and  say  we  have  made  these  reforms  and 
we  do  not  need  this  bill,  and  so  I  would  like  your  official  position 
in  terms  of  whether  or  not  we  need  to  go  further  than  0MB  and 
others  have  gone. 

Mr.  DODARO.  Oh,  sure.  I  think  we  have  been  very  encouraged  in 
working  with  the  0MB  team.  I  see  John  Koskinen  behind  me  here 
and  Roger  Johnson.  We  have  had  a  good  partnership  working  with 
them  tr3ring  to  implement  best  practices,  and  they  have  got  some 
good  initiatives  underway,  those  included  in  the  National  Perform- 
ance Review  as  well  as  some  recent  issues  that  we  are  working 
with  them  on  like  an  investment  control  guide  to  be  used  by  budget 
examiners. 

But  a  lot  of  their  initiatives  are  still  in  the  early  stages  of  devel- 
opment, and  I  think  we  need  to  go  further.  I  also  might  add  at  this 
point,  that  having  the  legislative  underpinning  for  some  of  these 
management  reforms  is  terribly  important.  I  do  not  think  we  would 
have  made  the  progress  to  date  in  implementing  the  CFO  Act  with- 
out that  legislative  base  to  ensure  continuity  between  administra- 
tions and  provide  a  focus  over  time.  A  legislative  underpinning  is 
a  very  helpful  issue.  And  that  goes  to  some  of  the  issues  about 
OMB's  current  initiatives.  There  are  some  questions  about  whether 
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they  can  be  sustained  over  time,  can  they  really  demonstrate  the 
discipline  to  take  on  some  of  these  high-risk  efforts  such  as  the  IRS 
program  and  really  turn  them  around  over  time. 

So  we  are  encouraged.  There  is  a  long  way  to  go,  and  legislation 
will  help. 

Senator  COHEN.  One  final  point,  dealing  with  acronyms,  again. 
Senior  IRMs,  information  resource  managers,  are  they  sufficient  to 
do  the  job? 

Mr.  DODARO.  I  do  not  think  so.  They  typically  have  many  other 
responsibilities  assigned  to  them,  number  one.  I  am  very  encour- 
aged by  the  bill's  provisions  that  would  limit  the  CIO  to  informa- 
tion technology  functions  and  not  saddle  them  with  additional  re- 
sponsibilities. 

They  are  also  placed  at  too  low  a  level  sometimes  in  the  agencies, 
and  that  responsibility  is  delegated  down.  I  think  the  results  that 
we  have  all  talked  about  here  in  terms  of  the  Federal  Govern- 
ment's failure  to  really  implement  information  technology  success- 
fully is  a  commentary  on  the  type  of  change  in  the  elevation  of  the 
leadership  that  is  reaUy  needed. 

I  think  it  made  sense  when  the  Paperwork  Reduction  Act  was  es- 
tablished 14,  15  years  ago,  but  information  technology  has  become 
such  an  integral  part  of  management.  The  private  sector  has 
moved  to  elevate  that  responsibility  while  the  Federal  Government 
has  lagged  behind.  So  I  think  it  is  time  to  take  that  step. 

Senator  COHEN.  Mr.  Dodaro,  Mr.  Hoenig,  thank  you  very  much. 
It  has  been  important  testimony,  and  if  you  can  stay  or  have  some- 
one delegated  to  remain,  I  think  it  would  be  important  to  listen  to 
some  of  the  commentary  coming  from  the  other  panelists.  Thank 
you  very  much. 

Mr.  Dodaro.  Thank  you,  Mr.  Chairman.  Thank  you,  Senator 
Glenn. 

Senator  COHEN.  Our  nejct  panel  consists  of  four  members  of  the 
administration. 

Let  me  welcome  John  Koskinen,  the  Deputy  Director  for  Manage- 
ment at  0MB;  Roger  Johnson,  the  Administrator  of  the  General 
Services  Administration.  We  know  that  Mr.  Johnson  has  had  at 
least  2  decades  of  hands-on  experience  in  the  private  sector  devel- 
oping cutting-edge  technology,  and  since  joining  the  Clinton  admin- 
istration, he  has  been  at  the  forefi*ont  of  innovative  ideas  for  im- 
proving Government  operations  performance,  and  also  been  at  the 
forefi-ont  of  taking  a  lot  of  flack  from  various  sources. 

Steve  Kelman,  the  Administrator  of  the  Office  of  Federal  Pro- 
curement Policy  of  OMB,  and  Colleen  Preston,  the  DOD's  Deputy 
Under  Secretary  of  Defense  for  Acquisition  Reform. 

Let  me  welcome  each  of  you.  Mr.  Koskinen,  why  don't  you  begin? 

TESTIMONY  OF  JOHN  A.  KOSKINEN,^  DEPUTY  DIRECTOR  FOR 
MANAGEMENT,  OFFICE  OF  MANAGEMENT  AND  BUDGET 

Mr.  Koskinen.  Thank  you,  Mr.  Chairman. 

I  am  very  pleased  to  be  here  to  give  the  Committee  my  views  on 
the  Information  Technology  Management  Reform  Act  of  1995.  I 
find  it  significant  that  so  many  people  are  working  to  maximize  the 


*The  prepared  statement  of  Mr.  Koskinen  appears  on  page  237. 
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contributions  information  technology  makes  to  improve  program 
performance.  I  believe  this  Subcommittee  deserves  credit  for  boldly 
proposing  that  the  Federal  Government  cast  aside  its  old  manage- 
ment structures  for  information  technology  and  work  to  develop  a 
more  successful  model  for  the  future. 

The  Federal  Government  continues  to  have  a  mixed  record  in  in- 
tegrating information  technology  into  its  operations.  But  the  Gov- 
ernment is  not  alone  in  its  difficulties.  This  year  more  than  half 
of  the  software  development  projects  initiated  by  large  companies 
will  cost  twice  as  much  as  originally  estimated,  according  to  a  re- 
cent study  by  The  Standish  Group  International  Inc. 

During  my  confirmation  hearings  last  summer  before  the  Gov- 
ernmental Affairs  Committee,  Senator  Glenn  asked  what  could  be 
done  to  improve  the  Government's  acquisition  of  information  tech- 
nology. I  replied  that  my  experience  in  the  private  sector  was  that 
difficulties  arose  when  you  did  not  have  a  clear  idea  of  what  you 
needed  a  system  for  and  how  you  expected  it  to  perform.  During 
last  year's  budget  season,  the  large  number  of  complex,  mission- 
critical,  and  troubled  information  technology  projects  included  in 
agency  budget  submissions  made  it  clear  that  we  have  a  systemic 
problem. 

While  our  problems  are  significant,  I  was  pleased  last  fall  to 
learn  how  much  was  going  on  across  the  Government  to  improve 
the  situation.  The  National  Performance  Review  had  created  a 
cross-cutting  team.  Government  Information  Technology  Services, 
or  GITS,  just  to  concentrate  on  this  area.  Many  information  tech- 
nology projects  had  been  nominated  by  the  agencies  to  be  Grovern- 
ment  Performance  and  Results  Act  pilots. 

Recent  revisions  to  0MB  Circular  A-130,  "Management  of  Fed- 
eral Information  Resources,"  require  agencies  to  establish  struc- 
tured evaluation  criteria  and  decision-making  processes  to  help 
them  justify  investments  in  information  technology. 

At  the  General  Services  Administration,  Roger  Johnson,  the  Ad- 
ministrator, had  reached  out  to  information  technology  experts 
throughout  the  Government  by  forming  the  Information  Technology 
Acquisition  Review  Board,  or  ITARB,  to  bring  their  experience  to 
bear  on  troubled  systems.  You  have  just  heard  from  the  GAO 
which  had  synthesized  best  practices  for  managing  information 
technology  in  the  very  useful  GAO  Executive  Guide.  In  addition, 
the  Office  of  Information  and  Regulatory  Affairs  had  built  on  the 
GAO  guide  to  create  an  "Examiner's  Handbook"  designed  to  edu- 
cate budget  examiners,  and  through  them  the  agencies,  about  the 
questions  that  should  be  asked  and  answered  about  IT  projects 
throughout  the  budgetary  cycle.  Last  fall,  while  we  were  beginning 
to  hold  our  meetings,  Mr.  Chairman,  you  released  an  important  re- 
port, "Computer  Chaos,"  which  proposed  solutions  in  this  area.  Fi- 
nally, we  are  particularly  pleased  with  the  bipartisan  effort  which 
culminated  in  the  recent  passage  of  the  Paperwork  Reduction  Act 
of  1995. 

Building  upon  all  of  these  efforts,  at  the  request  of  the  Vice 
President,  Roger  Johnson  and  I  created  an  interagency  working 
group  on  information  technology  to  identify  changes  needed  to  im- 
prove the  Federal  Government's  planning  for  and  acquisition  and 
management  of  information  technology. 


29 

On  May  17,  1995,  the  Vice  President  wrote  to  you  with  the  re- 
sults of  our  work.  Last  month  you  introduced  with  Senator  Levin 
the  act  we  are  discussing  here  this  morning. 

What  is  particularly  reassuring  in  all  of  this  is  that  the  findings 
of  the  executive  and  legislative  branches  have  so  many  commonal- 
ities, beginning  with  the  idea  that  information  technology  is  critical 
to  improving  service  delivery  and  is  a  powerful  tool  for  reinvention. 

Today  we  understand  that  we  often  begin  our  analysis  and  over- 
sight of  information  technology  projects  too  late  in  the  process.  I 
brought  along — everybody  has  their  favorite  chart — this  chart.  We 
designed  this  chart  last  fall  when  I  asked  the  question,  What  are 
the  various  reviews  that  are  provided  today  for  information  sys- 
tems over  their  life  cycle?  We  have  0MB  circulars;  we  have  GSA 
involvement;  we  have  statutory  requirements.  As  we  looked  at  the 
process,  it  became  very  clear  that,  as  your  report  noted  and  as  we 
all  agree,  all  of  the  reviews  start  too  late  in  the  cycle.  At  the  pre- 
liminary planning  design,  when  people  are  trying  to  figure  out  why 
they  need  a  system  and  what  they  will  get  for  it,  there  is  no  over- 
sight. There  is  no  review  of  any  significance.  All  of  the  reviews 
start  once  people  have  decided  they  need  a  system  and  they  know 
the  system  they  want,  and  then  we  start  to  review  it. 

So  we  decided — it  was  clear  to  us,  as  it  was  to  you  in  your  re- 
port— that  the  place  to  start  is  with  an  analysis  of  the  operating 
processes  to  be  improved  with  information  technology.  Before  we 
consider  which  systems  to  acquire,  we  need  to  focus  on  re-engineer- 
ing how  the  work  is  being  done,  even  asking  whether  the  work 
needs  to  be  done  at  all  or  can  be  done  better  by  someone  else. 

In  addition,  the  oversight  process  for  information  technology 
needs  to  promote  sound  capital  planning  in  agencies.  We  need  to 
know  why  we  are  acquiring  a  particular  system,  what  benefits  we 
will  derive  for  the  costs  expended,  and  how  that  cost/benefit  analy- 
sis compares  with  similar  analyses  for  other  information  technology 
systems  in  the  pipeline. 

Similarly,  instead  of  depending  on  each  agency  to  maintain  a 
core  of  information  technology  experts  who  can  deal  with  any  sys- 
tem no  matter  how  large  or  complex,  we  all  seem  to  agree  that  the 
Government  would  do  better  by  leveraging  the  best  experience  and 
talent  across  agency  lines. 

Finally,  everyone  agrees  that  we  must  adapt  our  procurement 
system  to  promote  the  use  of  commercial-style  acquisition  tech- 
niques such  as  incremental  and  evolutionary  approaches  to  major 
systems  development  and  acquisition. 

Rather  than  take  the  time  to  describe  in  detail  the  report  that 
Roger  Johnson  and  I  developed  with  the  help  of  many  experts 
across  the  Government,  I  ask  that  it  be  included  in  the  record. 

Senator  COHEN.  It  will  be  included  in  full. 

Mr.  KOSKINEN.  Thank  you,  Mr.  Chairman. 

I  would  just  like  to  make  two  points  about  the  proposal.  First, 
many  of  the  initiatives  described  in  the  proposal  can  be  accom- 
plished administratively  in  a  timely  fashion.  Essentially,  the  pro- 
posal builds  on  the  existing  budget  review  process  which,  through 
the  efforts  of  this  Committee,  is  increasingly  focused  on  perform- 
ance and  results.  The  foundation  of  our  structure  is  that  agencies 
must  take  responsibility  for  the  capital  planning  and  budgeting  for 
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information  technology  systems  that  will  support  their  missions. 
We  need  to  provide  support  and  resources  to  the  agencies  where 
they  can  use  it,  but  we  should  stop  subjecting  the  agencies  as  a 
regular  matter  to  oversight  for  information  technology  acquisition 
outside  the  normal  budget  process. 

Second,  our  proposal  is  modeled  and  builds  on  commercial  best 
practices  and  successful  efforts  already  underway  in  the  agencies, 
across  agencies,  and  in  GSA  and  0MB.  Our  proposals  work  to- 
gether by  ensuring  sound  investments  vertically  within  an  agency 
and  promoting  horizontal  coordination  and  consolidation  across 
agencies  and  Government.  To  help  do  this,  we  propose  three  inter- 
agency groups  which  will  provide  quality  assistance  to  agencies  in 
lieu  of  the  red  tape  of  the  existing  Brooks  Act  procurement  delega- 
tions. These  interagency  groups  will  provide  information  and  sug- 
gestions to  0MB  for  its  use  in  the  review  of  agency  budget  requests 
for  information  technology,  rather  than  exercising  direct  oversight 
and  control  of  agency  acquisitions. 

We  begin  with  what  we  call  the  Interagency  Leadership  Council, 
the  ILC,  which  is  designed  to  provide  better  coordination  to  provide 
a  sound  government-wide  information  in  infrastructure  and  to  pro- 
mote common  applications  across  agencies.  Built  on  the  model  used 
by  EDS  Inc.  and  based  on  the  lessons  learned  from  the  successful 
efforts  of  the  GITS  group,  created  by  the  National  Performance  Re- 
view, our  Interagency  Leadership  Council,  the  ILC,  would  draw 
upon  senior,  experienced  agency  executive  leaders,  remain  flexible 
and  fluid  in  its  membership  and  procedures,  and  improve  coordina- 
tion of  Government  information  technology  activities.  It  is  not  in- 
tended to  add  an  additional  layer  of  oversight. 

Our  second  group  is  the  Interagency  Management  Council.  The 
convergence  of  information  technology  and  telecommunications 
technology  also  requires  a  unified,  coordinated  approach.  The  Inter- 
agency Management  Council  is  successfully  coordinating  the  post- 
FTS2000  acquisition  strategy  as  a  follow-on  to  the  existing  pro- 
gram which  provides  a  nationwide,  interagency  telecommunications 
system  furnishing  voice,  data,  and  video  communication  services. 

The  third  proposed  group  is  the  Information  Technology  Acquisi- 
tion Review  Board.  In  some  cases — for  large,  complex,  or  risky  sys- 
tems— improved  capital  planning  in  the  individual  agencies  will  not 
be  sufficient  to  ensure  successful  and  cost-effective  systems  devel- 
opment. To  address  those  cases,  a  system  is  needed  that  leverages 
talent  fi"om  across  the  Federal  Government.  We  propose  to  build 
upon  the  earlier  success  of  GSA's  ITARB  group  to  assist  agencies 
in  obtaining  the  advice  of  experts  from  across  the  Federal  Govern- 
ment for  the  handful  of  major  systems  we  confront.  As  the  author 
of  this  proposal,  Roger  Johnson  will  discuss  in  a  little  more  detail 
where  the  group  came  fi-om  and  his  views  as  to  where  it  is  going. 

Turning  to  your  legislation,  Mr.  Chairman,  it  has  a  number  of 
very  important  and  useful  insights  and  ideas  that  I  think  all  of  us 
can  support. 

The  act  begins  to  forge  links  to  the  budget  process.  We  believe 
that  only  the  budget  process,  rooted  in  the  agency's  strategic  busi- 
ness plan,  allows  us  the  opportunity  to  engage  the  agencies  in  a 
dialogue  early  enough  in  the  life  of  a  project  to  have  an  effect  on 
its  direction.  The  act  emphasizes  agency  responsibilities  in  this 
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context  by  establishing  a  strong  voice  within  each  agency  to  be  a 
champion  for  information  technology — the  agency  CIO. 

Another  significant  step  in  this  legislation  is  the  proposed  elimi- 
nation of  the  General  Services  Board  of  Contract  Appeals,  a  special 
protest  jurisdiction  for  information  technology.  The  act  also  con- 
tains other  useful  procurement  reform  ideas  which  Steve  Kelman 
will  be  discussing  in  greater  detail  in  his  testimony. 

The  act  clearly  recognizes  the  usefulness  of  interagency  sharing 
of  expertise  by  creating  interagency  fora  and  otherwise  attempting 
to  facilitate  sharing  of  resources  across  agencies. 

While  you  can  see  we  find  much  to  admire  in  this  bill,  Mr.  Chair- 
man, the  bill  does  contain  other  provisions  which  we  cannot  sup- 
port in  their  present  form. 

First,  as  drafted,  the  act  continues  a  model  of  central  micro- 
management  rather  than  one  in  which  the  agencies  take  respon- 
sibility for  their  systems.  In  light  of  the  Federal  Government's  his- 
tory of  problems  in  acquiring  and  managing  information  tech- 
nology, a  desire  to  mandate  detailed  procedures  is  understandable. 
However,  this  tendency  undercuts  many  of  the  improvements  pro- 
posed in  this  legislation. 

To  begin,  while  the  act  takes  a  major  step  in  the  right  direction 
by  eliminating  the  Brooks  Act's  out-of-date  oversight  structures,  I 
do  not  believe  the  case  has  been  made  for  creating  an  elaborate 
process  that  virtually  transfers  the  current  GSA  oversight  program 
to  0MB  and  a  new  Federal  Chief  Information  Officer.  The  lengthy 
assignment  of  duties  to  the  CIO  would  undermine,  not  enhance,  re- 
sponsibility and  accountability  of  agencies  for  management.  How- 
ever, there  may  well  be  a  role  for  a  redefined  CIO  at  the  govern- 
ment-wide level. 

In  addition,  the  act  would  set  overly  specific  and  rigid  standards, 
reviews,  and  procedures  that  agencies  would  have  to  follow.  For  ex- 
ample, it  establishes  automatic  numerical  thresholds  for  termi- 
nation or  review  of  information  technology  projects 

Senator  Cohen.  How  many  contracts  have  been  terminated,  to 
your  knowledge,  in  the  area  of  information  technology  procure- 
ment? 

Mr.  KOSKINEN.  I  would  turn  to  my  colleague  from  GSA,  who 
oversees  these.  You  wanted  me  to  do  that,  right,  Roger?  [Laughter.] 

Senator  COHEN.  Let  the  record  show  there  was  an  expression  of 
disgust  on  the  part  of [Laughter.] 

Mr.  Johnson.  I  am  sure.  Senator,  there  have  been  many,  but  I 
will  have  to  find  out  just  how  many  that  is. 

Mr.  Kelman.  Actually,  several  years  ago,  GSA  canceled  a  con- 
tract to  build  an  information  system  for  the  Public  Building  Service 
after  it  did  not  work.  And  just  recently,  NASA  canceled  a  contract 
to  develop  a  custom  financial  management  system  to  try  to  move 
over  to  an  off-the-shelf  system. 

Senator  Cohen.  I  am  going  to  produce  a  record  to  show  that 
there  has  been  minimal  cancellation  of  contracts.  We  have  not  done 
our  job  in  stopping  contracts  that  have  gone  way  over  their  time 
frame  and  way  over  their  cost  estimates. 

Mr.  KOSKINEN.  I  think  that  is  an  important  question  to  be  dealt 
with.  Our  overall  philosophy  about  that  is  the  way  to  deal  with 
problem  contracts  is  to  place  clear  responsibility  in  the  agencies  for 


32 

performance  and  for  measures,  and  to  tie  that  review  into  the 
budget  process  where  the  funds  are  provided.  The  problem  in  the 
past  has  been  having  a  bifurcated  dual  system  of  review  where  you 
have  an  information  technology  review  separate  from  the  budget 
process.  Ultimately  what  happens  is  no  one  appears  to  be  respon- 
sible because  everyone  assumes  someone  else  is  looking  at  the  sys- 
tem. 

Our  view  of  this,  and  I  think  our  fundamental  philosophical  dis- 
agreement, is  we  ought  to  have  a  single,  standardized  review  as 
part  of  the  budget  process.  We  ought  to  provide  the  agencies  with 
as  much  expertise  and  information  as  we  can.  We  ought  to  hold 
them  responsible  for  abiding  by  a  process  which  starts  with  busi- 
ness re-engineering,  but  we  should  do  that  all  at  once.  We  should 
not  put  them  through  the  hoops  twice  in  a  separate  information 
technology  review  and  then  another  budget  review.  As  you  say,  our 
experience  thus  far  has  not  been  particularly  good  on  that  as  a 
general  matter. 

Moving  right  along,  we  should  require  that  the  agencies  develop 
performance  standards  which  they  would  be  measured  against.  But 
a  preferable  alternative  to  the  limitations  in  the  bill  would  be  for 
agencies  to  develop  performance  standards  for  each  system  that 
would  be  presented  for  approval  during  the  budget  process.  Then 
they  should  be  held  accountable  for  meeting  those  performance 
standards.  But  they  will  vary  from  system  to  system  and  from 
agency  to  agency.  Similarly,  the  impact  of  another  improvement  in 
the  legislation,  the  agency  CIO,  is  undercut  by  detailed  prescrip- 
tions regarding  the  location,  duties,  and  staffing  of  that  official. 

Second,  the  act  places  unrealistic  expectations  on  0MB.  Many  of 
OMB's  contemplated  responsibilities  are  operational  in  nature  and 
do  not  fit  with  the  institution's  policy  role.  Sorry.  That  actually 
should  be  many  of  the  CIOs. 

Senator  COHEN.  The  word  "management,"  why  is  that  in  0MB? 

Mr.  KOSKINEN.  It  is  an  important  letter  in  0MB.  I  would  Hke  to 
correct  the  record.  It  is,  "Many  of  the  CIO's  contemplated  respon- 
sibilities are  operational  in  nature.  .   .   ." 

The  M  is  in  0MB  to,  in  fact,  provide  management  leadership  to 
the  Government.  But  there  is  a  difference  between  providing  lead- 
ership and  actually  managing  anything.  Again,  when  I  testified  be- 
fore Senator  Glenn  at  my  confirmation  hearing  and  he  asked 
couldn't  I  use  more  people  in  the  management  arm  at  0MB,  I  told 
him  you  could  give  me  five  times  as  many  people  at  0MB  manag- 
ing things,  and  it  would  not  make  any  difference.  Management  has 
to  occur  in  the  agencies. 

One  of  the  things  that  the  private  sector  has  learned  and  one  of 
the  things  we  are  learning  slowly  in  the  Federal  Government  is 
central  micromanagement  and  control  does  not  work.  It  does  not 
work  in  small  institutions.  It  clearly  cannot  work  in  an  institution 
as  large  and  as  varied  and  as  complicated  as  the  Federal  Grovern- 
ment. 

Senator  Cohen.  You  heard  the  GAO  testify  that  40  of  the  50 
States  now  have  an  equivalent  of  a  National  CIO,  their  State  CIO. 

Mr.  KOSKINEN.  Well,  first  of  all,  most  State  governments  are  sub- 
stantially smaller  than  the  Federal  Government.  Secondly,  I  would 
be  interested  in  seeing  what  the  requirements  and  the  responsibil- 
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ities  of  that  office  are.  As  I  said,  there  may  be  a  role,  there  is  a 
poUcy  role  at  central  levels  for  providing  guidance  and  support  to 
the  agencies.  What  we  are  objecting  to  is  to  move  the  review  proc- 
ess from  GSA  to  0MB  and  maintain  that  that  is  the  way  to  deal 
with  this  problem.  We  think  the  way  to  deal  with  this  problem  is 
to  hold  the  agencies  increasingly  accountable  for  results,  for  the  ac- 
quisition and  the  design  of  information  technology. 

As  I  was  saying,  the  CIO's  contemplated  responsibilities  are 
operational.  Given  our  current  staffing  and  resources,  it  is  particu- 
larly unrealistic  to  task  0MB  with  such  operational  matters  as  the 
development  of  technical  standards,  the  determination  of  the  appli- 
cability of  certain  procurement  laws,  and  maintenance  of  a  detailed 
past  performance  database  on  Federal  contractors.  I  must  also  note 
that  the  elimination  of  any  statutory  reference  to  the  regulatory 
oversight  responsibilities  of  0MB  is  troubling. 

Third,  the  Act  attempts  to  fix  some  authorities  which  are  not 
broken:  eliminating  important  and  useful  Brooks  Act  and  Com- 
puter Security  Act  provisions  regarding  computer  security,  confus- 
ing general  information  technology  oversight  with  oversight  of  IT 
acquisitions,  and  elimination  of  the  necessary  and  historically  very 
workable  Nunn-Warner  distinction  between  mission-critical.  Na- 
tional security  systems  and  other  programmatic  and  administrative 
information  technology. 

Mr.  Chairman,  this  Committee  has  a  long  history  of  bipartisan 
cooperation  on  these  matters.  The  administration  has  already 
begun,  as  you  know,  to  implement  a  series  of  administrative  steps 
to  improve  the  management  of  information  technology.  I  think  all 
of  us  look  forward  to  working  with  you  and  the  other  members  of 
this  Committee  to  craft  a  combination  of  legislative  and  adminis- 
trative actions  that  will  allow  us  to  make  progress  in  this  very  im- 
portant area. 

I  would  be  pleased  to  answer  any  questions  that  you  may  have 
at  the  conclusion  of  my  confreres'  testimony  here. 

Thank  you. 

Senator  Cohen.  Thank  you  very  much,  Mr.  Koskinen. 

Mr.  Johnson? 

TESTIMONY  OF  ROGER  W.  JOHNSON,i  ADMINISTRATOR, 
GENERAL  SERVICES  ADMINISTRATION 

Mr.  Johnson.  Thank  you,  Mr.  Chairman.  In  the  interest  of  time 
and  being  anxious  to  get  into  questioning,  I  would  like  to  enter  my 
remarks  for  the  record  and  make  just  a  couple  of  brief  comments. 

Senator  COHEN.  It  will  be  included  in  full. 

Mr.  Johnson.  I  think  we  have  gone  through  a  lot  of  the  detail. 

The  concern  I  have,  is  that  it  is  clear  the  United  States  taxpayer 
and  the  Federal  worker  just  are  not  and  have  not  been  getting  any- 
where near  the  benefits  they  should  be  enjoying  from  information 
technology.  I  think  your  leadership  in  bringing  this  to  the  fore  is 
very  important.  The  United  States  is  the  world's  leader  in  informa- 
tion technology,  and  yet  its  own  Government  is  far,  far  behind  that 
leadership. 


>The  prepared  statement  of  Mr.  Johnson  appears  on  page  245. 
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The  problem,  Mr.  Chairman,  that  I  would  like  to  make  a  couple 
of  comments  about  is  not  just  that  $200  billion  over  the  last  10 
years  has  not  been  spent  wisely  and,  therefore,  some  significant 
portion  may  have  been  wasted.  The  real  problem  is  that  we  have 
missed  the  benefits,  both  from  performance  and  cost,  of  what  those 
systems  should  have  been  giving  us,  benefits  that  are  orders  of 
magnitude  that  need  to  be  and  should  be,  and  are,  in  the  private 
sector,  larger  than  the  dollars  spent. 

Senator  Cohen.  FAA  would  be  a  classic  case  of  that. 

Mr.  Johnson.  Yes,  sir,  as  would  most  anything  else  we  looked 
at. 

The  return  on  the  dollar  invested  in  information  technology 
should  be,  at  a  minimum,  in  my  former  company,  20  percent  to 
even  come  to  the  table  and  discuss  it.  Generally,  the  results  in  a 
successful  project  will  run  30  to  50  percent  returns.  So  we  have 
been  missing  huge  benefits. 

Another  dimension  that  I  think  is  not  recognized  too  often  is 
that,  as  we  have  been  spending  $20  to  $25  billion  per  year  or  $200 
billion  in  the  last  decade,  the  computer  industry,  American  indus- 
try particularly,  has  been  driving  the  real  cost  of  that  system  and 
software  down  by  20  to  50  percent  per  year,  and  the  performance 
has  been  improving  by  20  to  50  percent  per  year.  Therefore,  the 
$200  billion,  when  you  look  at  it  in  that  context  over  that  period, 
probably  is  the  equivalent  of  nearly  $1  trillion  of  information  tech- 
nology expenditures. 

Now,  if  you  apply  a  minimum  20  percent  return  to  that,  we 
should  be  balancing  the  budget  today  based  solely  on  the  results 
of  sound  information  technology.  This  is  a  big  issue. 

Senator  COHEN.  As  GAO  has  said,  exactly. 

Mr.  Johnson.  In  terms  of  this  particular  legislation,  I  hope  and 
I  think  we  have  a  good  shot  at  dealing  with  the  basic  issues.  These 
problems  are  not  little.  They  are  not  simple.  They  are  complex,  and 
they  are  inter-related.  I  am  hoping  that  we  can  deal  with  the  fun- 
damental problems,  and  if  we  need  to  err,  let's  err  in  spending  too 
much  time  really  making  sure  we  have  got  the  fundamental  issues 
at  hand  and  err  in  terms  of  less  time  and  less  prescriptive  legisla- 
tion. 

The  issues  that  I  have  seen  for  2  years,  maybe  3,  are,  first  of  all, 
the  processes  of  managing  oversight,  legislation,  whatever,  all 
dwell  principally  on  the  back  end,  the  procurement  side  of  this 
whole  long  process.  The  systems  we  have  looked  at  were  mostly  all 
dead  on  arrival  because  they  did  not  have  the  management  up 
front  to  ask  the  hard  questions,  as  John  has  said,  and  others:  Why 
are  we  doing  this?  What  results  are  we  going  to  get?  How  will  we 
know  if  we  are  getting  the  results?  When  are  we  going  to  get  them? 
Nor  was  there  a  structure  to  develop  an  architecture  that  reads  on 
those  objectives.  It  would  be  nice  if  the  architecture  of  the  system 
actually  did  result  in  the  improvements  that  you  hope  to  get,  and 
is  technically  possible.  Of  course,  making  sure  that  it  is  not  too 
complex,  and  finally,  assuring  that  there  is  a  process,  which  we  all 
call  capital  planning  process,  that  forces  up  front  commitments, 
puts  the  focus  and  pressure  on  the  early  part  of  the  business  proc- 
ess, captures  those  commitments  over  time,  does  not  forget  them 
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once  the  budget  is  done,  and  continually  has  a  basis  in  measuring 
actual  results. 

I  think  if  we  had  differences  with  the  legislation  as  currently 
written,  it  is  that  we  think  there  may  be  too  much  focus  on  trying 
to  manage  that  process  through  legislation  as  opposed  to  putting 
fundamental  management  processes  in  place  and  letting  the  man- 
agers do  that  job. 

It  is  my  view  from  the  last  2  years,  sadly,  good  management 
practice  has  very  little  political  constituency  here.  Public  policy  is- 
sues will  drive  out  good  management  every  time.  Therefore,  as  we 
select  CIOs,  as  we  put  them  in  place,  we  need  to  assure  that  they 
have  the  right  skills,  background,  and  management  clout,  not  only 
within  their  own  agency,  but  as  they  sit  as  part  of  an  interagency 
council,  that  they  can  speak  with  authority,  that  they  have  the  po- 
litical power  to  actually  accomplish  things. 

Someone  observed  the  other  day  the  spotted  owl  probably  has 
more  public  relations  and  lobbyists  on  a  continuing  basis  than  in- 
formation technology.  I  love  the  spotted  owl  dearly,  so  please  do  not 
send  letters.  But  I  think  $1  trillion  worth  of  information  technology 
ought  to  have  at  least  equal  time  in  terms  of  political  initiatives. 

I  am  pleased  and  hopeful,  however,  that  we  can  make  major 
changes,  not  just  work  on  the  edges  here.  I  am  pleased  because 
your  leadership  obviously  is  knowledgeable,  sincere,  and  has  a 
sense  of  urgency.  I  am  hopeful  because  we  have  a  President  and 
a  Vice  President  for  the  first  time  in  my  history,  who  understand 
in  specifics,  not  just  for  show,  what  information  technology  should 
be  doing  and  have  taken  actions  to  move  us  in  that  direction.  I  am 
hopeful  because  we  have  people  in  the  administration,  those  at  the 
table  with  me,  John  and  Steve  and  Colleen,  and  others,  who  are 
substantively  working  to  make  major  change. 

So  I  think,  Mr.  Chairman,  that  with  this  initiative,  with  these 
kinds  of  people  involved,  and  with  the  magnitude  of  the  problem, 
and  the  great  opportunity  we  have  to  fix  it,  we  are  going  to  make 
some  very,  very  big  changes,  and  I  look  forward  to  working  with 
you  to  do  that. 

Senator  Cohen.  Thank  you,  Mr.  Johnson. 

Dr.  Kelman? 

TESTIMONY  OF  STEVEN  KELMAN,i  ADMINISTRATOR,  OFFICE 
OF  FEDERAL  PROCUREMENT  POLICY 

Dr.  Kelman.  Chairman  Cohen,  Senator  Glenn,  I  am  very  happy 
to  appear  before  the  Committee  today  to  discuss  the  procurement 
provisions  in  S.  946  on  behalf  of  the  administration. 

Thanks  to  the  leadership  of  this  Committee,  Congress  passed  last 
year  the  Federal  Acquisition  Streamlining  Act,  which  got  us  well 
underway  towards  the  process  of  creating  a  procurement  system 
that  works  better  and  costs  less.  Last  year's  bill,  FASA,  applied 
mostly  to  small  purchases  and  to  the  purchase  of  commercial  items 
by  the  Defense  Department.  What  we  need  to  do  this  year  is  to 
build  on  the  successes  from  FASA  last  year  to  extend  that  same 
philosophy  of  streamlining  and  reinvention  to  the  larger  procure- 


^The  prepared  statement  of  Dr.  Kelman  appears  on  page  254. 
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merits,  which  account  for  90  percent  of  the  dollar  value  of  all  gov- 
ernment procurements. 

I  am  pleased  to  say  that  the  administration  is  enthusiastic  about 
the  overall  thrust  of  the  procurement  provisions  in  S.  946.  We  have 
really  great  hopes  that  we  will  be  able  to  capitalize  on  the  biparti- 
san support  and  the  momentum  from  FASA  last  year  to  move  for- 
ward quickly  and  aggressively.  The  administration's  goal  is  to  seek 
the  passage  and  signature  by  the  President  of  additional  significant 
procurement  reform  legislation  this  year. 

I  would  like  briefly  to  address  some  of  the  major  procurement  is- 
sues raised  in  S.  946.  First  I  want  to  talk  just  briefly  about  modu- 
lar or  incremental,  acquisitions. 

We  agree  with  the  approach  in  S.  946  of  trying  to  encourage  the 
use  of  incremental,  modular  acquisitions  in  information  technology. 
There  is  a  procurement  policy  issue  that  we  believe  needs  to  be  ad- 
dressed in  the  legislation,  which  is,  "How  do  we  procure  the  follow- 
on  modules  to  the  initial  project  we  buy?" 

We  believe  that  we  need  statutory  authorization  over  and  above 
the  use  of  normal  competitive  procedures  to  procure  follow-on  mod- 
ules. We  believe  that  agencies  need  also  to  be  authorized  to  use 
procedures  that  are  less  than  full  and  open  competition  in  procur- 
ing follow-on  modules  to  be  able,  where  appropriate,  to  take  advan- 
tage of  the  learning  curve,  good  past  performance,  and  so  forth,  of 
the  vendors  providing  the  first  module.  We  think  we  need  that  kind 
of  legislative  change  to  encourage  modular  acquisition. 

Senator  COHEN.  In  other  words,  allowing  those  who  have  de- 
signed the  system  to  partake  in  the  follow-on  procurement  process 
and  not  be  excluded? 

Mr.  Kelman.  Well,  there  are  two  separate  issues,  Senator.  One 
is  the  design  versus  follow-on  work.  There  is  a  separate  issue  from 
this,  however,  dealing  with  the  general  question  of  competition  for 
follow-on  modules.  As  we  begin  to  build  the  systems  themselves  in 
modules — so  that  we  do  not  try  to  do  say  the  whole  FAA  system 
at  one  time  but  have  some  attainable  modules — if  you  choose  one 
or  two  vendors  to  do  the  first  module,  the  Government  or  the  con- 
tracting agency  should  have  the  authority  in  choosing  who  does  the 
second  module  to  not  have  to  go  out  to  the  whole  world  and 
recompete  it  to  the  whole  world;  they  should  have  the  authority  to 
use  procedures  less  than  full  and  open  competition,  if  they  wish, 
in  competing  those  follow-on  modules. 

Senator  COHEN.  Were  you  nodding  during  Mr.  Howard's  testi- 
mony? 

Mr.  Kelman.  I  was  here  for  most  of  it,  and 

Senator  Cohen.  I  meant  were  you  nodding  in  affirmation. 

Mr.  Kelman.  Oh,  was  I  nodding.  I  am  sorry.  I  thought  you  said 
"were  you  not  in."  [Laughter.] 

Mr.  Kelman.  Perhaps  I  was,  perhaps  I  was. 

I  am  going  to  move  on  to  something  that  also  addresses  a  theme 
that  Mr.  Howard  addressed  in  his  testimony,  which  is  how  we  go 
about  streamlining  competitive  procedures  for  our  large  buys, 
meaning  our  large  buys  in  general.  I  do  not  think  we  should  re- 
strict this  to  information  technology. 

Our  solution:  we  would  like  to  see  statutory  authorization  in  a 
number  of  areas  (some  of  these  are  in  your  bill,  some  are  in  the 
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administration  bill  that  Senator  Glenn  introduced  earlier  in  the 
year)  for  a  number  of  streamlined  procedures  that  have  a  common 
concept  at  their  core,  which  is  what  we  call  "early  downselect."  And 
what  we  mean  by  that,  Senator  Cohen  and  Senator  Glenn,  is  the 
idea  that  at  the  beginning  of  the  system,  you  open  it  up  to  every- 
body. So  the  new  company — the  brand-new  entrepreneurial  com- 
pany you  mentioned  in  your  question  to  Mr.  Howard — can  get  into 
the  system,  but  at  the  same  time  we  want  to  make  it  easier  for  the 
Government  early  on  in  the  process,  before  vendors  have  expended 
lots  of  money  in  preparing  lengthy,  complicated  proposals,  and  be- 
fore the  Government  has  spent  lots  of  resources  evaluating  and 
going  through  a  lengthy  bureaucratic  process  looking  at  those  pro- 
posals, we  want  to  make  it  easier  to  do  an  early — again,  the  phrase 
we  are  using  is — "downselect." 

We  believe  this  could  be  implemented  in  a  number  of  ways.  One 
of  the  ways  (that  is  in  your  bill  that  we  endorse)  is  what  we  call 
a  two-phase  procurement  process.  As  the  name  implies,  the  main 
feature  of  a  two-phase  procurement  process  is  that  it  has  two 
phases. 

Senator  COHEN.  Oddly  enough. 

Mr.  Kelman.  In  a  two-phase  procurement  process,  the  Govern- 
ment goes  out  in  the  first  phase  with  a  general  notice  to  any  inter- 
ested vendor,  including  the  small,  the  new  firm  and  so  forth,  with 
a  request  for  basic  information.  And  the  Government  can  decide 
what  kind  of  basic  information  it  wants.  It  might  be  past  perform- 
ance references.  It  may  be  information  about  their  previous  success 
at  cost  control  or  a  very  general  technical  approach,  but  not  a  com- 
plex proposal.  Allow  anybody  to  come  in  with  that  basic  informa- 
tion and  then  at  the  end  of  that  first  stage,  make  a  downselect  de- 
cision where  you  select  from  all  the  folks  who  have  come  in,  a 
smaller  group  that  has  a  serious  chance  of  getting  award.  They  will 
then  be  asked  to  do  a  more  full-blown  proposal  which  the  Govern- 
ment can  evaluate. 

So  that  is  one  of  the  ideas  that  embodies  the  idea  of  early 
downselect,  and  we  think  it  is  very  important  as  a  way  of  stream- 
lining our  larger  buys. 

Now,  let  me  talk  for  a  second  about  reforming  the  bid  protest 
process.  As  you  know,  the  administration  has  made  reform  of  the 
bid  protest  process,  particularly  in  the  area  of  IT  procurements,  a 
very,  very  central  priority.  And  we  strongly  applaud  you  for  the 
leadership  that  you  are  taking  in  S.  946  on  this  issue. 

Right  now  we  have  excessive  litigation.  We  have  a  situation 
where  suppliers  are  routinely  suing  their  customers,  a  practice  that 
is  totally  unheard  of  in  commercial  IT  procurements.  As  you  very 
correctly  stated  in  the  "Computer  Chaos"  report  last  year,  "What 
should  be  the  exception  has  now  become  the  rule."  And  we  believe 
very  strongly  that  this  is  an  essential  part  of  procurement  reform, 
because  this  excessive  litigation  discourages  innovation,  it  discour- 
ages change  within  the  system,  it  builds  up  bureaucracy,  it  creates 
an  unhealthy  and  unproductive  atmosphere  of  animosity. 

As  you  pointed  out  in  your  opening  statement  today,  Mr.  Chair- 
man, one  of  the  big  problems  with  our  system  right  now — and  it 
is  particularly  damaging  in  the  IT  world — is  the  adversary  relation- 
ship between  vendors  and  the  Government  customers,  particularly 


38 

inappropriate  where  we  are  doing  major  systems  that  require  a  lot 
of  cooperation. 

The  bid  protest  plague  in  the  information  technology  area  is  a 
major  contributor,  for  obvious  reasons,  to  those  adversary  relation- 
ships. 

Finally,  the  bid  protest  system  in  the  GSBCA  exacts  an  expense 
and  delay,  which  especially  in  this  budget  environment  agencies 
simply  cannot  afford.  So  we  very  strongly  believe  that  the  time  for 
bid  protest  reform  and  genuine  reform  is  now,  and  we  appreciate 
your  effort  in  this  regard. 

You  should  realize  you  are  not  alone,  along  with  the  administra- 
tion, in  seeking  bid  protest  reform.  Although  not  specifically  speak- 
ing to  your  proposal,  recently  about  15  major  information  tech- 
nology companies  have  expressed  their  support  to  me  for  aggressive 
congressional  action  to  curb  the  burdens  and  adversarial  environ- 
ment created  by  excessive  bid  protests. 

Let  me  just  ask  you,  as  you  approach  bid  protest  reform,  to  ad- 
dress several  additional  issues  regarding  bid  protests  that  are  cur- 
rently not  addressed  in  your  bill  but  that  we  believe  are  very  im- 
portant. 

First,  we  believe  that  it  is  imperative,  very  important,  that  we 
insulate  contracting  officer  downselect  decisions  of  the  type  I  re- 
ferred to  a  moment  ago  from  all  but  the  most  meritorious  protests. 
Let  me  share  with  you  some  of  the  discussions  I  have  been  having 
with  our  front-line  people  in  the  agencies  doing  contracting  about 
these  various  downselect  and  streamlining  ideas.  Their  reaction  is 
generally,  in  fact,  almost  uniformly,  very  positive.  They  think  this 
will  make  a  real  difference  in  improving  the  procurement  process. 

At  the  same  time,  though,  our  front-line  people  have  told  me  in 
different  contexts  again  and  again  that  they  may  be  very  hesitant 
to  use  these  new  authorities  for  fear  of  a  plague  of  protests.  And 
they  are  particularly  vulnerable  to  protests  in  these  areas  because 
there  will  be  a  high  degree  of  discretion  and  less  documentation 
available  early  on  in  the  process. 

So  for  this  reason,  I  very,  very  strongly  urge  you  on  behalf  of  the 
administration,  as  you  design  your  bid  protest  reforms,  to  make 
clear  that  any  protest  relating  to  a  downselect  decision  prior  to  the 
final  contract  award  may  be  sustained  on  a  higher  standard,  name- 
ly, only  on  the  demonstration  of  clear  and  convincing  evidence  of 
an  abuse  of  discretion  by  the  Government  agencies.  We  believe  that 
unless  that  change  is  made,  many  of  the  agencies  simply  will  not 
use  the  authorities  that  you  are  giving  them. 

Second,  we  believe  very  strongly  that  we  must  seek  the  one-sided 
system  we  have  right  now  where  we  award  protest  costs  to  prevail- 
ing protesters,  but  not  to  the  Government  when  it  wins.  We  strong- 
ly support  the  elimination  of  any  payment  of  bid  protest  costs  to 
prevailing  parties  other  than  small  businesses.  This  idea  was  re- 
cently suggested  by  the  section  on  public  contract  law  of  the  Amer- 
ican Bar  Association. 

We  have  always  been  concerned  by  the  one-sided  nature  of  the 
current  process  where  the  Government  has  to  pay  out  to  a  pro- 
tester if  the  protester  wins,  but  there  is  no  payment  out  to  the  Gov- 
ernment for  its  costs  on  the  other  side.  Some  argue,  I  have  heard 
the  argument,  that  the  payment  of  bid  protest  costs  to  prevailing 
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protesters  serves  the  public  interest  by  encouraging  private  parties 
to  act  as  "private  attorneys  general"  in  policing  the  system. 

My  response  would  be  that  we  need  to  remember  that  the  public 
is  not  served  by  the  increased  lead  times,  adversarial  relations,  and 
bureaucratic  system  caused  by  excessive  litigation.  So  I  do  not  be- 
lieve the  public  interest  is  served  by  the  current  one-sided  arrange- 
ment. 

Finally,  we  believe  that,  as  the  Senate  did  last  year  in  FASA,  we 
would  like  the  Senate  to  revisit  the  issue  and  again  move  to  con- 
solidate judicial  bid  protest  jurisdiction  into  the  Court  of  Federal 
Claims.  That  was  part  of  the  Senate-passed  bill  last  year.  It  unfor- 
tunately did  not  survive  conference.  We  urge  you  to  revisit  that 
again. 

Let  me  just  conclude  by  saying  that  we  are  in  a  time  of  very 
rapid  change  that  demands  that  we  question  traditional  ways  of 
doing  business.  Change  is  never  easy.  It  is  never  risk-free.  But  I 
think  it  is  important  for  all  of  us,  whether  in  the  Administration 
or  in  Congress,  to  realize  that  in  this  situation  right  now  the  risk 
of  not  changing  is  greater  than  the  risk  of  changing.  And  if  we  sim- 
ply stick  to  the  way  we  have  done  things  in  the  past,  progress  is 
never  going  to  occur  in  this  area,  and  we  cannot  do  what  we  need 
to  do  to  restore  citizen  trust  in  the  ability  of  Government  to  work 
effectively. 

So  we  commend  you  and  the  members  of  this  Committee  for  the 
vision  and  leadership  you  are  showing,  and  fortitude  in  some  areas 
where  there  are  some  special  interests  involved,  to  try  to  change 
tradition  where  it  is  not  working.  And  I  believe  we  are  on  the  verge 
of  making  some  historic  reforms,  and  we  look  forward  to  our  bipar- 
tisan work  together  to  make  those  happen. 

Senator  COHEN.  Thank  you  very  much,  Dr.  Kelman.  I  just  want 
to  say  that  when  you  finish  up  at  OFPP,  you  have  a  role  to  play 
on  the  Letterman  show;  maybe  even  Jay  Leno  might  take  you  as 
a  guest  one  evening.  Great  sense  of  humor.  Thank  you. 

Ms.  Preston? 

TESTIMONY  OF  COLLEEN  A.  PRESTON,i  DEPUTY  UNDER  SEC- 
RETARY OF  DEFENSE  FOR  ACQUISITION  REFORM,  DEPART- 
MENT OF  DEFENSE 

Ms.  Preston.  Thank  you,  Mr.  Chairman,  Senator  Glenn. 

It  is  my  pleasure  to  be  here  today  to  represent  the  Department 
of  Defense  and  to  provide  comments  on  S.  946.  I  believe  that  we 
agree  that  there  is  a  pressing  need  to  reform  both  the  management 
and  the  acquisition  of  information  technology  (IT)  assets  within  the 
Federal  Government.  This  includes  ensuring  that  we  effectively  use 
our  IT  assets  to  enable  us  to  make  the  necessary  business  process 
re-engineering  changes  that  should  be  accomplished  before  we 
automate  our  systems  and  our  processes.  Specifically,  we  whole- 
heartedly endorse  the  Committee's  attempts  to  modernize  agency 
analysis  and  practices,  especially  the  introduction  of  business  proc- 
ess re-engineering  analysis  in  the  use  of  IT. 

It  is  virtually  impossible  to  execute  any  of  the  missions  given 
DOD  without  information  technology.  We  recognize  that  we  must 


1  The  prepared  statement  of  Ms.  Preston  appears  on  page  279. 
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severely  reduce  the  cost  of  doing  business  in  terms  of  our  overhead, 
in  addition  to  our  core  infrastructure  business  processes.  These 
business  areas  include  such  things  as  command  and  control,  re- 
search and  development,  acquisition,  intelligence,  personnel,  logis- 
tics, finance,  all  of  which  have  been  heavily  supported  by  IT  for 
decades. 

What  I  would  like  to  do  is  to  try  and  avoid  duplicating  any  of 
the  previous  statements.  Within  the  Administration  we  agree  on 
the  need,  and  we  have  been  working  very  closely  to  support  the 
changes  that  are  being  proposed.  However,  I  would  like  to  address 
several  aspects  that  are  unique  to  DOD. 

First,  in  DOD,  the  Assistant  Secretary  of  Defense  (ASD)  for  Com- 
mand, Control,  Communications  and  Intelligence  (C3I)  is  our  infor- 
mation resource  management  official  and  reports  directly  to  the 
Secretary  of  Defense.  We  believe  when  we  look  at  the  functions 
that  are  performed  by  him  they  are  virtually  identical  functions 
that  are  identified  in  S.  946  for  a  Chief  Information  Officer.  Con- 
sequently, we  believe  we  already  have  a  Chief  Information  Officer 
in  DOD. 

However,  S.  946  proposes  transferring  this  function  to  the  Under 
Secretary  of  Defense  for  Acquisition  and  Technology — a  move 
which  we  oppose.  We  believe  that  having  our  senior  IRM  official 
also  responsible  for  the  rest  of  the  C3I  function  yields  a  synergistic 
effect.  Consequently  we  believe  ASDC  (C3I)  is  the  best  place  for 
our  senior  IRM  official  to  remain. 

In  terms  of  our  management  of  the  acquisition  processes,  in  the 
information  systems  area  we  have  a  process  called  the  Major  Auto- 
mated Information  System  Review  Council  (MAISRC).  The 
MAISRC  parallels  our  normal  approach  for  major  weapon  systems 
acquisition.  It  looks  at  the  return  on  investment,  design,  deploy- 
ment, operation  of  the  system,  support,  disposal — all  of  the  things 
that  must  be  assessed  when  you  are  tr3ang  to  make  a  business  de- 
cision. As  John  Koskinen  pointed  out,  these  assessments  must  be 
made  up  front  on  whether  or  not  it  makes  sense  to  utilize  informa- 
tion technology  to  resolve  a  given  problem. 

The  MAISRC  process,  as  I  mentioned,  is  similar  to  the  overall 
DOD  weapon  system  acquisition  process,  and,  in  fact,  we  are  cur- 
rently working  to  more  closely  align  these  systems;  with  the  dis- 
tinction being  that  the  Assistant  Secretary  for  C3I  would  remain 
in  charge  of  the  information  technology  process.  We  are  trying  to 
standardize  the  essential  elements  of  information  that  are  regu- 
lated under  what  we  call  our  DOD  5000  series  regulations  for 
weapon  systems,  and  those  that  are  regulated  under  what  we  call 
our  8000  series,  the  information  technology  regulations.  While  the 
MAISRC  has  been  very  successful,  we  are  also  pushing  a  number 
of  re-engineering  initiatives  within  the  Department,  several  of 
which  will  include  the  MAISRC  process,  such  as  going  to  the  use 
of  integrated  product  teams. 

This  week  we  completed  a  major  training  session  on  integrated 
product  term  for  approximately  400  of  our  more  senior  acquisition 
officials  in  the  Department  of  Defense.  We  spent  the  entire  day 
with  our  Under  Secretary  of  Defense  for  Acquisition-Technology 
and  the  Assistant  Secretary  for  C3I,  and  all  of  our  major  system 
program  managers  making  sure  that  we  agree  on  what  it  means 
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to  be  a  part  of  a  team  trying  to  ensure  program  success  rather  than 
overseeing  a  process  at  the  end. 

Again,  it  goes  back  to  early  management  involvement  and  prob- 
lem resolution  planning  rather  than  oversight.  We  call  it  early  in- 
sight rather  than  after  the  fact  oversight.  So  we  are  pushing  the 
process  in  that  direction. 

We  also  are  trying  to  delegate  the  decision-making  level  and  the 
review  level  so  that  we  empower  individuals.  Believing  that 
through  the  training  and  education  efforts  we  can  equip  our  staff 
to  make  decisions  about  information  technology  and,  therefore, 
push  the  level  of  review  down  to  the  lowest  level. 

We  have  had  several  successes  that  we  think  have  been  very 
beneficial.  In  fact,  in  one  case  the  increased  delegation  of  procure- 
ment authority  granted  by  GSA  has  significantly  enhanced  our 
ability  to  manage  our  information  technology  process.  Now  instead 
of  providing  reports  ad  nauseam  to  GSA,  we  are  concentrating  all 
our  time  and  effort  on  managing  these  programs.  We  believe  this 
approach  has  turned  out  to  be  very  beneficial. 

As  you  know,  our  information  management  program  has  devel- 
oped out  of  the  corporate  information  management  (CIM)  process. 
As  I  mentioned  earlier,  the  underlying  premise  is  business  process 
re-engineering.  Although  it  has  been  our  experience  that  we  get  the 
biggest  return  on  investment  through  doing  business  process  re-en- 
gineering up  front  and  then  automating  the  process,  we  also  have 
noted  that  there  are  a  number  of  situations  where  it  does  not  make 
sense  to  wait  to  be  able  to  re-engineer  the  entire  process.  There- 
fore, we  have  been  able  to  automate  a  number  of  systems  by  look- 
ing at  the  return  on  our  investment  and  determining  automation 
of  the  existing  process  is  so  much  better  and  provides  us  such  a  re- 
turn on  our  investment  that  it  is  ridiculous  to  wait. 

We  have  done  this  in  a  number  of  instances.  Electronic  com- 
merce, electronic  data  interchange  (EC/EDI),  is  probably  the  best 
example,  where  we  took  an  existing  process,  and  are  automating  it 
even  though  we  have  not  yet  completed  re-engineering  of  the  pro- 
curement process. 

I  wanted  to  set  the  stage  about  several  aspects  that  are  specific 
or  unique  to  DOD  in  order  to  highlight  how  we  are  somewhat  dif- 
ferent than  some  of  the  other  Federal  Government  agencies.  First, 
we  account  for  the  great  bulk  of  the  information  technology  pur- 
chases throughout  the  Federal  Government.  Additionally,  we  do 
have  a  sophisticated  agency  system  of  review  and  oversight  that 
encourages  business  process  re-engineering  and  requires  the  cap- 
ital investment  planning.  We  offered  this  approach  as  a  model  in 
the  administration  proposal. 

Senator  Cohen.  Are  you  suggesting  that  the  problems  that  are 
plaguing  virtually  every  other  facet  of  the  Government  do  not  apply 
to  either  the  Defense  Department  or  the  CIA  in  terms  of  the  pro- 
curement of  information  technology? 

Ms.  Preston.  No,  sir.  I  would  never  make  a  statement  such  as 
that.  I  am  simply  suggesting  that  we  have  in  place  a  more  system- 
atic and  sophisticated  process  than  do  many  of  the  agencies  in  the 
Federal  Government.  Because  we  spend  so  much  money  on  infor- 
mation technology,  we  have  been  forced  to  establish  a  number  of 
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the  procedures  that  other  agencies  have  not  instituted.  But  I  would 
never  say  that  we  have  resolved  all  of  the  problems. 

Senator  Cohen.  I  think  a  counter-argument  could  be  made  that 
just  by  virtue  of  the  fact  that  so  much  money  is  spent,  there  is  even 
a  greater  need  to  look  at  the  management  process  of  DOD  and  the 
CIA.  But  that  is  another  matter. 

Ms.  Preston.  I  would  not  disagree  with  that. 

Let  me  say  that  we  wholeheartedly  endorse  the  repeal  of  the 
Brooks  Act.  We  believe  that  this  is  the  right  approach  with  the  ca- 
veat that  some  centralized  oversight  within  the  Executive  Branch 
is  appropriate.  We  would  not  oppose  a  centralized  review  in  the  ap- 
propriate circumstances. 

Obviously,  we  believe  that  the  Brooks  Act  was  designed  for  a  dif- 
ferent time  and  purpose;  and  while  it  served  that  time  and  pur- 
pose, it  no  longer  does. 

There  are  also  a  number  of  issues  that  we  are  raising  with  re- 
spect to  the  bid  protest  process.  In  particular,  we  are  very  con- 
cerned about  the  fact  that  the  GSBCA  uses  a  de  novo  standard  of 
review,  unlike  the  review  afforded  other  agency  actions.  GSBCA  re- 
view is  particularly  adverse  when  compared  to  the  GAO  review 
process,  which  review  the  vast  majority  of  bid  protests.  The 
unstated  message  the  de  novo  review  sends  to  our  procurement  of- 
ficials is  basically  never  take  a  risk;  if  you  are  afraid  that  you  can- 
not deliver  a  product  to  your  customer  on  time,  you  should  buy 
from  the  low  bidder  because  you  can  always  justify  that  decision; 
do  not  buy  best  value  because  you  may  end  up  with  a  protest  that 
you  will  have  to  defend.  All  of  these  messages  are  wrong. 

And  so  throughout  this  process,  the  fact  that  there  is  this  system 
of  review  fosters  many  disincentives  that  discourage  people  from 
making  the  best  judgment  decisions.  We  are  trying  to  convince  ev- 
eryone in  the  Department  right  now  that  what  we  need  to  do  is 
manage  risk  rather  than  avoid  it.  This  is  a  very  difficult  process 
because  no  one  wants  to  be  the  first  individual  called  before  a  con- 
gressional committee  for  having  made  a  decision  that  in  hindsight 
is  viewed  as  wrong  or  silly. 

For  the  same  reason  that  we  believe  that  the  Brooks  Act  has  out- 
lived its  purpose.  We  also  believe  that  the  concept  and  the  struc- 
ture of  the  bill  with  respect  to  centralizing  so  much  authority  in 
0MB  is  also  inappropriate.  We  believe  that  there  is  a  role  for  the 
centralized  review,  but  in  this  case  it  is  a  little  too  much. 

Senator  COHEN.  You  would  note,  however,  that  great  deference 
is  paid  to  DOD  under  the  bill  and  to  the  CIA.  They  are  given  vir- 
tually complete  control  to  operate  and  only  have  to  submit  a  report 
once  a  year  to  0MB.  So  it  is  not  really  a  great  interference,  except, 
of  course,  DOD  and  CIA  could  be  overruled  by  0MB  and  the  Presi- 
dent. But  that  is  unlikely  unless  there  were  some  kind  of  egregious 
mismanagement  at  DOD  or  the  CIA. 

Ms.  Preston.  Yes,  sir.  In  fact,  that  is  one  of  the  things  that  I 
wanted  to  mention.  We  understand  that  is  the  purpose  and  the  in- 
tent of  this  bill  is  to  basically  eliminate  DOD  from  the  review  proc- 
ess. However,  there  is  a  substantial  difference  between  sajdng  that 
you  are  exempt,  as  we  are  under  the  Nunn-Warner  amendment, 
and  sajdng  that  there  is  a  blanket  delegation  of  procurement  au- 
thority (DPA)  which  can  be  rescinded. 


43 

While  we  support  that  approach  for  the  non-Nunn-Warner 
amendment  type  provisions,  we  beUeve  that  you  are  capturing 
more  of  our  procurements  if  you  say  that  we  will  have  a  blanket 
DPA.  This  is  because  we  do  not  have  any  ability  to  ensure  a  blan- 
ket delegation  will  not  be  rescinded  at  some  point  in  time  and 
could  go  beyond  what  we  have  right  now. 

So  that  is  a  concern.  Additionally  the  wording  of  the  provisions, 
which  is  really  just  a  drafting  issue,  is  something  that  we  were  a 
little  bit  concerned  about. 

There  are  a  number  of  other  issues  that  are  included  in  my  writ- 
ten statement,  but  I  will  not  go  into  those  right  now.  Just  let  me 
say  that  the  Department  is  very  supportive  of  the  efforts  that  have 
been  accomplished  by  you,  Senator  Cohen,  and  Senator  Glenn  and 
the  Subcommittee.  Many  of  the  provisions  of  this  bill  are  extremely 
useful  and  something  that  we  have  been  looking  forward  to  for  a 
long,  long  time.  We  appreciate  your  boldness  in  coming  forward 
with  this  initiative,  and  we  would  like  to  work  with  you  to  try  and 
resolve  any  differences  that  we  have,  and  to  contribute  to  their  res- 
olution. The  best  thing  that  could  happen  to  us  is  passage  of  legis- 
lation of  this  nature  if  we  can  resolve  the  issues. 

So  I  would  like  to  thank  the  Committee  for  the  opportunity  to 
appear  here  and  again  pledge  our  willingness  to  work  with  the 
Committee  to  try  and  resolve  any  differences. 

Senator  Cohen.  Thank  you,  Ms.  Preston. 

Let  me  thank  the  entire  panel.  I  have  a  number  of  questions 
which  I  could  put  to  each  of  you,  but  I  think  we  are  basically  seek- 
ing to  do  the  same  thing.  We  are  each  trjdng  to  achieve  the  goal 
of  better  management.  Some  of  it  may  be  accomplished  administra- 
tively; some  of  it  can  be  accomplished  through  statutory  changes. 

In  view  of  the  fact  that  we  have  one  more  panel  to  go  and,  I  be- 
lieve. Senator  Glenn,  we  are  going  to  be  voting  at  noon  on  the  leg- 
islation pending  on  the  floor,  I  am  going  to  forego  asking  any  ques- 
tions at  this  time. 

Senator  COHEN.  Senator  Glenn,  you  are  free  to  ask  questions. 

Senator  Glenn.  Let  me  just  ask  one. 

Mr.  Johnson,  you  ran  Western  Digital,  a  major  company  in  this 
area.  I  was  just  sitting  here  thinking  that  we  tend  to  think  in 
terms  of  hardware  and  buying  equipment  and  buying  the  big  Cray 
and  subsequent  things  beyond  the  Cray.  But  the  whole  thing  has 
to  work  off  software  or  it  does  not  mean  anything  at  all. 

Do  you  see  any  problem  here  with  regard  to  how  fast  software 
develops  and  making  systems  responsive  to  that?  Out  of  your  own 
background,  do  you  think  that  in  the  software  area,  does  this  bill 
help  or  hurt  making  the  whole  thing  workable,  or  is  it  sort  of  a 
moot  point  as  to  whether  we  go  ahead  or  not  to  make  it  really 
work? 

Mr.  Johnson.  Well,  I  think  the  intent  of  the  bill  helps  a  great 
deal.  Senator.  I  think  whether  it  is  software  or  hardware,  when  we 
are  talking  a  system,  I  think  we  are  all  thinking  of  the  combination 
of  that  and  not  separating  them. 

The  focus  needs  to  be  up  front,  however,  to  assure  that  we  do 
identify  clearly  what  results  we  are  trying  to  get.  That  is  the  big- 
gest difference  I  see.  We  continually  prescribe  process  instead  of  re- 
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suit,  and  it  causes  us  all  kinds  of  grief,  not  only  in  the  attitudes 
of  our  procuring  people  but  in  the  attitudes  of  American  industry. 

Many  American  companies  really  do  not  want  to  come  very  near 
this  process  and,  in  fact,  stay  away  absolutely  or,  in  fact,  delegate 
their  responsibility  to  others  who  come  here  strictly  for  the  purpose 
of  dealing  with  us  and  maybe  keep  us  away  from  them. 

So  whether  it  is  software  or  hardware,  I  think  we  are  dealing 
with  the  same  issues. 

Senator  GLENN.  I  know  we  are  on  a  short  time  frame  here,  but 
is  the  problem  that  things  change  so  rapidly  in  this  industry?  I  was 
sitting  here  thinking  we  have  a  lot  of  problems  in  Government  and 
personnel.  Now  do  we  want  a  Chief  Personnel  Officer  that  fits 
under  0MB?  We  have  a  lot  of  problems  with  procurement.  Do  we 
want  to  change  everything  to  have  a  Chief  Procurement  Officer 
that  fits  under  0MB? 

Is  the  problem  that  in  information  technology  things  are  so  im- 
portant— everything  runs  off  the  information  flow,  of  course,  and 
technology  changes  so  rapidly — that  we  need  a  bill  like  this  to 
bring  it  up  front  and  make  it  preeminent  over  our  other  concerns? 

Mr.  Johnson.  Each  one  of  the  concerns,  at  least  I  have,  and  I 
think  my  colleagues  share  it,  when  we  start  focusing  on  the  Na- 
tional Chief  Information  Office,  for  example,  I  think  we  may  or 
may  not  need  one.  I  do  not  think  that  is  the  issue.  If  that  is  all 
we  did,  though,  if  we  brought  in  the  best  in  the  world — bring  in 
Bill  Gates  or  whoever  you  want.  If  we  did  not  get  at  some  of  these 
basic  problems,  it  would  not  make  a  difference  who  we  brought  in 
here.  The  same  issue,  Mr.  Chairman,  applies  relative  to  reporting 
relationships.  If  we  do  not  get  at  these  fundamental  issues,  I  do  not 
care  who  we  report  it  to,  it  is  going  to  get  fixed. 

So  I  would  hope  we  could  spend  more  time  on  making  sure  we 
have  got  the  problems  identified,  we  know  how  we  are  going  to  fix 
some  very  tough  cultural  issues,  and  then  we  get  finished,  then 
there  will  be  plenty  of  time  to  figure  out  where  offices  should  re- 
port and  whether  we  need  a  National  CIO  or  not.  That  is  not  the 
issue,  in  my  judgment. 

Senator  Cohen.  We  thank  all  of  you.  It  has  been  an  important 
contribution,  and  thank  you  for  your  support  of  at  least  various 
portions  of  the  legislation. 

Dr.  Kelman.  Thank  you,  Mr.  Chairman. 

Senator  COHEN.  Our  final  panel  consists  of  three  witnesses.  First 
is  Rennie  DiPentima,  who  is  the  former  Deputy  Commissioner  for 
Systems  at  the  Social  Security  Administration  and  is  currently  the 
Vice  President  and  Chief  Information  Officer  at  SRA;  John  Kost, 
who  is  the  Deputy  Director  for  Procurement  and  Information  Tech- 
nology and  Chief  Information  Officer  for  the  State  of  Michigan;  and 
Paul  Strassmann,  the  former  Chief  Information  Officer  of  the 
Xerox  Corporation,  and  from  1991  to  1993  he  was  the  Director  of 
Defense  Information  for  the  Department  of  Defense. 

Let  me  thank  all  of  you  for  coming,  and,  Rennie,  why  don't  you 
proceed? 
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TESTIMONY  OF  RENATO  A.  DiPENTIMA,i  VICE  PRESIDENT  AND 
CIHEF  INFORMATION  OFFICER,  SRA  CORPORATION 

Mr.  DiPentima.  Mr.  Chairman,  Senator  Glenn,  I  am  very 
pleased  to  appear  here  today  to  discuss  the  key  provisions  of  S. 
946. 

Last  month,  after  32  years  of  service,  I  retired  from  the  Federal 
Government  as  the  Deputy  Commissioner  for  Systems  for  the  So- 
cial Security  Administration.  I  mention  that  because  during  my  ca- 
reer, I  have  witnessed  firsthand  and  actively  participated  in  the 
management  of  the  Federal  information  technology  and  acquisition 
processes.  Last  year,  I  had  the  privilege  of  chairing  the  interagency 
team  chartered  by  Roger  Johnson,  the  Administrator  of  GSA,  to  im- 
prove the  Federal  information  technology  acquisition  process.  The 
provisions  of  S.  946  are  wholly  consistent  with  that  team's  report. 

I  should  also  mention  that  same 

Senator  COHEN.  If  you  would  suspend  just  for  a  minute,  could  we 
have  the  door  closed? 

Mr.  DiPentima.  I  should  also  mention  that  is  the  same  team 
that  Roger  Johnson  chartered  to  review  the  FAA  project  as  well. 

The  potential  benefits  of  improved  management  and  simplified 
acquisition  of  information  technology  by  the  Federal  Government 
are  significant.  As  a  former  senior  executive  of  a  major  Federal 
agency,  I  know  only  too  well  the  pressures  on  the  Federal  budget, 
the  need  to  reduce  the  size  of  the  Federal  workforce,  and  the  abso- 
lute necessity  of  assuring  that  Federal  funds  are  spent  wisely  and 
for  good  results.  I  believe  that  information  technology  holds  the 
greatest  potential  for  allowing  the  Government  to  work  better  and 
cost  less,  but  the  processes  of  acquiring  and  managing  that  tech- 
nology must  be  improved  and  simplified. 

I  believe  S.  946  will  help  achieve  this  improvement  in  a  number 
of  important  ways. 

First  of  all,  there  is  a  need  for  better  up-front  planning  of  major 
IT  projects.  Agencies  must  begin  by  asking  a  number  of  basic  ques- 
tions, such  as:  Does  this  work  have  to  be  done  at  all?  And  if  it  does 
have  to  be  done,  does  it  have  to  be  done  by  us?  And  if  it  does,  what 
is  the  best  way  of  doing  it?  An  example  is  at  Social  Security  which 
has  one  of  the  largest  payroll  systems  in  the  Federal  Government. 
Before  I  left,  we  made  a  decision  to  franchise  it  out  to  another 
agency  that  did  it  better  than  we  could.  And  there  was  no  reason 
for  us  to  continue  doing  it.  It  could  be  done  for  a  lot  less  cost  else- 
where. 

Major  projects  must  be  business  driven  and  must  include  busi- 
ness process  re-engineering  as  a  first  step  so  as  not  to  merely  auto- 
mate old  processes.  In  short,  information  technology  must  be  man- 
aged and  it  must  focus  on  outcomes.  S.  946  addresses  these  with 
the  establishment  of  CIOs  in  each  agency.  I  will  say  more  about 
that  in  just  a  moment. 

There  has  to  be  a  change  in  focus  from  large,  expensive,  uniquely 
developed  systems  that  take  many  years  to  implement — usually 
with  frequent  time  and  cost  slippage — to  more  modular,  incremen- 
tal systems  that  allow  agencies  to  see  results  faster  and  to  make 
some  judgments  about  what  they  are  seeing.  This  requires  not  only 
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a  change  in  how  systems  are  designed,  funded,  and  managed,  but 
it  also  requires  greater  use  of  commercial  off-the-shelf  technology. 
Your  bill  encourages  agencies  to  take  this  approach  by  making  it 
easier  to  buy  commercially  available  products. 

Similarly,  information  technology  procurements  take  too  long. 
From  the  time  an  agency  conceives  a  need  until  a  contract  is 
awarded  can  take  several  years.  The  procurement  cycle  can  actu- 
ally exceed  the  new  technology  cycle.  As  a  result,  the  procured  "so- 
lution" is  then  out  of  date.  The  procurement  cycle  must  be  acceler- 
ated, and  I  would  like  to  see  this  addressed  in  S.  946.  In  fact,  your 
chart  goes  right  to  the  heart  of  this  point. 

Third,  discussion  between  agencies  and  the  private  sector  are  es- 
sential in  order  to  understand  agencies'  goals  and  needs  as  well  as 
industry  solutions.  Unfortunately,  such  discussions  are  often  dis- 
couraged or  prohibited,  often  at  the  very  time  they  are  most  need- 
ed. S.  946  puts  greater  emphasis  on  the  need  for  better  communica- 
tions with  the  private  sector  to  improve  program  results.  I  applaud 
this  and  point  out  that  it  was  one  of  the  earliest  and  most  impor- 
tant recommendations  of  the  acquisition  improvement  team  I 
chaired. 

With  respect  to  the  Chief  Information  Officer  I  referred  to  ear- 
lier, this  may  be  one  of  the  more  controversial  provisions  of  the 
proposed  legislation.  Most  agencies  have  someone  who  is  perform- 
ing that  role,  in  whole  or  in  part,  today,  and  S.  946  would  formalize 
that  at  the  agency  level.  Being  the  CIO  was  a  big  part  of  my  re- 
sponsibilities at  the  Social  Security  Administration,  and  it  is  my 
new  responsibility  at  SRA  Corporation.  I  will  not  go  over  it  here, 
but  I  think  the  literature  suggests  a  number  of  important  things 
a  CIO  should  do,  and  I  have  submitted  that  for  the  record. 

The  roles  and  responsibilities  should,  of  course,  in  my  opinion,  be 
virtually  the  same  for  business  or  Government,  and  they  are  essen- 
tial at  the  agency  level.  My  concern  with  the  CIO  provision  of  the 
legislation  has  to  do  with  the  establishment  of  a  government-wide 
CIO  position.  I  fear  that  at  the  National  level  such  a  position  could 
quickly  lead  to  large  staffs,  over-centralization,  and  reinstitution  of 
the  multiple  approval  level  gridlock  that  the  legislation  is  attempt- 
ing to  reduce.  I  do  not  think  it  is  necessarily  the  outcome  of  that 
position,  but  I  think  you  have  seen  other  witnesses  address  con- 
cerns on  their  parts.  Their  hearts  just  do  not  seem  to  be  in  it,  even 
the  ones  who  would  inherit  that  position.  If  there  is  to  be  such  a 
position,  then  the  question  is  how  do  you  fashion  it  so  that  it  does 
not  become  an  out-of-control,  overly  centralized  bureaucracy  that 
stymies  empowerment  and  quick  action  rather  than  fosters  it. 

Senator  COHEN.  Without  it,  what  is  your  answer  in  terms  of  hav- 
ing the  various  agencies,  the  agency  CIOs  coordinated?  Where  do 
you  put  that  kind  of  central  oversight  for  all  of  the  CIOs  in  the  var- 
ious agencies? 

Mr.  DiPentima.  I  can  suggest  part  of  an  answer,  Senator.  I  saw 
two  committees,  one  I  chaired  and  one  chaired  by  Jim  Flyzik  from 
Treasury,  do  a  very  good  job  with  the  senior  IRM  officials  of  most 
of  the  agencies — some  were  here  today  testifying — in  which  each  of 
us  brings  our  special  agency  interests  while  dealing  with  the  same 
problems:  big  procurements,  long  time  spans,  managing  for  results. 
And  through  the  Interagency  Acquisition  Review  Board  and  Jim 


47 

Flyzik's  team  that  would  look  for  cost-cutting  procurements,  I  think 
that  type  of  teaming  approach  might  get  better  results  than  a  large 
staff. 

You  could,  of  course,  do  both.  If  the  CIO  saw  the  job  as  one  of 
a  facilitator  as  opposed  to  200  or  300  people  replacing  the  GSA 
DPA  process,  then  I  think  you  could  probably  get  good  results  that 
way. 

Finally,  I  would  like  to  say  a  word  about  the  protest  process. 
This  subject  has  drawn  a  great  deal  of  attention  throughout  the 
Government  IT  community  and  was  a  major  focus  of  discussion  for 
the  IT  acquisition  improvement  team  that  I  chaired.  Notwithstand- 
ing certain  data  which  has  been  configured  by  some  to  suggest 
there  are  no  problems,  the  overwhelming  belief  of  the  Government 
IT  professionals  and  many  of  their  counterparts  in  industry  is  that 
the  process  is  broken.  Simply  put,  no  company  would  ever  treat  a 
private  sector  customer  the  way  it  does  the  Government  customer 
when  in  essence  it  sues  that  customer  nearly  half  of  the  time  on 
major  procurements  of  $25  million  or  more.  I  cannot  see  my  com- 
pany suing  a  commercial  customer  that  way.  I  believe  that  the  pro- 
test process  is  essential  to  assure  fair  and  equitable  treatment  and 
to  provide  a  forum  to  address  grievances  of  the  private  sector  con- 
tractors. But  the  process  should  not  be  used  as  a  strategic  tool  to 
delay  procurements  or  to  obtain  information  that  either  should  not 
be  disclosed  or  should  have  been  readily  and  openly  disclosed  in 
the  first  place.  I  believe  that  S.  946  takes  the  first  steps  towards 
improving  this  process  and  is  consistent  in  this  respect  with  the 
recommendations  of  the  IT  acquisition  improvement  team's  report. 

This  concludes  my  remarks.  I  will  be  happy  to  answer  any  ques- 
tions you  may  have. 

Senator  COHEN.  Thank  you  very  much. 

Mr.  Kost? 

TESTIMONY  OF  JOHN  M.  KOST,i  DEPUTY  DIRECTOR  FOR  PRO- 
CUREMENT AND  INFORMATION  TECHNOLOGY,  CHIEF  IN- 
FORMATION OFFICER,  STATE  OF  MICHIGAN 

Mr.  KosT.  Thank  you.  Senator. 

In  April  of  1992,  Governor  Engler  told  me  he  was  frustrated  that 
many  of  the  changes  he  wanted  to  make  to  improve  customer  serv- 
ice either  could  not  be  done  because  of  dated  technology  or  the  peo- 
ple supporting  the  technology  lacked  the  ability  or  motivation  to 
make  the  changes  happen.  As  his  trouble-shooter,  the  Governor 
asked  me  to  come  up  with  a  management  strategy  that  would  en- 
able technology  to  be  more  responsive. 

One  of  the  recommendations  of  that  plan  was  that  we,  the  State, 
emulate  the  private  sector  and  create  the  position  of  Chief  Informa- 
tion Officer  with  responsibility  for  the  entire  State  government. 
After  serving  several  months  as  acting  CIO,  in  December  of  1992 
the  Governor  formally  named  me  the  State's  first  ever  CIO.  He 
gave  me  five  charges  at  that  time,  which  are  listed  in  my  testi- 
mony. 

Since  then,  we  have  gone  about  successfully  implementing  these 
responsibilities.  We  are  consolidating  our  data  centers.  The  Gov- 
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ernor  recently  signed  an  executive  order  transferring  operational, 
not  just  policy,  responsibility  to  me.  Data  centers  will  be  operated 
like  a  utility.  Agencies  will  buy  what  they  need  and  pay  for  what 
they  use  without  having  to  support  massive  data  processing  enter- 
prises on  their  own. 

He  has  also  signed  an  executive  order  transferring  management 
responsibility  for  all  wide  area  networks  to  me.  Our  Consolidated 
Network  Operations  Center  opens  this  summer.  It  will  enable  us 
to  manage  every  State  network  from  one  location. 

He  has  also  just  recently  signed  an  executive  order  giving  me  the 
authority  to  coordinate  the  development  of  and  manage  the  Michi- 
gan Information  Network,  which  is  our  share  of  the  information  su- 
perhighway. It  will  have  robust  distance  learning  and  telemedicine 
capability  for  the  entire  State,  among  other  things. 

However,  rather  than  focusing  on  what  we  are  doing  with  tech- 
nology, I  thought  it  most  appropriate  to  share  some  thoughts  about 
how  we  are  using  the  CIO  position  which  you  might  find  provoca- 
tive in  your  deliberations. 

My  biggest  asset  in  my  role  as  CIO,  aside  from  a  Governor  who 
is  a  genuine  change  agent  who  wants  Government  to  work,  is  that 
I  understand  how  State  government  works  and  how  its  programs 
are  supposed  to  serve  its  customers.  I  am  not  a  technology  expert. 

Organizationally,  I  am  within  the  Department  of  Management 
and  Budget,  an  agency  much  like  a  combined  0MB  and  GSA  at  the 
Federal  level.  I  maintain  a  dual  appointment  as  Deputy  Director 
of  that  Department  with  responsibility  for  several  non-budget 
areas. 

Additionally,  when  I  was  asked  to  become  the  CIO,  I  indicated 
that  even  once  we  identified  the  technology  which  would  solve  our 
problems,  I  would  be  ineffective  unless  I  was  able  to  buy  the  "right" 
technology.  Consequently,  the  Governor  called  my  bluff  and  also 
gave  me  responsibility  for  the  whole  State  purchasing  process. 

While  I  do  not  recommend  putting  the  entire  Federal  purchasing 
apparatus  under  the  Federal  CIO,  I  do  strongly  recommend  giving 
that  position  wide  authority  and  latitude  in  technology  procure- 
ments. Technology  and  the  needs  of  Government  agencies  are  sim- 
ply evolving  much  too  rapidly  to  rely  on  traditional  rule-bound  pro- 
curement techniques. 

Parenthetically,  I  might  note  we  have  made  major  changes  in  our 
overall  purchasing  process  since  then.  I  urge  you  to  loosen  up  Fed- 
eral statutes  in  this  area  and  empower  Federal  workers  to  make 
the  right  decision  rather  than  rely  on  processes  that  ostensibly  as- 
sure "fairness"  but  which  in  reality  accomplish  nothing  other  than 
to  give  unsuccessful  bidders  grounds  for  litigation. 

Some  of  the  key  changes  we  made  in  purchasing  policy  which 
may  be  of  interest  to  you  in  this  discussion: 

Partnerships.  If  a  vendor  is  capable  and  we  can  negotiate  a  fair 
deal,  we  use  existing  contractors  to  perform  additional  work  not 
originally  anticipated  in  a  competitive  bid.  Some  would  call  that  a 
sole  source.  If  a  sole  source  is  in  the  best  interest  of  our  taxpayers, 
we  do  it.  Time  is  money. 

Bid  process  flexibility.  Our  procedures  are  not  nearly  as  rigid  as 
they  used  to  be.  Further,  we  reserve  the  right  to  change  the  proc- 
ess, Sven  while  it  is  underway,  if  it  is  in  the  best  interest  of  the 
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State  to  do  so.  That  is  slightly  in  conflict  with  Section  201  of  your 
bill,  which  is  the  only  part  of  the  bill  that  I  took  issue  with. 

Senator  COHEN.  That  is  not  similar  to  the  Chinese  process  of 
changing  contracts  in  the  middle  of  the  deal,  is  it? 

Mr.  KOST.  Not  quite  that  bad,  no.  No,  basically  as  we  go  through 
a  process,  if  we  discover  we  have  learned  something  new,  largely 
through  the  vendors,  we  will  ask  additional  questions;  we  will 
make  adjustments  not  only  in  what  we  are  asking  for  but  how  we 
evaluate  the  bidders.  And  we  do  that  during  the  course  of  the  proc- 
ess itself. 

Protests.  They  are  already  virtually  non-existent  and  will  soon  be 
extinct  in  Michigan  government.  Under  our  new  procedures,  losing 
bidders  will  be  allowed  and  encouraged  to  contact  the  buyer  to  de- 
termine why  they  lost.  If  the  bidder  believes  the  buyer's  decision 
was  based  on  malfeasance,  further  appeal  is  allowed.  Bidders  may 
not  protest  outcomes  simply  on  technical  matters. 

Pre-qualification.  Increasingly,  we  are  pre-qualifying  vendors  to 
be  bidders  either  on  specific  projects  or  to  be  available  for  fast 
turn-around  on  projects  yet  to  be  identified.  This  speeds  the  re- 
sponses when  actual  bidding  does  occur  by  limiting  responses  to 
the  work  required  and  only  fi-om  the  pre-qualified  bidders. 

These  and  many  other  changes  have  made  our  procurements  sys- 
tem, particularly  as  it  relates  to  technology,  faster,  responsive, 
and — get  this — bordering  on  almost  "popular"  among  users. 

In  addition  to  procurement  reform,  you  have  also  asked  me  to  ad- 
dress two  specific  aspects  of  the  CIO  position  in  my  comments. 

Summary  of  Benefits.  In  Michigan,  there  have  been  many  bene- 
fits to  the  creation  of  the  CIO  position.  These  are  some  of  the  most 
important  ones: 

The  position  helps  assure  coordination  of  technology  acquisition 
and  deployment.  The  ability  to  set  standards  and  minimize  duplica- 
tion saves  enormous  amounts  of  effort,  time,  and  money. 

Two,  policy-makers  have  a  source  to  turn  to  for  help  determining 
what  technology,  if  any,  can  help  achieve  policy  goals.  The  CIO  po- 
sition can  also  help  translate  techno-babble  for  policy-makers. 

Three,  the  biggest  obstacle  to  effective  use  of  technology  is  orga- 
nizational barriers.  The  CIO  position  in  Michigan  is  empowered  to 
find  and  eliminate  those  barriers — one  of  the  very  key  things  that 
the  position  needs  to  be  able  to  do. 

Four,  in  my  roles  as  deputy  director  of  DMB,  I  "own"  several 
processes.  Our  underlying  statutes  afford  discretion  to  change  proc- 
esses if  it  is  in  the  best  interest  of  our  citizens.  We  get  things  done 
very  quickly  because  we  recognize  time  is  money  and  that  "quick 
and  approximate"  is  often  better  than  "slow  and  precise." 

Specific  roles  and  responsibilities  I  would  recommend  for  the  CIO 
position: 

One,  create  the  CIO  position  with  sufficient  authority  to  force 
changes  across  organizational  barriers.  The  hardest  part  of  this  job 
is  not  technology,  it  is  turf. 

Two,  it  is  more  important  that  the  Federal  CIO  be  a  person  who 
understands  what  the  Federal  Government  is  supposed  to  do  rath- 
er than  being  a  technology  whiz  kid.  The  CIO  position  is  about 
management,  not  techno-toys. 
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Three,  involve  the  CIO  in  pohcy  development.  Many  of  the  obsta- 
cles to  effective  development  and  implementation  of  policy  can  be 
accomplished  with  technology.  Use  that  position  as  a  resource. 

Four,  since  S.  946  places  the  CIO  in  0MB,  use  that  organiza- 
tional placement  to  give  the  CIO  voice  in  project  funding.  The  CIO 
should  have  the  authority  to  approve  or  deny  projects  that  do  not 
comply  with  standards  or  strategies. 

Five,  enable  the  CIO  to  effect  changes  in  Federal  business  proc- 
esses, as  has  been  mentioned.  Using  technology  to  automate  exist- 
ing processes  may  result  simply  in  doing  the  wrong  thing  faster. 
Sometimes,  to  serve  the  customers  correctly,  you  have  got  to  start 
over.  Empower  the  CIO  to  initiate  business  process  re-engineering 
in  agencies. 

Six,  give  the  CIO  significant  authority  over  the  procurement 
process.  If  you  cannot  buy  the  right  solutions,  you  will  accomplish 
little. 

Seven,  I  personally  believe  that  the  Federal  Government  should 
have  no  voice  in  State  procurement  policy.  It  is  wrong  for  mid-level 
bureaucrats  in  Washington  to  be  able  to  overrule  the  Governor  of 
a  State  on  procurement  issues  as  recently  happened  to  us.  How- 
ever, short  of  that,  I  recommend  that  when  working  on  initiatives 
involving  the  Federal  Government  and  States,  or  between  a  group 
of  States,  give  the  CIO,  the  Federal  CIO,  authority  to  suspend 
agency  rules  which  inhibit  flexibility  and  appropriate  decisions. 

Eight,  and  with  all  due  respect,  do  not  micromanage.  Hold  the 
CIO  responsible  for  outcomes,  not  processes.  The  nature  of  tech- 
nology demands  that  an  effective  CIO  be  able  to  move  fast  and 
flexibly  without  being  second-guessed  at  every  turn. 

I  commend  you  for  giving  attention  to  this  concept.  The  people 
of  our  country  are  going  to  be  well  served  by  it.  Because  we  Gov- 
ernm.ent  CIOs  sail  in  uncharted  waters  in  many  cases,  especially 
during  these  rapidly  changing  times,  I  would  like  to  close  with  a 
quote  from  President  Theodore  Roosevelt  which  is  very  appropriate 
for  the  CIO  job: 

"In  a  moment  of  decision,  the  best  thing  you  can  do  is  the 
right  thing,  the  next  best  thing  is  the  wrong  thing,  and  the 
worst  thing  you  can  do  is  nothing." 

Thank  you. 

Senator  Cohen.  Thank  you,  Mr.  Kost 

Mr.  Strassmann? 

TESTIMONY  OF  PAUL  A.  STRASSMANN, i  FORMER  CHIEF 
INFORMATION  SYSTEMS  EXECUTIVE 

Mr.  Strassmann.  Mr.  Chairman,  in  the  interest  of  time,  I  would 
like  to  enter  my  testimony  in  the  record. 

Senator  Cohen.  Your  full  statement  will  be  included  in  the 
record. 

Mr.  Strassmann.  I  would  like  to  restrict  myself  to  specific  rec- 
ommendations how  the  proposed  legislation  should  be  augmented. 

First,  I  believe  that  the  planning  and  budget  process  is  the  prop- 
er place  in  which  to  scrutinize  the  effectiveness  of  information  re- 
source management.  The  bill  correctly  distinguishes  between  infor- 


^The  prepared  statement  of  Mr.  Strassman  appears  on  page  313. 


51 

mation  resource  management,  which  in  my  opinion  is  over  $250 
bilhon  a  year,  as  contrasted  with  information  technology  acquisi- 
tion or  modernization,  which  in  my  opinion  is  only  $5  to  $6  billion. 
Therefore,  the  planning  and  budgeting  process  that  was  discussed 
earlier  today  is  to  be  revised  and  commented  on  in  the  bill  in  order 
for  that  process  to  be  able  to  function  under  0MB,  as  an  authority 
of  0MB. 

I  respectfully  want  to  comment  that,  in  my  opinion,  the  current 
0MB  budget  procedures  and  processes  are  absolutely  not  properly 
tuned  to  deal  with  information  resource  management.  Even  the 
budget  document  and  the  chart  of  accounts  is  directed  at  fiscal  ap- 
propriation administration  rather  than  in  measuring  the  effective- 
ness and  productivity.  Therefore,  the  bill  would  be  remiss  if  it  does 
not  specifically  concentrate  on  what  is  the  relationship  between  the 
CIO  and  the  planning  and  budget  review  process,  and  how  the 
planning  and  budget  process  could  be  augmented  to  deal  with  this 
issue. 

Second,  everybody  is  concentrating  on  the  subject  of  acquisition. 
In  my  opinion,  the  agenda  for  the  next  decade  is  privatization  and 
outsourcing.  The  contractors,  under  performance  billing,  will  actu- 
ally do  the  technology  acquisition.  I  find  very  little  in  the  bill  that 
deals  with  the  problem  of  outsourcing,  and  particularly  privatiza- 
tion. In  fact,  getting  rid  of  all  of  this  discussion  about  technological 
details  will  make  it  possible  to  look  at  technology  as  a  purchased 
commodity  service.  And  there  is  a  whole  wide  range  of  opportuni- 
ties to  do  so.  I  submit  to  you,  Mr.  Chairman,  that  you  can  do  better 
than  your  chart  of  savings  shown  on  the  wall  if  you  pursue  that 
policy  as  part  of  the  act. 

Third 

Senator  COHEN.  There  are,  as  you  know,  a  number  of  pilot 
projects  which  do,  in  fact,  call  upon  the  private  sector  to  develop 
the  systems  and  promote  what  is  going  on  in  the  private  sector  as 
a  means  for  emulation  by  the  Federal  Government. 

Mr.  Strassmann.  I  understand  that.  But  this  act,  which  encap- 
sulates the  information  msmagement  process  and  places  the  re- 
sponsibility with  the  CIO,  becomes  one  of  the  major  levers  for 
achieving  the  productivity  goal. 

Third,  although  there  is  a  reference  made  to  information  security 
in  the  act,  in  my  considered  opinion  the  threat  is  present  and  real 
and  not  adequately  recognized.  It  is  very  serious.  The  current  con- 
dition of  coordination  of  information  security  in  the  U.S.  Govern- 
ment is,  at  best,  ad  hoc.  Looking  at  contractor  malfeasance  and 
maintaining  contractor  malfeasEmce  records  identifies  only  a  fi'ac- 
tion  of  the  possible  danger  to  the  Nation  and  to  the  Government 
from  a  major  information  attack  by  terrorists  and  people  who 
would  like  to  disable  the  functioning  of  this  Government. 

I  have  a  whole  Ust  of  recommended  security  augmentations  to 
the  bill.  I  believe  the  bill  must  be  greatly  strengthened  from  a  secu- 
rity standpoint  because  that  will  give  real  legitimacy  to  the  posi- 
tion of  the  CIO. 

Lastly,  I  find  that  the  bill  is  not  sufficiently  focused  on  the  fact 
that  the  Government  is  the  world's  largest  information  processing 
organization,  where  the  information  assets,  in  fact,  exceed  the  fi- 
nancial assets.  The  government  has  a  CFO  to  look  at  the  financial 
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assets,  but  much  of  the  effectiveness  that  comes  from  the  managing 
of  the  information  assets  comes  from  process  redesign,  process  im- 
provement, software  interoperabiHty,  sharing  of  services,  and  a 
whole  raft  of  capabiHties.  These  are  enumerated  in  my  testimony, 
and  I  would  really  like  to  see  the  act  augmented  accordingly. 

Thank  you  very  much. 

Senator  Cohen.  Thank  you  very  much,  Mr.  Strassmann. 

Your  emphasis  on  information  security  is  one  that  I  am  quite  fa- 
miliar with  on  the  Armed  Services  Committee  and  the  Intelligence 
Committee.  We  are  well  aware  of  the  deficiencies  throughout  our 
government- wide  information  systems. 

Let  me,  in  view  of  the  fact  that  I  am  late  to  get  over  to  the  floor 
to  vote,  thank  all  of  you  for  your  testimony.  Your  full  statements 
will  be  included  in  the  record. 

As  I  indicated  during  my  opening  statement,  this  does  not  pur- 
port to  be  a  perfect  product,  and  I  am  sure  it  will  be  modified  and 
amended  to  make  it  as  perfect  as  it  can  be  under  the  cir- 
cumstances. Your  recommendations  will  be  taken  into  full  account. 
We  will  work  with  GAO  and  others,  along  with  the  administration, 
to  achieve  a  common  goal. 

Thank  you  all  very  much. 

The  Committee  will  stand  adjourned. 

[Whereupon,  at  12:10  p.m.,  the  Committee  was  adjourned.] 
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1  Be  it  enacted  hy  the  Senate  and  House  of  Representa- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  SECTION  1.  SHORT  TITLE;  TABLE  OF  CONTENTS. 

4  (a)  Short  Title. — This  Act  may  be  cited  as  the 

5  "Information    Technology   Management   Reform   Act   of 

6  1995". 

7  (b)  Table  of  Contents. — The  table  of  contents  for 

8  this  Act  is  as  follows: 

Sec.  1.  Short  title;  table  of  contents. 

Sec.  2.  Findings. 

Sec.  3.  Purposes. 

Sec.  4.  Definitions. 

TITLE  I— RESPONSIBILITY  FOR  ACQUISITIONS  OF 
INFORMATION  TECHNOLOGY 

Subtitle  A — General  Authority 

Sec.   101.  Autliority  of  heads  of  executive  agencies. 

Sec.  102.  Superior  authority  of  Director  of  Office  of  Management  and  Budget. 

Sec.  103.  Repeal  of  central  authority  of  the  Administrator  of  General  Sen-ices. 

Subtitle  B — Director  of  the  Office  of  Management  and  Budget 

Sec.  121.  Responsibility  of  Director. 

Sec.  122.  Specific  responsibilities. 

Sec.  123.  Performance-based  and  results-based  management. 

Sec.  124.  Standards  and  guidelines  for  Federal  information  systems. 

Sec.  125.  Contracting  for  performance  of  infonnation   resources  management 

finictions. 

Sec.  126.  Regulations. 

Subtitle  C — Chief  Information  Officer  of  the  United  States 

Sec.   131.  Office  of  the  Chief  Information  Officer  of  the  United  Stiites. 

Sec.  132.  Relationship  of  Chief  Information  Officer  to  Director  of  the  Office  of 

Management  and  Budgt^t;  principal  duties. 
Sec.  133.  Additional  duties. 

Sec.   134.  Acquisitions  under  high-risk  information  technolog^^  programs. 
Sec.   135.   Electronic  data  base  on  contractor  performance. 

Subtitle  D — Executive  Agencies 

Sec.  141.  Responsibilities. 

Sec.  142.  Specific  authority. 

Sec.  143.  Agency  chief  information  officer. 

Sec.  144.  Accountability. 
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Sec.  145.  Agency  missions  and  tlie  appropriateness  of  infomiation  tcclinoloKk' 
initiatives. 

Sec.  146.  Sipiificant  failures  of  |)rogx;inis  to  acliieve  cost,  performance,  or 
schedule  {joals. 

Sec.   147.  Interagency  support. 

Sec.  148.  Monitoring  of  nuMlifications  in  infonnation  technolofj;^'  acquisition  pro- 
grams. 

Sec.  149.  Special  provisions  for  Department  of  Defense. 

Sec.  150.  Special  provisions  for  Central  Intelligence  Agency. 

Subtitle  E — Federal  Infonnation  Council 

Sec.  151.  Establishment  of  Federal  Information  Council. 

Sec.  152.  Membership. 

Sec.  153.  Chairman;  executive  director. 

See.  154.  Duties. 

Sec.  155.  Software  Review  Council. 

Subtitle  F — Interagency  Functional  Groups 

Sec.  161.  Establishment. 
Sec.   162.  Specific  functions. 

Subtitle  G — Congressional  Oversight 

Sec.   171.  Establishment  and  organization  of  Joint  Committee  on  Information. 
Sec.   172.  Responsibilities  of  Joint  Committee  on  Information. 
Sec.  173.  Rulemaking  authority  of  Congress. 

Subtitle  H — Other  Responsibilities 

Sec.   181.  Responsibilities  under  the  National  Institute  of  Standards  and  Tech- 
nology Act. 
Sec.   182.  Responsibilities  under  the  Computer  Security  Act  of  1987. 

TITLE  n— PROCESS  FOR  ACQUISITIONS  OF  INFORMATION 
TECHNOLOGY 

Subtitle  A — Procedures 

Sec.  201.  Procurement  procedures. 

Sec.  202.  Agency  process. 

Sec.  203.  Incremental  acquisition  of  information  technologj'. 

Sec.  204.  Authority  to  limit  number  of  offerors. 

Sec.  205.  Exception  from  truth  in  negotiation  reciuirements. 

Sec.  206.  Unrestricted  competitive  procurement  of  commercial  off-the-shelf 
items  of  infonnation  teclinology. 

Sec.  207.  Task  and  deliver>'  order  contracts. 

Sec.  208.  Two-phase  selection  procedures. 

Sec.  209.  Contractor  share  of  gains  and  losses  from  cost,  schedule,  and  per- 
formance experience. 

Subtitle  B — ^Acquisition  Management 

Sec.  221.  Acquisition  management  team. 
Sec.  222.  Oversiglit  of  acquisitions. 


•S  946  IS 


56 


TITLE  m— SPECIAL  FISCAL  SUPPORT  FOR  INFORMATION 
INNOVATION 

Subtitle  A — Information  Technology  Fund 

Sec.  301.  Establislimeiit. 
Sec.  302.  Accounts. 

Subtitle  B — Innovation  Loan  Account 

Sec.  321.  Availability  of  fund  for  loans  in  support  of  information  iiuiovation. 

Sec.  322.  Repayment  of  loans. 

Sec.  323.  Sa\angs  from  information  innovations. 

Sec.  324.  Funding:. 

Subtitle  C — Common  Use  Account 

Sec.  331.  Support  of  multiagency  acquisitions  of  information  technology. 
Sec.  332.  Funding. 

Subtitle  D— Other  Fiscal  Policies 

Sec.  341.  Limitation  on  use  of  funds. 

Sec.  342.  Sense  of  Congress. 

Sec.  343.  Review  by  GAO  and  inspectors  general. 

TITLE  IV— INFORMATION  TECHNOLOGY  ACQUISITION 
PILOT  PROGRAMS 

Subtitle  A — Conduct  of  Pilot  Programs 

Sec.  401.  Requirement  to  conduct  pilot  programs. 

Sec.  402.  Tests  of  iiniovative  procurement  methods  and  procedures. 

Sec.  403.  Evaluation  criteria  and  plans. 

Sec.  404.  Report. 

Sec.  405.  Recommended  legislation. 

Sec.  406.  Rule  of  construction. 

Subtitle  B — Specific  Pilot  Programs 

Sec.  421.  Share-in-savings  pilot  program. 

Sec.  422.   Solutions-based  contracting  pilot  program. 

Sec.  423.   Pilot  program  for  contracting  for  performance  of  acquisition  finic- 

tions. 
Sec.  424.  Major  acquisitions  pilot  programs. 

TITLE  V— OTHER  INFORMATION  RESOURCES 
MANAGEMENT  REFORMS 

Sec.  501.  Transfer  of  responsibility  for  FACNET. 

Sec.  502.  On-line  multiple  award  schedule  ordering. 

Sec.  503.   Upgrading  iiifonnation  c(iuipment  in  agency  field  offices. 

Sec.  504.   Disposal  of  excess  computer  e<juipnunt. 

See.  505.   Leasing  information  technology'. 

Sec.  506.  Contiiuiation  of  eligibility  of  contractor  for  award  of  infonnation 
technology-  contract  after  providing  design  and  engineering 
services. 

Sec.  507.  Enlianced  jjerfonnance  incentives  for  infonnation  technology'  acquisi- 
tion workforce. 

•S  946  IS 


57 


TITLE  VI— ACTIONS  REGARDING  CURRENT  INFORMATION 
TECHNOLOGY  PROGRAMS 

Sec.  601.  Performance  measurements. 

Sec.  602.   Independent  assessment  of  programs. 

Sec.  603.  Qirrent  information  tecluiolog\'  acquisition  program  defined. 

TITLE  Vn— PROCUREMENT  PROTEST  AUTHORITY  OF  THE 
COMPTROLLER  GENERAL 

Sec.  701.  Remedies. 

Sec.  702.  Periotl  for  processing  protests. 

Sec.  703.  Defniition. 

TITLE  Vm— RELATED  TERMINATIONS,  CONFORMING 
AMENDMENTS,  AND  CLERICAL  AMENDMENTS 

Subtitle  A — Related  Terminations 

Sec.  801.  Office  of  Information  and  Regulatory  Affairs. 
Sec.  802.  Senior  information  resources  managiement  officials. 

Subtitle  B — Conforming  Amendments 

Sec.  811.  Amendments  to  title  10,  United  States  Code. 

Sec.  812.  Amendments  to  title  28,  United  States  Code. 

Sec.  813.  Amendments  to  title  31,  United  States  Code. 

Sec.  814.  Amendments  to  title  38,  United  States  Code. 

Sec.  815.  Provisions  of  title  44,  United  States  Code,  and  other  laws  relating 
to  certain  joint  committees  of  Congress. 

Sec.  816.  Pro\'isions  of  title  44,  United  States  Code,  relating  to  paperwork  re- 
duction. 

Sec.  817.  Amendment  to  title  49,  United  States  Code. 

Sec.  818.  Other  laws. 

Subtitle  C — Clerical  Amendments 

Sec.  821.  Amendment  to  title  10,  United  States  Code. 
Sec.  822.  Amendment  to  title  38,  United  States  Code. 
Sec.  823.  Amendments  to  title  44,  United  States  Code. 

TITLE  IX— SAVINGS  PROVISIONS 

Sec.  901.  Sa\nngs  proxisions. 

TITLE  X— EFFECTIVE  DATES 

Sec.  1001.  Effective  dates. 

1  SEC.  2.  FINDINGS. 

2  Congress  makes  the  following  findings: 

3  (1)  Federal  information  systems  are  critical  to 

4  the  lives  of  every  American. 
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1  (2)  The  efficiency  and  effectiveness  of  the  Fed- 

2  eral  Government  is  dependent  upon  the  effective  use 

3  of  information. 

4  (3)   The  Federal  Government  annually  spends 

5  billions  of  dollars  operating  obsolete  information  sys- 

6  tems. 

7  (4)  The  use  of  obsolete  information  systems  se- 

8  verely  limits  the  quality  of  the  seivices  that  the  Fed- 

9  eral  Government  provides,  the  efficiency  of  Feder-al 

10  Government  operations,  and  the  capabilities  of  the 

11  Federal  Government  to  account  for  how  taxpayer 

12  dollars  are  spent. 

13  (5)  The  failure  to  modernize  Federal  Govern- 

14  ment  information  systems,  despite  efforts  to  do  so, 

15  has  resulted  in  the  waste  of  billions  of  dollars  that 

16  cannot  be  recovered. 

17  (6)  Despite  improvements  achieved  through  im- 

18  plementation  of  the  Chief  Financial  Officers  Act  of 

19  1990,  most  Federal  agencies  cannot  track  the  ex- 

20  penditures  of  Federal  dollars  and,  thus,  ex])ose  the 

21  taxpayers    to   billions    of   dollars    in   waste,    fraud, 

22  abuse,  and  mismanagement. 

23  (7)  Weak  oversight  and  a  lengthy  acquisition 

24  process  have  resulted  in  the  American  taxpayers  not 

25  getting  their  money's  worth  from  the  expenditure  of 
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1  $200,000,000,000    on    information    systems   during 

2  the  decade  preceding  the  enactment  of  this  Act. 

3  (8)    The    Federal    Government   does    an    inad- 

4  equate  job  of  planning  for  information  technology 

5  acquisitions  and  how  such  acquisitions  will  support 

6  the  accomplishment  of  agency  missions. 

7  (9)  Many  Federal  Government  personnel  lack 

8  the  basic  skills  necessary  to  effectively  and  efficiently 

9  use   information   technology  and   other   information 

10  resources  in  support  of  agency  programs  and  mis- 

1 1  sions. 

12  (10)  Federal  regulations  governing  information 

13  technology  acquisitions  are  outdated,  focus  on  proc- 

14  ess   rather  than   results,   and  prevent   the   Federal 

15  Government   from   taking  timely  advantage   of  the 

16  rapid  advances  taking  place  in  the  competitive  and 

17  fast  changing  global  information  technology  indus- 

18  try. 

19  (11)  Buying,  leasing,  or  developing  information 

20  systems  should  be  a  top  priority  for  Federal  agency 

21  management  because  the  high  potential  for  the  sys- 

22  terns  to  substantially  improve  Federal  Government 

23  operations,  including  the  delivery  of  services  to  the 

24  public. 
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1  (12)   Organizational  changes  are  necessary  in 

2  the  Federal  Government  in  order  to  improve  Federal 

3  information  management  and  to  facilitate  Federal 

4  Government  acquisition  of  the  state-of-the-art  infor- 

5  mation  technology  that  is  critical  for  impro\ing  the 

6  efficiency  and  effectiveness  of  Federal  Government 

7  operations. 

8  SEC.  3.  PURPOSES. 

9  The  purposes  of  this  Act  are  as  follows: 

10  (1)  To  create  incentives  for  the  Federal  Govern- 

1 1  ment  to  strategically  use  information  technology  in 

12  order  to  achieve  efficient  and  effective  operations  of 

13  the  Federal  Government,   to  provide  cost  effective 

1 4  and  efficient  delivery  of  Federal  Government  services 

15  to  the  taxpayers,  to  provide  greater  protection  of  the 

1 6  health  and  safety  of  Americans,  and  to  enhance  the 

17  national  security  of  the  United  States. 

18  (2)  To  provide  for  the  cost  effective  and  timely 

19  acquisition,  management,  and  use  of  effective  infor- 

20  mation  technology  solutions. 

21  (3)  To  transform  the  process-oriented  procure- 

22  ment  system  of  the  Federal  Government,  as  it  re- 

23  lates  to  the  acquisition  of  information  technology, 

24  into  a  results-oriented  procurement  system. 
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1  (4)  To  increase  the  responsibility  of  officials  of 

2  the  Office  of  Management  and  Budget  and  other 

3  Federal  Government  agencies,  and  the  accountability 

4  of  such  officials  to   Congress  and  the  public,   for 

5  achieving  agency  missions,  including  achieving  im- 

6  provements   in   the   efficiency   and   effectiveness   of 

7  Federal  Government  programs  through  the  use  of 

8  information   technology  and   other   information   re- 

9  sources  in  support  of  agency  missions. 

10  (5)  To  ensure  that  the  heads  of  Federal  Gov- 

11  ernment  agencies  are  responsible  and  accountable 

12  for  acquiring,  using,  and  strategically  mana^ng  in- 

13  formation  resources  in  a  manner  that  achieves  sig- 

14  nificant  improvements  in  the  performance  of  agency 

15  missions  in  pursuit  of  a  goal  of  achieving  service  de- 

16  livery  levels  and  project  management  performance 

17  comparable  to  the  best  in  the  private  sector. 

18  (6)  To  promote  the  development  and  operation 

19  of    secure,    multiple-agency    and    Governmentwide, 

20  interoperable,  shared  information  resources  to  sup- 

21  port  the  performance  of  Federal  Government  mis- 

22  sions. 

23  (7)  To  reduce  fraud,  waste,  abuse,  and  errors 

24  resulting  from  a  lack  of,  or  poor  implementation  of, 

25  Federal  Government  information  systems. 

•S  946  IS 


62 


10 

1  (8)  To  increase  the  capability  of  Federal  Grov- 

2  ernment  agencies  to  restructure  and  improve  proc- 

3  esses  before  applying  information  technology. 

4  (9)  To  increase  the  emphasis  placed  by  Federal 

5  agency  managers  on  completing  effective  planning 

6  and   mission   analysis   before   applying   information 

7  technology  to  the  execution  of  plans  and  the  per- 

8  formance  of  agency  missions. 

9  (10)  To  coordinate,  integrate,  and,  to  the  extent 

10  practicable  and  appropriate,  establish  uniform  Fed- 

11  eral  information  resources  management  policies  and 

12  practices  in  order  to  improve  the  productivity,  effi- 

13  ciency,  and  effectiveness  of  Federal  Government  pro- 

14  grams  and  the  delivery  of  services  to  the  public. 

15  (11)  To  strengthen  the  partnership  between  the 

16  Federal  Government  and  State,  local,  and  tribal  gov- 

17  ernments   for   achieving   Federal   Government   mis- 

18  sions,  goals,  and  objectives. 

19  (12)  To  provide  for  the  development  of  a  well- 

20  trained  core  of  professional  Federal  Government  in- 

21  formation  resources  managers. 

22  SEC.  4.  DEFINITIONS. 

23  In  this  Act: 

24  (1)  Information  resources. — The  term  "in- 

25  formation  resources"  means  the  resources  used  in 
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1  the  collection,  processing,  maintenance,  use,  sharing, 

2  dissemination,  or  disposition  of  information,  includ- 

3  ing  personnel,   equipment,   funds,   and   information 

4  technology. 

5  (2)  Information  resources  management. — 

6  The    term    "information    resources    management" 

7  means   the   process    of   managing   information    re- 

8  sources  to  accomplish  agency  missions  and  to  im- 

9  prove  agency  performance. 

10  (3)  Information  system. — The  term  "infor- 

11  mation  system"  means  a  discrete  set  of  information 

12  resources,  whether  automated  or  manual,  that  are 

13  organized    for    the    collection,    processing,    mainte- 

14  nance,  use,  sharing,  dissemination,  or  disposition  of 

15  information  in  accordance  with  defined  procedures 

16  and  includes  computer  systems. 

17  (4)    Information    technology. — The    term 

18  "information  technology",  with  respect  to  an  exeeu- 

19  tive  agency — 

20  (A)     means     any     equipment     or     inter- 

21  connected  system  or  subsystem  of  equipment, 

22  including  software,  services,  satellites,  sensors, 

23  an  information  system,  or  a  telecommunication 

24  system,  that  is  used  in  the  acquisition,  storage, 

25  manipulation,  management,  movement,  control, 
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1  display,  switching,  interchange,  transmission,  or 

2  reception  of  data  or  information  by  the  exeeu- 

3  tive  agency  or  under  a  contract  with  the  execu- 

4  tive  agency  which  (i)  requires  the  use  of  such 

5  system  or  subsystem  of  equipment,  or  (ii)  re- 

6  quires  the  use,  to  a  significant  extent,  of  such 

7  system  or  subsystem  of  equipment  in  the  per- 

8  formance  of  a  service  or  the  furnishing  of  a 

9  product;  and 

10  (B)  does  not  include  any  such  equipment 

11  that  is  acquired  by  a  Federal  contractor  inci- 

12  dental  to  a  Federal  contract. 

13  (5)  Information  architecture. — The  term 

14  "information  architecture",  with  respect  to  an  execu- 

15  tive  agency,  means  a  framework  or  plan  for  evolving 

16  or  maintaining  existing  information  technology,  ac- 

17  quiring  new  information  technology,  and  integrating 

18  the  agency's  information  technology  to  achieve  the 

19  agency's  strategic  goals  and  information  resources 

20  management  goals. 

21  (6)  Executive  department. — The  term  "ex- 

22  ecutive  department"  means  an  executive  department 

23  specified  in  section   101   of  title  5,   United  States 

24  Code. 
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1  (7)  Executive  agency. — The  term  "executive 

2  agency"  has  the  meaning  given  the  term  in  section 

3  4(1)   of  the  Office  of  Federal  Procurement  PoHcy 

4  Act  (41  U.S.C.  403(1)). 

5  (8)    High-risk    information    technology 

6  program. — The  term   "high-risk  information  tech- 

7  nology  program"  means  an  acquisition  of  an  infor- 

8  mation   system,   or  components   of  an   information 

9  system,  that  requires  special  management  attention 

10  because — 

11  (A)     the     program     cost     is     at     least 

12  $100,000,000; 

13  (B)  the  system  being  developed  under  the 

14  program  is  critical  to  the  success  of  an  execu- 

15  tive  agency  in  fulfilling  the  agency's  mission; 

16  (C)  there  is  a  significant  risk  in  the  devel- 

17  opment  of  the  system  because  of — 

18  (i)  the  size  or  scope  of  the  develop- 

19  ment  project; 

20  (ii)  the  period  necessary  for  complet- 

21  ing  the  project; 

22  (iii)  technical  configurations; 

23  (iv)  unusual  security  requirements; 
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1  (v)  the  special  management  skills  nee- 

2  essaiy  for  the  management  of  the  project; 

3  or 

4  (vi)  the  highly  technical  expertise  nec- 

5  essaiy  for  the  project;  or 

6  (D)  it  is  or  will  be  necessary  to  allocate  a 

7  significant  percentage  of  the  information  tech- 

8  nology  budget  of  an  executive  agency  to  paying 

9  the  costs  of  developing,  operating,  or  maintain- 

10  ing  the  system. 

11  (9)  Commercial  item. — The  term  "commer- 

12  cial  item"  has  the  meaning  given  that  term  in  sec- 

13  tion  4(12)  of  the  Office  of  Federal  Procurement  Pol- 

14  icy  Act  (41  U.S.C.  403(12)). 

15  (10)     NONDEVELOPMENTAL     ITEM. — The    term 

16  "nondevelopmental    item"    has    the    meaning   given 

17  that  term  in  section  4(13)  of  the  Office  of  Federal 

18  Procurement  Policy  Act  (41  U.S.C.  403(13)). 

19  TITLE    I— RESPONSIBELITY    FOR 

20  ACQUISITIONS    OF   INFORMA- 

21  TION  TECHNOLOGY 

22  Subtitle  A — General  Authority 

23  SEC.  101.  AUTHORITY  OF  HEADS  OF  EXECUTIVE  AGENCIES. 

24  The  heads  of  the  executive  agencies  may  conduct  ac- 

25  quisitions  of  information  technology  pursuant  to  their  re- 
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1  spective  authorities  under  title  III  of  the  Federal  Property 

2  and  Administrative  Services  Act  of  1949  (41  U.S.C.  251, 

3  et  seq.),  chapters  4  and  137  of  title  10,  United  States 

4  Code,  and  the  National  Aeronautics  and  Space  Act  of 

5  1958  (42  U.S.C.  2451  et  seq.). 

6  SEC.  102.  SUPERIOR  AUTHORITY  OF  DIRECTOR  OF  OFFICE 

7  OF  MANAGEMENT  AND  BUDGET. 

8  Notwithstanding  section  101  and  the  authorities  re- 

9  ferred  to  in  such  section,  the  conduct  of  an  acquisition 

10  of  information  technology  by  the  head  of  an  executive 

11  agency  is  subject  to  (1)  the  authority,  direction,  and  con- 

12  trol  of  the  Director  of  the  Office  of  Management  and 

13  Budget  and  the  Chief  Information  Officer  of  the  United 

14  States,  and  (2)  the  provisions  of  this  Act. 

15  SEC.  103.  REPEAL  OF  CENTRAL  AUTHORITY  OF  THE  ADMIN- 

1 6  ISTRATOR  OF  GENERAL  SERVICES. 

17  Section  111  of  the  Federal  Property  and  Administra- 

18  tive  Services  Act  of  1949  (40  U.S.C.  759)  is  repealed. 

19  Subtitle  B — Director  of  the  Office 

20  of  Management  and  Budget 

21  SEC.  121.  RESPONSIBILITY  OF  DIRECTOR. 

22  (a)  In  General. — The  Director  of  the  Office  of 

23  Management  and  Budget  is  responsible  for  the  effective 

24  and  efficient  acquisition,  use,  and  disposal  of  information 
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1  technology  and  other  information  resources  by  the  execu- 

2  tive  agencies. 

3  (b)  Goal. — It  shall  be  a  goal  of  the  Director  to  maxi- 

4  mize  the  productivity,  efficiency,  and  effectiveness  of  the 

5  information  resources  of  the  Federal  Government  to  serve 

6  executive  agency  missions. 

7  (c)  Actions  To  Be  Taken  Through  Chief  Infor- 

8  MATION  Officer. — The  Director  shall  act  through  the 

9  Chief  Information  Officer  of  the  United  States  in  the  exer- 

10  cise  of  authority  under  this  Act. 

1 1  SEC.  122.  SPECIFIC  RESPONSmiUnES. 

12  (a)'RESPONSlBlLlTlES  STATED. — The  Director  of  the 

13  Office  of  Management  and  Budget  has  the  following  re- 

14  sponsibilities  with  respect  to  the  executive  agencies: 

15  (1)  To  provide  direction  for,  and  oversee,  the 

16  acquisition    and    management    of    information    re- 

17  sources. 

18  (2)  To  develop,  coordinate,  and  supervise  the 

19  implementation  of  policies,  principles,  standards,  and 

20  guidelines  for  information  resources,  performance  of 

21  information  resources  management  functions  and  ac- 

22  tivities,  and  investment  in  information  resources. 

23  (3)  To  determine  the  information  resources  that 

24  are  to  be  provided  in  common  for  executive  agencies. 
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1  (4)  To  designate  (as  the  Director  considers  ap- 

2  propriate)  one  or  more  heads  of  executive  agencies 

3  as  an  executive  agent  to  contract  for  Government- 

4  wide  information  technology. 

5  (5)   To  maintain   a  registry  of  most  effective 

6  agency  sources  of  information  technology  program 

7  management  and  contracting  services,  and  to  facili- 

8  tate  interagency  use  of  such  sources. 

9  (6)    To   promulgate   standards   and   guidelines 

10  pertaining  to  Federal  information  systems  in  accord- 

1 1  ance  with  section  124. 

12  (7)  To  carry  out  an  information  systems  secu- 

13  rity  and  privacy  program  for  the  information  sys- 

14  tems  of  the  Federal  Government,  including  to  ad- 

15  minister  the  provisions  of  section  21  of  the  National 

16  Institute    of   Standards    and    Technology   Act    (15 

17  U.S.C.   278g-4)   relating  to  the  Computer  System 

1 8  Security  and  Privacy  Advisory  Board. 

19  (8)  To  provide  for  Federal  information  system 

20  security  training  in  accordance  with  section  5(c)  of 

21  the   Computer   Security  Act   of   1987    (40    U.S.C. 

22  759(c)). 

23  (9)  To  encourage  and  advocate  the  adoption  of 

24  national    and   international    information   technology 

25  standards  that  are  technically  and  economically  ben- 


70 

18 

1  eficial  to  the  Federal  Government  and  the  private 

2  sector. 

3  (b)  Consultation  With  Federal  Information 

4  Council. — (1)  The  Director  shall  consult  with  the  Fed- 

5  eral  Information  Council  regarding  actions  to  be  taken 

6  under  paragraphs  (3)  and  (4)  of  subsection  (a). 

7  (2)  The  Director  may  consult  with  the  Federal  Infor- 

8  mation  Council  regarding  the  performance  of  any  other 

9  responsibility  of  the  Director  under  this  Act. 

10  SEC.     123.     PERFORMANCE-BASED    AND     RESULTS-BASED 

1 1  MANAGEMENT. 

12  (a)  Evaluation  of  Agency  Programs  and  In- 

13  VESTMENTS. — 

14  (1)  Requirement. — The  Director  of  the  Office 

15  of  Management  and  Budget  shall  evaluate  the  infor- 

16  mation  resources  management  practices  of  the  exec- 

17  utive  agencies  and  the  performance  and  results  of 

18  the  information  technology  investments  of  executive 

19  agencies. 

20  (2)    Consideration    of   advice    and    rec- 

21  OMMENDATIONS. — In  performing  the  evaluation,  the 

22  Director  shall  consider  any  advice  and  recommenda- 

23  tions  provided  by  the  Federal  Information  Council  or 

24  in  any  interagency  or  independent  review  or  vendor 

25  or  user  survey  conducted  pursuant  to  this  section. 
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1  (b)  Continuous  Review  Required. — The  Director 

2  shall  ensure,  by  reviewing  each  executive  agency's  budget 

3  proposals,  information  resources  management  plans,  and 

4  performance  measurements,  and  by  other  means,  that — 

5  (1)  the  agency — 

6  (A)  provides  adequately  for  the  integration 

7  of  the  agency's  information  resources  manage- 

8  ment  plans,  strategic  plans  prepared  pursuant 

9  to  section  306  of  title  5,  United  States  Code, 

10  and  performance  plans  prepared  pursuant  to 

11  section  1115  of  title  31,  United  States  Code; 

12  and 

13  (B)  budgets  for  the  acquisition  and  use  of 

14  information  technology; 

15  (2)  the  agency  analyzes  its  missions  and,  based 

16  on  the  analysis,  revises  its  mission-related  processes 

17  and  administrative  processes  as  appropriate  before 

18  making  significant  investments  in  information  tech- 

19  nology  to  be  used  in  support  of  agency  missions; 

20  (3)  the  agency's  information  resources  manage- 

21  ment  plan  is  current  and  adequate  and,  to  the  maxi- 

22  mum  extent  practicable,   specifically  identifies  how 

23  new  information  technology  to  be  acquired   is  ex- 

24  peeted  to  improve  agency  operations  and  otherwise 

25  expected  to  benefit  the  agency; 
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1  (4)  efficient  and  effective  interagency  and  Gov- 

2  ernmentwide  information  technology  investments  are 

3  undertaken  to  improve  the  accomplishment  of  com- 

4  mon  agency  missions;  and 

5  (5)  agency  information  security  is  adequate. 

6  (c)  Periodic  Reviews. — 

7  (1)   Reviews  required. — The  Director  shall 

8  periodically    review    selected    information    resources 

9  management  activities  of  the  executive  agencies  in 

10  order  to  ascertain  the  efficiency  and  effectiveness  of 

1 1  such  activities  in  improving  agency  performance  and 

12  the  accomplishment  of  agency  missions. 

13  (2)  Independent  revieavers. — (A)  The  Di- 

1 4  rector  may  carry  out  a  review  of  an  executive  agency 

15  under  this  subsection  through — 

16  (i)  the  Comptroller  General  of  the  United 

17  States   (with   the   consent   of  the   Comptroller 

18  General); 

19  (ii)  the  Inspector  General  of  the  agency  (in 

20  the  case  of  an  agency  having  an  Inspector  Gen- 

21  eral);  or 

22  (iii)  in  the  case  of  a  review  requiring  an 

23  expertise  not  available  to  the  Director  for  the 

24  re\iew,  a  panel  of  officials  of  executive  agencies 

25  or  a  contractor. 
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1  (B)   Tlie  Director  shall   notify  the  head  of  a 

2  Federal  agency  of  any  determination  made  by  the 

3  Director  to  pro\ide  for  a  re\iew  to  be  performed  by 

4  an  independent  re\'iewer  from  outside  the  agency. 

5  (C)   A  re\iew  of  an   executive   agency  by  the 

6  Comptroller  General  of  the  United  States  may  be 

7  carried  out  only  pursuant  to  an  interagency  agree- 

8  ment  entered  into  by  the  Director  and  the  Comptrol- 

9  ler  General.  The  agreement  shall  provide  for  the  Di- 

10  rector  to  pay  the  Comptroller  General  the  amount 

11  necessary  to  reimburse  the  Comptroller  General  for 

12  the  costs  of  performing  the  review. 

13  (3)  Funding. — Funds  available  to  an  executive 

14  agency  for  acquisition  or  use  of  information  tech- 

15  nology  shall  be  available  for  paying  the  costs  of  a  re- 

16  view  of  activity  of  that  agency  under  this  subsection. 

17  (4)    Report   and    response. — The   Director 

1 8  shall  transmit  to  the  head  of  an  executive  agency  re- 

19  viewed  under  this  subsection  a  report  on  the  results 

20  of  the  review.  Within  30  days  after  receiving  the  re- 

21  port,  the  head  of  the  executive  agency  shall  submit 

22  to  the  Director  a  written  plan  (including  milestones) 

23  on  the  actions  that  the  head  of  the  executive  agency 

24  determines  necessary  in  order — 
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1  (A)   to  resolve  any  information  resources 

2  management  problems  identified  in  the  report; 

3  and 

4  (B)  to  improve  the  performance  of  agency 

5  missions  and  other  agency  performance. 

6  (d)  Vendor  Surveys. — The  Director  shall  conduct 

7  surveys  of  vendors  and  other  sources  of  information  tech- 

8  nology  acquired  by  an  executive  agency  in  order  to  deter- 

9  mine  the  level  of  satisfaction  of  those  sources  with  the  per- 

10  formance  of  the  executive  agency  in  conducting  the  acqui- 

1 1  sition  or  acquisitions  involved.  The  Director  shall  afford 

12  the  sources  the  opportunity  to  rate  the  executive  agency 

1 3  anonymously. 

14  (e)  User  Surveys. — 

15  (1)    Requirement. — The   Director   shall   con- 

16  duet  surveys  of  users  of  information  technology  ac- 

17  quired  by  an  executive  agency  in  order  to  determine 

18  the  level  of  satisfaction  of  the  users  with  the  per- 

19  formance  of  the  vendor. 

20  (2)  Compilation  of  survey  results. — The 

2 1  Director  shall  compile  the  results  of  the  surveys  into 

22  an  annual  report  and  make  the  annual  report  avail- 

23  able  electronically  to  the  heads  of  the  executive  agen- 

24  cies. 

25  (f)  Enforcement  of  Accountability. — 
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1  (1)  In  general. — The  Director  may  take  any 

2  action  that  the  Director  considers  appropriate,  in- 

3  eluding  an  action  involving  the  budgetary  process  or 

4  appropriations  management  process,  to  enforce  ac- 

5  countability  for  poor  performance  of  information  re- 

6  sources  management  in  an  executive  agency. 

7  (2)  Specific  actions. — ^Actions  taken  by  the 

8  Director  in  the  case  of  an  executive  agency  may  in- 

9  elude  such  actions  as  the  following: 

10  (A)  Reduce  the  amount  proposed  by  the 

1 1  head  of  the  executive  agency  to  be  included  for 

12  information  resources  in  the  budget  submitted 

13  to  Congress  under  section  1105(a)  of  title  31, 

14  United  States  Code. 

15  (B)  Reduce  or  otherwise  adjust  apportion- 

16  ments  and  reapportionments  of  appropriations 

17  for  information  resources. 

18  (C)    Use   other   authorized   administrative 

19  controls    over    appropriations    to    restrict    the 

20  availability  of  funds  for  information  resources. 

21  (D)  Disapprove  the  commencement  or  con- 

22  tinuance  of  an  information  technology  invest- 

23  ment  by  the  executive  agency. 
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1  (E)  Desig:nate  for  the  executive  agency  an 

2  executive  agent  to  contract  with  private  sector 

3  sources  for — 

4  (i)  the  performance  of  information  re- 

5  sources   management   (subject  to   the   ap- 

6  proval  and  continued  oversight  of  the  Di- 

7  rector);  or 

8  (ii)    the    acquisition    of    information 

9  technology. 

10  (F)  Withdraw  all  or  part  of  the  head  of  the 

11  executive  agency's  authority  to  contract  directly 

12  for  information  technology. 

13  (g)  Enforcement  Actions  Related  to  Cost, 

14  Performance,  and  Schedule  Goals. — 

15  (1)    Required    terminations    of    acquisi- 

16  TIONS. — The  Director  shall  terminate  any  high-risk 

17  information  technology  program  or  phase  or  incre- 

18  ment  of  the  program  that — 

19  (A)  is  more  than  50  percent  over  the  cost 

20  goal  established  for  the  program  or  a  phase  or 

21  increment  of  the  program; 

22  (B)  fails  to  achieve  at  least  50  percent  of 

23  the  performance  goals  established  for  the  pro- 

24  gram  or  a  phase  or  increment  of  a  program;  or 
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1  (C)  is  more  than  50  percent  behind  sched- 

2  ule  as  determined  in  accordance  with  the  sched- 

3  ule  goal  established  for  the  program  or  a  phase 

4  or  increment  of  the  program. 

5  (2)  Authorized  terminations  op  acquisi- 

6  TIONS. — The  Director  shall  consider  terminating  any 

7  information  technology  acquisition  that — 

8  (A)  is  more  than  10  percent  over  the  cost 

9  goal  established  for  the  program  or  a  phase  or 

1 0  increment  of  the  program; 

11  (B)  fails  to  achieve  at  least  90  percent  of 

12  the  performance  goals  established  for  the  pro- 

13  gram  or  a  phase  or  increment  of  a  program;  or 

14  (C)  is  more  than  10  percent  behind  sched- 

15  ule  as  determined  in  accordance  with  the  sched- 

16  ule  goal  established  for  the  program  or  a  phase 

17  or  increment  of  the  program. 

1 8  SEC.  124.  STANDARDS  AND  GUTOELINES  FOR  FEDERAL  IN- 

19  FORMATION  SYSTEMS. 

20  (a)  Pro.mulgation  Responsibility. — The  Director 

21  of  the  Office  of  Management  and  Budget  shall,  on  the 

22  basis  of  standards  and  guidelines  developed  pursuant  to 

23  paragraphs  (2)  and  (3)  of  section  20(a)  of  the  National 

24  Institute  of  Standards  and  Technology  Act  (20  U.S.C. 

25  278g-3(a)),  promulgate  standards  and  guidelines  pertain- 
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1  ing  to  Federal  information  systems,  making  such  stand- 

2  ards  compulsory  and  binding  to  the  extent  to  which  the 

3  Director  determines  necessary  to  improve  the  efficiency  of 

4  operation,  interoperability,  security,  and  privacy  of  Fed- 

5  eral  information  systems.  In  promulgating  standards,  the 

6  Director  should  minimize  the  use  of  unique  standards  and 

7  adopt  market  standards  to  the  extent  practicable. 

8  (b)  More  Stringent  Standards  Authorized. — 

9  The  head  of  an  executive  agency  may  employ  standards 

10  for  the  security  and  privacy  of  sensitive  information  in  a 

1 1  Federal  information  system  within  or  under  the  super- 

12  vision  of  that  agency  that  are  more  stringent  than  the 

13  standards  promulgated  by  the  Director,  if  such  standards 

14  are  approved  by  the  Director,  are  cost  effective,  maintain 

15  interoperability,  and  contain,  at  a  minimum,  the  provi- 

16  sions  of  those  applicable  standards  made  compulsory  and 

1 7  binding  by  the  Director. 

18  (c)  Waiver  Authority. — The  standards  determined 

19  to  be  compulsory  and  binding  may  be  waived  by  the  Direc- 

20  tor  in  writing  upon  a  determination  that  compliance  would 

21  adversely  affect  the  accomplishment  of  the  mission  of  an 

22  operator  of  a  Federal   information   system,   or  cause  a 

23  major  adverse  financial  impact  on  the  operator  which  is 

24  not  offset  by  Governmentwide  savings. 
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1  (d)  Special  Rule  of  Ai'plicability. — (1)  Security 

2  standards  promulgated  by  the  Director  of  the  Office  of 

3  Management  and  Budget  do  not  apply  to  information  sys- 

4  terns  of  the  Department  of  Defense  or  the  Central  Intel- 

5  ligence  Agency. 

6  (2)  The  Secretary  of  Defense  shall  prescribe  security 

7  standards  applicable  to  the  information  systems  of  the  De- 

8  partment  of  Defense. 

9  (3)  The  Director  of  Central  Intelligence  shall  pre- 

10  scribe  security  standards  applicable  to  the  information 

1 1  systems  of  the  Central  Intelligence  Agency. 

12  SEC.  125.  CONTRACTING  FOR  PERFORMANCE  OF  INFORMA- 

1 3  TION  RESOURCES  MANAGEMENT  FUNCTIONS. 

14  The  Director  of  the  Office  of  Management  and  Budg- 

15  et  may  contract  for  the  performance  of  an  information  re- 

16  sources  management  function  for  the  executive  branch. 

17  SEC.  126.  REGULATIONS. 

18  (a)  Authority. — The  Director  of  the  Office  of  Man- 

19  agement  and  Budget  may  prescribe  regulations  to  cany 

20  out  the  provisions  of  this  Act. 

21  (b)  Simplicity  of  Regulations. — To  the  maxi- 

22  mum  extent  practicable,  the  Director  shall  minimize  the 

23  length  and  complexity  of  the  regulations  and  establish 

24  clear  and  concise  implementing  regulations. 
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1  (c)    IXCORPORATION   IXTO   FAR. — The   reflations 

2  shall  be  made  a  part  of  the  Federal  Acquisition  Regula- 

3  tion. 

4  (d)  Prohibition  Against  Agency  Supplemental 

5  Regulations. — The  head  of  an  executive  agency  may  not 

6  prescribe  supplemental  regulations  for  the  regulations  pre- 

7  scribed  by  the  Director  under  subsection  (a). 

8  Subtitle  C — Chief  Information 

9  Officer  of  the  United  States 

10  SEC.  131.  OFFICE  OF  THE  CHIEF  INFORMATION  OFFICER 

11  OF  THE  UNITED  STATES. 

12  (a)  Establishment. — There  is  established  in  the 

13  Office  of  Management  and  Budget  an  Office  of  the  Chief 

14  Information  Officer  of  the  United  States. 

15  (b)  Chief  Information  Officer  of  the  United 

16  States. — 

17  (1)  Appointment. — The  Chief  Information  Of- 

18  ficer  of  the  United  States  is  appointed  by  the  Presi- 

19  dent,  by  and  with  the  advice  and  consent  of  the  Sen- 

20  ate,  from  among  persons  who  have  demonstrated  the 

21  knowledge,  skills,  and  abilities  in  management  and 

22  in  information  resources  management  that  are  nec- 

23  essary  to  perform  the  functions  of  the  Office  of  the 

24  Chief  Information  Officer  of  the  United  States  effec- 

25  tively.    The   qualifications   considered    shall    include 
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1  education,  work  experience,  and  professional  activi- 

2  ties  related  to  information  resources  manag"ement. 

3  (2)  Head  op^  op^fice. — The  Chief  Information 

4  Officer  is  the  head  of  the  Office  of  the  Chief  Infor- 

5  mation  Officer  of  the  United  States. 

6  (3)    ExECUTi\T<:    level   il — Section    5313   of 

7  title  5,  United  States  Code,  is  amended  by  adding 

8  at  the  end  the  following: 

9  "Chief  Information  Officer  of  the  United 

10  States.". 

11  (c)  Administrative  Provisions. — 

12  (1)  Appointment  of  employees. — The  Chief 

13  Information  Officer  appoints  the  employees  of  the 

14  office. 

15  (2)  Employee  qualifications. — In  selecting 

16  a  person  for  appointment  as  an  employee  in  an  in- 

17  formation  resources  management  position,  the  Chief 

18  Information  Officer  shall  afford  special  attention  to 

19  the  person's  demonstrated  abilities  to  perform  the 

20  information  resources  management  functions  of  the 

21  position.  The  qualifications  considered  shall  include 

22  education,  work  experience,  and  professional  activi- 

23  ties  related  to  information  resources  management. 

24  (3)  Pay  for  performance. — (A)  The  Chief 

25  Information  Officer  shall  establish  a  pay  for  per- 
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1  formance  system  for  the  employees  of  the  office  and 

2  pay  the  employees  in  accordance  with  that  system. 

3  (B)  Subject  to  the  approval  of  the  Director  of 

4  the  Office  of  Management  and  Budget,  the  Chief  In- 

5  formation  Officer  may  submit  to  Congress  any  ree- 

6  ommendations  for  legislation  that  the  Chief  Informa- 

7  tion  Officer  considers  necessary  to  implement  fully 

8  the  pay  for  performance  system. 

9  (4)  Support  from  other  agencies. — Upon 

10  the  request  of  the  Chief  Information   Officer,   the 

11  head  of  an  executive  agency  (other  than  an  inde- 

12  pendent  regulatory  agency)  shall,  to  the  extent  prae- 

13  ticable,  make  services,  personnel,  or  facilities  of  the 

14  agency  available  to  the  Office  of  the  Chief  Informa- 

15  tion  Officer  of  the  United  States  for  the  perform- 

16  ance  of  functions  of  the  Chief  Information  Officer. 

17  SEC.  132.  RELATIONSfflP  OF  CHIEF  INFORMATION  OFFICER 

18  TO  DIRECTOR  OF  THE  OFFICE  OF  MANAGE- 

19  MENT  AND  BUDGET;  PRINCIPAL  DUTIES. 

20  (a)  Reporting  Authority. — The  Chief  Information 

21  Officer  of  the  United  States  reports  directly  to  the  Direc- 

22  tor. 

23  (b)  Principal  Adviser  to  Director  of  OMB  on 

24  Information   Resources   Management. — The   Chief 

25  Information  Officer  is  the  principal  adviser  to  the  Director 
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1  on  information  resources  management  policy,  including 

2  policy  on  acquisition  of  information  technology  for  the 

3  Federal  Government. 

4  (c)  Performance  of  Duties  of  Director  of 

5  0MB.— 

6  (1)  In  general.— The  Chief  Information  Offi- 

7  cer  shall  perform  the  responsibilities  of  the  Director 

8  under  this  Act. 

9  (2)   Continued   responsibility   of   direc- 

10  tor. — Paragraph  (1)  does  not  relieve  the  Director 

1 1  of  responsibihty  and  accountability  for  the  perform- 

12  ance  of  such  responsibilities. 

13  (d)  Authority  Subject  to  Control  of  Director 

14  OF  0MB. — The  performance  of  duties  and  exercise  of  au- 

15  thority  by  the  Chief  Information  Officer  is  subject  to  the 

16  authority,  direction,  and  control  of  the  Director  of  the  Of- 

17  fice  of  Management  and  Budget. 

1 8  SEC.  133.  ADDITIONAL  DUTIES. 

19  The  Chief  Information  Officer  has  the  following  addi- 

20  tional  duties: 

21  (1)  To  encourage  the  executive  agencies  to  de- 

22  velop  and  use  the  best  practices  in  information  re- 

23  sources  management  and  in  acquisitions  of  informa- 

24  tion  technology  by — 
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1  (A)  identifying  and  collecting  information 

2  regarding  the  best  practices,  including  informa- 

3  tion  on  the  development  and  implementation  of 

4  the  best  practices  by  the  executive  agencies;  and 

5  (B)  providing  the  executive  agencies  with 

6  information  on  the  best  practices  and  with  ad- 

7  vice  and  assistance  regarding  use  of  the  best 

8  practices. 

9  (2)  To  assess,  on  a  continuing  basis,  the  experi- 

10  ences  of  executive  agencies,  State  and  local  govern- 

11  ments,  international  organizations,  and  the  private 

12  sector  in  managing  information  resources. 

13  (3)  To  compare  the  performances  of  the  execu- 

14  tive  agencies  in  using  information  resources  and  to 

15  disseminate  the  comparisons  to  the  executive  agen- 

16  cies. 

17  (4)  To  develop  and  maintain  a  Govemmentwide 

18  strategic  plan  for  information  resources  management 

19  and  acquisitions  of  information  technology,  including 

20  guidelines  and  standards  for  the  development  of  an 

21  information  resources  management  plan  to  be  used 

22  by  the  executive  agencies. 

23  (5)   To  ensure  that  the  information  resources 

24  management  plan  and  the  information  systems  of 

25  executive   agencies   conform   to   the   guidelines   and 
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1  standards  set  forth  in  the  Governmentwide  strategic 

2  plan. 

3  (6)  To  develop  and  submit  to  the  Director  of 

4  the  Office  of  Management  and  Budget  proposed  leg- 

5  islation  and  proposed  changes  or  additions  to  regula- 

6  tions  and  agency  procedures  as  the  Chief  Informa- 

7  tion  Officer  considers  necessary  in  order  to  improve 

8  information  resources  management  by  the  executive 

9  agencies. 

10  (7)    To    review    the    regulations,    policies,    and 

1 1  practices  of  executive  agencies  regarding  information 

12  resources  management  and  acquisitions  of  informa- 

13  tion  technology  in  order  to  identify  the  regulations, 

14  policies,  and  practices  that  should  be  eliminated  or 

15  adjusted  so  as  not  to  hinder  or  impede  information 

16  resources  management  or  acquisitions  of  information 

1 7  technology. 

18  (8)  To  monitor  the  development  and  implemen- 

19  tation  of  training  in  information  resources  manage- 

20  ment  for  executive   agency  management  personnel 

21  and  staff. 

22  (9)  To  keep  Congress  fully  informed  on  high- 

23  risk  information  technology  programs  of  the  execu- 

24  tive  agencies,  and  the  extent  to  which  the  executive 

25  agencies   are   improving  program  performance  and 
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1  the  accomplishment  of  agency  missions  through  the 

2  use  of  the  best  practices  in  information  resources 

3  management. 

4  (10)  To  review  Federal  procurement  policies  on 

5  acquisitions  of  information  technology  and  to  coordi- 

6  nate  with  the  Administrator  for  Federal  Procure- 

7  ment  Policy  regarding  the  development  of  Federal 

8  procurement  policies  for  such  acquisitions. 

9  (11)  To  facilitate  the  establishment  and  mainte- 

10  nance  of  an  electronic  clearinghouse  of  information 

11  on  the  availability  of  nondevelopmental  items  of  in- 

12  formation  technology  for  the  Federal  Government. 

13  (12)  To  perform  the  functions  of  the  Director 

14  of  the   Office   of  Management   and   Budget   under 

15  chapter  35  of  title  44,  United  States  Code. 

16  SEC.  134.  ACQUISITIONS  UNDER  mGH-RISK  INFORMATION 

17  TECHNOLOGY  PROGRAMS. 

18  (a)  Advance  Program  Review. — The  Chief  Infor- 

19  mation  Officer  of  the  United  States  shall  review  each  pro- 

20  posed  high-risk  information  technology  progi-am. 

21  (b)  Advance  Approval  Required. — No  program 

22  referred  to  in  subsection  (a)  may  be  carried  out  by  the 

23  head  of  an  executive  agency  witliout  the  advance  approval 

24  of  the  Chief  Information  Officer  of  the  United  States. 
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1  SEC.  136.  ELECTRONIC  DATA  BASE  ON  CONTRACTOR  PER- 

2  FORMANCE. 

3  (a)  Establishment. — The  Chief  Information  Offi- 

4  cer  of  the  United  States  shall  establish  in  the  Office  of 

5  the  Chief  Information  Officer  of  the  United  States  an  elec- 

6  tronic  data  base  containing  a  record  of  the  performance 

7  of  each  contractor  under  a  Federal  Government  contract 

8  for  the  acquisition  of  information  technology  or  other  in- 

9  formation  resources. 

10  (b)  Reporting  of  Information  to  Data  Base. — 

11  (1)  Requirement. — The  head  of  each  execu- 

12  tive  agency  shall,  in  accordance  with  regulations  pre- 

13  scribed  by  the  Director  of  the  Office  of  Management 

14  and  Budget,  report  to  the  Chief  Information  Officer 

15  information  on  contractor  performance  that  is  to  be 

16  included  in  the  data  base. 

17  (2)  When  submitted. — The  head  of  an  execu- 

18  tive  agency  shall  submit  to  the  Director — 

19  (A)   an   annual  report  on  contractor  per- 

20  formance  during  the  year  covered  by  the  report; 

21  and 

22  (B)  upon  the  completion  or  termination  of 

23  performance  under  a  contract,  a  report  on  the 

24  contractor  performance  under  that  contract. 

25  (c)    Period    for    Information    To    Be    Main- 

26  TAINED. — Information  on  the  performance  of  a  contractor 
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1  under  a  contract  shall  be  maintained  in  the  data  base  for 

2  five  years  following  completion  of  the  performance  under 

3  that  contract.  Information  not  required  to  be  maintained 

4  under  the  preceding  sentence  shall  be  removed  from  the 

5  data  base  or  rendered  inaccessible. 

6  Subtitle  D — Executive  Agencies 

7  SEC.  141.  RESPONSmiLITIES. 

8  (a)  In  General. — The  head  of  an  executive  agency 

9  is  responsible  for — 

10  (1)  carrying  out  the  information  resources  man- 

11  agement  activities  of  the  agency  in  a  manner  that 

12  fulfills  the  agency's  missions  and  improves  agency 

13  productivity,  efficiency,  and  effectiveness;  and 

14  (2)  complying  with  the  requirements  of  this  Act 

15  and  the  policies,  regulations,  and  directives  issued  by 

16  the  Director  of  the  Office  of  Management  and  Budg- 

17  et  or  the  Chief  Information  Officer  of  the  United 

18  States  under  the  provisions  of  this  Act. 

19  (b)      Information      Resources     Management 

20  Plan.— 

21  (1)  Plan  required. — The  head  of  an  execu- 

22  tive  agency  shall  develop,  maintain,  and  oversee  the 

23  implementation   of  an  agency-wide  information   re- 

24  sources  management  plan  that  is  consistent  with  the 

25  strategic  plan  prepared  by  the  head  of  the  agency 
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1  pursuant  to  section  306  of  title  5,   United  States 

2  Code,  and  the  agency  head's  mission  analysis,  and 

3  ensure  that  the  agency  information  systems  conform 

4  to  those  plans. 

5  (2)  Content  of  pi^\n. — The  information  re- 

6  sources  management  plan  shall  provide  for  applying 

7  information   technology   and   other   information    re- 

8  sources  in  support  of  the  performance  of  the  mis- 

9  sions  of  the  agency  and  shall  include  the  following: 

10  (A)  A  statement  of  goals  for  improving  the 

11  contribution   of  information   resources   to  pro- 

12  gram  productivity,  efficiency,  and  effectiveness. 

13  (B)   Methods   for  measuring  progi'ess  to- 

14  ward  achieving  the  goals. 

15  (C)  Assignment  of  clear  roles,  responsibil- 

16  ities,  and  accountability  for  achieving  the  goals. 

17  (D)  Identification  of — 

18  (i)  the  existing  and  planned  informa- 

19  tion  technolog>^  components  (such  as  infor- 

20  mation    systems    and    telecommunication 

21  networks)  of  the  agency  and  the  relation- 

22  ship    among    the    information    technology 

23  components;  and 

24  (ii)    the   information    architecture   for 

25  the  agency. 
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1  (c)  Agency  Records. — The  head  of  an  executive 

2  agency  shall  periodically  evaluate  and,  as  necessary^  im- 

3  prove  the  accuracy,  completeness,  and  reliability  of  data 

4  and  records  in  the  information  systems  of  the  agency. 

5  (d)  Budgeting. — The  head  of  an  executive  agency 

6  shall  use  the  strategic  plan,  performance  plans,  and  infor- 

7  mation  resources  management  plan  of  the  agency  in  pre- 

8  paring  and  justifying  the  agency's  budget  proposals  to  the 

9  Director  of  the  Office  of  Management  and  Budget  and  to 

10  Congress. 

1 1  SEC.  142.  SPECIFIC  AUTHORITY. 

12  The  authority  of  the  head  of  an  executive  agency 

13  under  section  101  and  the  authorities  referred  to  in  such 

1 4  section  includes  the  following  authorities: 

15  (1)  To  acquire  information  technology — 

16  (A)  in  the  case  of  an  acquisition  of  less 

17  than   $100,000,000,   without   the   advance   ap- 

18  proval  of  the  Chief  Information  Officer  of  the 

19  United  States;  and 

20  (B)  in  the  case  of  an  acquisition  of  a  high- 

21  risk  information  technoiogj'  progi'am,  with  the 

22  advance  approval  of  the  Director  of  the  Office 

23  of  Management  and  Budget. 

24  (2)  To  enter  into  a  contract  that  provides  for 

25  multi-agency  acquisitions  of  information  technology 
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1  subject  to  the  approval  and  guidance  of  the  Federal 

2  Information  Council. 

3  (3)  If  the  Federal  Information  Council  and  the 

4  heads  of  the  executive  agencies  concerned  find  that 

5  it  would  be  advantageous  for  the  Federal  Govern- 

6  ment  to  do  so,  to  enter  into  a  multi-agency  contract 

7  for  procurement  of  commercial  items  that  requires 

8  each  agency  covered  by  the  contract,  when  procuring 

9  such  items,  either  to  procure  the  items  under  that 

10  contract  or  to  justify  an  alternative  procurement  of 

1 1  the  items. 

12  (4)  To  establish  one  or  more  independent  tech- 

13  nical  review  committees,  composed  of  diverse  agency 

14  personnel  (including  users)  and  outside  experts  se- 

1 5  lected  by  the  head  of  the  executive  agency,  to  advise 

16  the  head  of  the  executive  agency  about  information 

17  systems  programs. 

1 8  SEC.  143.  AGENCY  CHIEF  INFORMATION  OFFICER 

19  (a)  Designation  of  Chief  Information  Offi- 

20  CERS. — 

21  (1)  Agencies  required  to  have  chief  in- 

22  formation  officers. — There  shall  be  a  chief  infor- 

23  mation  officer  within  each  executive  agency  named 

24  in  section  901(b)  of  title  31,  United  States  Code. 
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1  The  head  of  the  executive  agency  shall  designate  the 

'  2  chief  information  officer  for  the  executive  agency. 

3  (2)  Agencies  authorized  to  have  chief  in- 

4  FORMATION  OFFICERS. — The  head  of  any  executive 

5  agency  not  required  by  paragraph  ( 1 )  to  have  a  chief 

6  information  officer  may  designate  a  chief  informa- 

7  tion  officer  for  the  executive  agency. 

8  (b)  Relationship  to  Agency  Head. — 

9  (1)  Principal  adviser. — The  chief  informa- 

10  tion  officer  of  an  executive  agency  is  the  principal 

1 1  adviser  to  the  head  of  the  executive  agency  regard- 

12  ing  acquisition  of  information  technology  and  man- 

1 3  agement  of  information  resources  for  the  agency. 

14  (2)  Reporting  authority. — The  chief  infor- 

1 5  mation  officer  of  an  executive  agency  reports  directly 

16  to  the  head  of  the  executive  agency. 

17  (3)  Control  by  agency  head. — The  perform- 

18  ance  of  duties  and  exercise  of  authority  by  the  chief 

19  information  officer  of  an  executive  agency  is  subject 

20  to  the  authority,  direction,  and  control  of  the  head 

21  of  the  executive  agency. 

22  (c)  Duties.— 

23  (1)  In  general. — The  chief  information  officer 

24  of  an  executive  agency  shall  provide  advice  and  other 

25  assistance  to  the  head  of  the  executive  agency  and 
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1  other  senior  management  personnel  of  the  executive 

2  agency  to  ensure  that  information  technology  is  ac- 

3  quired  and  information  resources  are  managed  for 

4  the  agency  in  a  manner  that — 

5  (A)  maximizes — 

6  (i)  the  benefits  derived  by  the  agency 

7  and  the  public  served  by  the  agency  from 

8  use  of  information  technology;  and 

9  (ii)   the   public   accountability  of  the 

10  agency  for  delivery  of  services  and  accom- 

1 1  plishment  of  the  agency's  mission;  and 

12  (B)  is  consistent  with  the  policies,  require- 

13  ments,  and  procedures  that  are  applicable  in  ac- 

14  cordance  with  this  Act  to  the  acquisition  and 

15  management  of  information  technology. 

16  (2)  Establishment  op  goals. — The  chief  in- 

17  formation  officer  of  an  executive  agency  shall — 

18  (A)  establish  goals  for  improving  the  effi- 

19  ciency  and   effectiveness  of  agency  operations 

20  and    the    delivery    of    services    to    the    public 

21  through   the   effective   use   of  information   re- 

22  sources;  and 

23  (B)   submit  to  the  head  of  the  executive 

24  agency  an  annual  report,  to  be  included  in  the 
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1  budget  submission  for  the  executive  agency,  on 

2  the  progress  in  achieving  the  goals. 

3  (3)  Information  resources  management. — 

4  (A)   The  chief  information  officer  of  an  executive 

5  agency  shall   administer  the  information  resources 

6  management    functions,    including    the    acquisition 

7  functions,  of  the  head  of  the  executive  agency. 

8  (B)  Subparagraph  (A)  does  not  relieve  the  head 

9  of  an  executive  agency  of  responsibility  and  account- 

10  ability  for  the  administration  of  such  functions. 

11  (4)  Agency  policies. — The  chief  information 

12  officer  shall  prescribe  policies  and  procedures  that — 

13  (A)  minimize  the  layers  of  review  for  ac- 

14  quisitions  of  information  technology  within  the 

15  executive  agency; 

16  (B)  foster  timely  communications  between 

17  vendors    of    information    technology    and    the 

18  agency;  and 

19  (C)  set  forth  and  require  the  use  of  infor- 

20  mation  resources  management  practices  and  in- 

21  formation  technology  acquisition  practices  that 

22  the  chief  information  officer  considers  as  being 

23  among  the  best  of  such  practices. 

24  (5)  Agency  planning. — The  chief  information 

25  officer  shall — 
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1  (A)  develop  and  maintain  an  information 

2  resources  management  plan  for  management  of 

3  information  resources  and  acquisition  of  infor- 

4  mation  technology  for  the  executive  agency;  and 

5  (B)  ensure  that  there  is  adequate  advance 

6  planning  for  acquisitions  of  information  tech- 

7  nology,    including   assessing   and    revising   the 

8  mission-related    processes    and    administrative 

9  processes  of  the  agency  as  determined  appro- 

10  priate  before  making  information  system  invest- 

1 1  ments. 

12  (6)  Performance  measurements. — (A)  The 

1 3  chief  information  officer  shall  ensure  that — 

14  (i)    performance    measurements    are    pre- 

15  scribed  for  information  technology  used  by  or  to 

16  be  acquired  for  the  executive  agency;  and 

17  (ii)  the  performance  measurements  meas- 

18  ure  how  well  the  information  technology  sup- 

19  ports  agency  programs. 

20  (B)  In  carrying  out  the  duty  set  forth  in  sub- 

21  paragraph   (A),   the  chief  information  officer  shall 

22  consult  with  the  head  of  the  executive  agency,  agen- 

23  cy  managers,  users,  and  program  managers  regard- 

24  ing  the  performance  measurements  that  are  to  be 

25  prescribed  for  information  technology. 
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1  (7)    Monitoring    of    program    perform- 

2  ANCE. — The  chief  information  officer  shall  monitor 

3  the  performance  of  information  technology  programs 

4  of  the  executive  agency,  evaluate  the  performance  on 

5  the  basis  of  the   applicable  performance   measure- 

6  ments,  and  advise  the  head  of  the  executive  agency 

7  regarding  whether   to   continue   or   terminate   pro- 

8  grams. 

9  (8)   Program   performance   reports. — (A) 

10  Not  later  than  February  1,  1997,  and  not  later  than 

11  February  1  of  each  year  thereafter,  the  chief  infor- 

12  mation  officer  of  an  executive  agency  shall  prepare 

13  and  submit  to  the  head  of  the  executive  agency  an 

14  annual  program  performance  report  for  the  informa- 

15  tion  technology  programs  of  the  executive  agency. 

16  The  report  shall  satisfy  the  requirements  of  section 

17  1116(d)  of  title  31,  United  States  Code. 

18  (B)   The   head  of  the  executive   agency  shall 

19  transmit  a  copy  of  the  annual  report  to  the  Chief  In- 

20  formation  Officer  of  the  United  States. 

21  (9)  Additional  assigned  duties. — ^A  chief 

22  information    officer    designated    under    subsection 

23  (a)(1)  may  not  be  assigned  any  duty  that  is  not  re- 

24  lated  to  information  resources  management. 

25  (d)  Office  of  Chief  Information  Officer. — 
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1  (1)  Establishment. — The  head  of  an  execu- 

2  tive  agency  designating  a  chief  information  officer 

3  shall  establish  within  the  agency  an  Office  of  the 

4  Chief  Information  Officer. 

5  (2)  Head  of  office, — The  chief  information 

6  officer  of  the  executive  agency  shall  be  the  head  of 

7  the  office. 

8  (3)   Staff. — (A)   The   head  of  the  executive 

9  agency  appoints  the  employees  of  the  office.   The 

10  chief  information  officer  of  the  executive  agency  may 

11  make   recommendations   for   appointments  to  posi- 

12  tions  in  the  office. 

13  (B)  In  selecting  a  person  for  appointment  to  an 

14  information  resources  management  position  in  the 

15  office,  the  head  of  the  executive  agency  shall  afford 

16  special  attention  to  the  demonstrated  abilities  of  the 

17  person  to  perform  the  information  resources  man- 

18  agement  functions  of  the  position.  To  the  maximum 

19  extent  practicable,  the  head  of  the  executive  agency 

20  shall  appoint  to  the  position  a  person  who  has  direct 

21  and  substantial  experience  in  successfully  achieving 

22  m^or  improvements  in  organizational  performance 

23  through  the  use  of  information  technology. 


•S  M6  IS 


98 

46 

1  (e)  Executive  Level  IV. — Section  5315  of  title  5, 

2  United  States  Code,  is  amended  by  adding  at  the  end  the 

3  following: 

4  ''Chief  information    officers   designated   under 

5  section  143  of  the  Information  Technology  Manage- 

6  ment  Reform  Act  of  1995.". 

7  SEC.  144.  ACCOUNTABILITY. 

8  (a)   Information   Technology  In^vestments. — 

9  The  head  of  an  executive  agency  shall  be  accountable  to 

10  the  Director  of  the  Office  of  Management  and  Budget, 

1 1  through  the  budget  process  and  otherwise  as  the  Director 

12  may  prescribe,  for  attaining  or  failing  to  attain  success 

13  in  the  achievement  of  the  program  objectives  established 

14  for  the  information  technology  investments  of  the  agency. 

15  (b)  System  of  Controls. — The  head  of  an  execu- 

16  tive  agency,  in  consultation  with  the  chief  financial  officer 

17  of  the  agency  (or,  in  the  case  of  an  agency  without  a  chief 

18  financial  officer,  any  comparable  official)  shall  establish 

19  policies  and  procedures  that — 

20  (1)  provide  for  sound  management  of  expendi- 

21  tures  for  information  technology  investments  of  the 

22  agency; 

23^  (2)  ensure  that  the  accounting,  financial,  and 

24  asset  management  systems  and  other  information 

25  systems  of  the  agency  are  designed,  developed,  main- 
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1  tained,  and  used  effectively  to  provide  financial  or 

2  program  performance  data  for  financial  statements 

3  of  the  agency; 

4  (3)  ensure  that  fmancial  and  related  program 

5  performance  data  are  provided  on  a  reliable,  consist- 

6  ent,  and  timely  basis  to  agency  financial  manage- 

7  ment  systems; 

8  (4)  ensure  that  there  is  a  full  and  accurate  ac- 

9  counting   for   information   technology   expenditures, 

10  including  expenditures  for  related  expenses,  and  for 

11  the  results  derived  by  the  agency  from  the  expendi- 

12  tures;  and 

13  (5)  ensure  that  financial  statements  support — 

14  (A)  assessment  and  revision  of  mission-re- 

15  lated  processes  and  administrative  processes  of 

16  the  agency;  and 

17  (B)  performance  measurement  in  the  case 

18  of  information  system  investments  made  by  the 

19  agency. 

20  (e)  Protection  of  Sensitive  Information. — Sec- 

21  tion  6  of  the  Computer  Security  Act  of  1987  (Public  Law 

22  100-235;  101  Stat.  1729)  is  amended— 

23  (1)  in  subsection  (a),  by  striking  out  "Within  6 

24  months  after  the  date  of  enactment  of  this  Act, 

25  each"  and  inserting  in  lieu  thereof  "Each";  and 
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1  (2)  in  the  first  sentence  of  subsection  (b) — 

2  (A)  by  striking  out  "Within  one  year  after 

3  the  date  of  enactment  of  this  Act,  each"  and  in- 

4  serting  in  heu  thereof  "Each";  and 

5  (B)  by  striking  out  "section  111(d)  of  the 

6  Federal  Property  and  Administrative  Services 

7  Act  of  1949"  and  inserting  in  heu  thereof  "sec- 

8  tion  124  of  the  Information  Technology  Man- 

9  agement  Reform  Act  of  1995". 

10  SEC.  145.  AGENCY  MISSIONS  AND  THE  APPROPRIATENESS 

11  OF  INFORMATION  TECHNOLOGY  INITIATIVES. 

12  (a)  Providing  for  Appropriate  Initiatives. — 

13  Before  making  investments  in  information  technology  or 

14  other  information  resources  for  the  performance  of  agency 

15  missions,  the  head  of  each  executive  agency  shall — 

16  (1)  identify  opportunities  to  revise  mission-re- 

17  lated  processes  and  administrative  processes,  assess 

18  the  desirability  of  making  the  revisions,  and,  if  de- 

19  termined  desirable,  take  appropriate  action  to  make 

20  and  complete  the  revisions;  and 

21  (2)  determine  the  most  efficient  and  effective 

22  manner  for  carrying  out  the  agency  missions. 

23  (b)  Mission  Analysis. — 

24  (1)  Continuous  studies. — In  order  to  be  pre- 

25  pared  to  carry  out  subsection  (a)  in  an  efficient,  ef- 
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1  fective,  and  timely  manner,  the  head  of  an  executive 

2  agency  shall  provide  for  studies  to  be  conducted  on 

3  a  continuing  basis  within  the  agency  for  the  purpose 

4  of  analyzing  the  missions  of  the  agency. 

5  (2)  Analysis. — The  purpose  of  an  analysis  of 

6  a  mission  under  subsection  (a)  is  to  determine — 

7  (A)   whether  the  mission   should  be  per- 

8  formed  in  the  private  sector  rather  than  by  an 

9  agency  of  the  Federal  Government  and,  if  so, 

10  whether  the  component  of  the  agency  perform- 

11  ing  that  function  should  be  converted  from  a 

12  governmental  organization  to  a  private  sector 

13  organization;  or 

14  (B)   whether  the  mission   should  be  per- 

15  formed   by   the   executive   agency   and,    if  so, 

16  whether  the  mission  should  be  performed  by — 

17  (i)   a  private   sector   source  under  a 

18  contract  entered  into  by  head  of  the  execu- 

19  tive  agency;  or 

20  (ii)  executive  agency  personnel. 

21  (c)  Process  Improvement  Studies. — The  head  of 

22  the  executive  agency  shall  require  that  studies  be  con- 

23  ducted  of  ways  to  improve  processes  used  in  the  perform- 

24  ance  of  missions  determined,   in   accordance  with   sub- 
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1  section  (b)  or  otherwise,  as  being  appropriate  for  the  agen- 

2  ey  to  perform. 

3  SEC.     146.    SIGNIFICANT    FAILURES    OF    PROGRAMS    TO 

4  ACHIEVE  COST,  PERFORMANCE,  OR  SCHED- 

5  ULE  GOALS. 

6  (a)  In  General. — The  head  of  an  executive  agency 

7  shall  monitor  the  performance  of  information  technology 

8  acquisition  programs  of  the  executive  agency  with  regard 

9  to  meeting  the  cost,  performance,  and  schedule  goals  ap- 

10  proved  or  defined  for  the  programs  pursuant  to  section 

11  313(b)  of  the  Federal  Property  and  Administrative  Serv- 

12  ices  Act  of  1949  (41  U.S.C.  263(b))  or  section  2220(a) 

13  of  title  10,  United  States  Code. 

14  (b)  Required  Terminations  op  Acquisitions. — 

15  The  head  of  an  executive  agency  shall  terminate  any  infor- 

16  mation  technology  acquisition  program  of  the  executive 

17  agency,  or  any  phase  or  increment  of  such  a  program, 

18  that— 

19  (1)  is  more  than  50  percent  over  the  cost  goal 

20  established  for  the  program  or  any  phase  or  incre- 

21  ment  of  the  program; 

22  (2)  fails  to  achieve  at  least  50  percent  of  the 

23  performance  goals  established  for  the  program  or 

24  any  phase  or  increment  of  the  program;  or 
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1  (3)  is  more  than  50  percent  behind  schedule  as 

2  determined  in  accordance  with  the  schedule  goal  es- 

3  tablished  for  the  program  or  any  phase  or  increment 

4  of  the  program. 

5  (c)  Acquisitions  Required  To  Be  Considered 

6  FOR  Termination. — The  head  of  an  executive  agency 

7  shall  consider  for  termination  any  information  technology 

8  acquisition  program  of  the  executive  agency,  or  any  phase 

9  or  increment  of  such  a  program,  that — 

10  (1)  is  more  than  10  percent  over  the  cost  goal 

11  established  for  the  program  or  any  phase  or  incre- 

12  ment  of  the  program; 

13  (2)  fails  to  achieve  at  least  90  percent  of  the 

14  performance  goals  established  for  the  program  or 

15  any  phase  or  increment  of  the  program;  or 

16  (3)  is  more  than  10  percent  behind  schedule  as 

17  determined  in  accordance  with  the  schedule  goal  es- 

18  tablished  for  the  program  or  any  phase  or  increment 

19  of  the  program. 

20  SEC.  147.  INTERAGENCY  SUPPORT. 

21  The  head  of  an  executive  agency  shall  make  personnel 

22  of  the  agency  and  other  forms  of  support  available  for 

23  Govemmentwide    independent    review    committees    and 

24  interagency  groups  established  under  this  Act. 
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1  SEC.  148.  MONITORING  OF  MODIFICATIONS  IN  INFORMA- 

2  TION      TECHNOLOGY      ACQUISITION      PRO- 

3  GRAMS. 

4  (a)  Requirement  To  Monitor  and  Report. — The 

5  program  manager  for  an  information  technology  acquisi- 

6  tion  program  of  an  executive  agency  shall  monitor  the 

7  modifications  made  in  the  program  or  any  phase  or  incre- 

8  ment  of  the  program,   including  modifications  of  cost, 

9  schedule,  or  performance  goals,  and  shall  periodically  re- 

10  port  on  such  modifications  to  the  chief  information  officer 

11  of  the  agency. 

12  (b)  Determinations  of  high  risk. — The  number 

13  and  type  of  the  modifications  in  a  program  shall  be  a  criti- 

14  cal  consideration  in  determinations  of  whether  the  pro- 

15  gram  is  a  high-risk  information  technology  program  (with- 

16  out  regard  to  the  cost  of  the  program). 

17  (c)  Assessments  of  Agency  Performance. — The 

18  Chief  Information  Officer  of  the  United  States  shall  con- 

19  sider  the  number  and  type  of  the  modifications  in  an  infor- 

20  mation  technology  acquisition  program  of  an  executive 

21  agency  for  purposes  of  assessing  agency  performance. 

22  (d)  Contract  Terminations. — The  chief  informa- 

23  tion  officer  of  an  executive  agency  shall — 

24  (1)  closely  review  the  modifications  in  an  infor- 

25  mation     technology    acquisition     program     of    the 

26  agency; 
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1  (2)  consider  whether  the  frequency  and  extent 

2  of  the  modifications  justify  termination  of  a  contract 

3  under  the  program;  and 

4  (3)  if  a  termination  is  determined  justified,  sub- 

5  mit  to  the   head   of  the  executive   agency  a  rec- 

6  ommendation  to  terminate  the  contract. 

7  SEC.  149.  SPECIAL  PROVISIONS  FOR  DEPARTMENT  OF  DE- 

8  FENSE. 

9  (a)  Oversight  of  Implementation  Within  the 

10  Department  of  Defense. — 

11  (1)  Delegation  of  authority  for  individ- 

12  UAL  programs  and  systems. — (A)  Subject  to  sub- 

13  paragraph  (B),  the  Director  of  the  Office  of  Man- 

14  agement  and  Budget  shall  delegate  to  the  Secretary 

15  of  Defense  the  authority  to  perform  the  responsibil- 

16  ities  of  the  Director  for  supervision  of  the  implemen- 

17  tation  of  the  requirements  of  this  Act  and  the  poli- 

18  cies,  regulations,  and  procedures  prescribed  by  the 

19  Director  under  this  Act  in  the  case  of  individual  in- 

20  formation  technology  programs,  including  acquisition 

21  programs,  and  information  systems  of  the  Depart- 

22  ment  of  Defense. 

23  (B)  The  Director  may  revoke,  in  whole  or  in 

24  part,  the  delegation  of  authority  under  subparagraph 

25  (A)  at  any  time  that  the  Director  determines  that  it 
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1  is  in  the  interests  of  the  United  States  to  do  so.  In 

2  considering  whether  to  revoke  the  authority,  the  Di- 

3  rector  shall  take  into  consideration  the  reports  re- 

4  ceived  under  subsection  (d). 

5  (2)  Responsibility  of  director  of  omb. — 

6  The   Director   of  the   Office   of  Management   and 

7  Budget  shall  continue  to  exercise  overall  responsibil- 

8  ity  for  compliance  by  the  Department  of  Defense 

9  with  the  provisions  of  this  Act  and  the  policies,  regu- 

10  lations,  and  procedures  prescribed  by  the  Director 

1 1  under  this  Act. 

12  (b)  Implementation. — 

13  (1)  Requirement. — The  Secretary  of  Defense 

14  shall  implement  the  provisions  of  this  Act  within  the 

15  Department  of  Defense. 

16  (2)   Covered   programs. — The   Secretary  of 

17  Defense  shall  ensure  that  the  provisions  of  this  Act 

18  and  the  policies  and  regulations  prescribed  by  the 

19  Director  of  the  Office  of  Management  and  Budget 

20  are  applied  to  all  information  technology  programs 

21  of  the  Department  of  Defense,  including — 

22  (A)  all  such  programs  that  are  acquisition 

23  programs,  including  m^or  defense  acquisition 

24  programs; 
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1  (B)  programs  that  involve  intelligence  ac- 

2  tivities,  ciyptologie  activities  related  to  national 

3  security,    command    and    control    of    military 

4  forces,  and  information  technology  integral  to  a 

5  weapon  or  weapons  system;  and 

6  (C)  programs  that  are  critical  to  the  direct 

7  fulfillment  of  mihtary  or  intelligence  missions. 

8  (c)  Chief  Information  Officer. — 

9  (1)  Designation. — The  Secretary  of  Defense 

10  shall— 

11  (A)  designate  the  Under  Secretary  of  De- 

12  fense  for  Acquisition  and  Technology  as  the 

13  chief  information  officer  of  the  Department  of 

14  Defense;  and 

15  (B)  delegate  to  the  Under  Secretary  the 

16  duty  to  perform  the  responsibihties  of  the  Sec- 

17  retary  under  this  Act. 

18  (2)   Other  duties. — Section   143(c)(9)   does 

19  not  apply  to  the  chief  information  officer  of  the  De- 

20  partment  of  Defense. 

21  (d)  Annual  Report. — The  Secretary  of  Defense 

22  shall  submit  to  the  Director  of  the  Office  of  Management 

23  and  Budget  an  annual  report  on  the  implementation  of 

24  this  Act  within  the  Department  of  Defense. 

25  (e)  Pilot  Programs. — 
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1  (1)  Recommendations  by  secretary  op  de- 

2  fense. — The  Secretary  of  Defense  may  submit  to 

3  the  Chief  Information  Officer  of  the  United  States 

4  a  recommendation  that  a  specific  information  tech- 

5  nology  pilot  program  be  carried  out  under  section 

6  401. 

7  (2)     Oversight     of     recommended     pro- 

8  gram. — If  the  Chief  Information  Officer  determines 

9  to  carry  out  a  pilot  program  in  the  Department  of 

10  Defense  under  section  401,  the  Director  of  the  Of- 

11  fice  of  Management  and  Budget  shall  supervise  the 

12  pilot  program  without  regard  to  any  delegation  of 

13  authority  under  subsection  (a). 

14  SEC.    150.    SPECIAL    PROVISIONS    FOR    CENTRAL    INTEL- 

15  LICENCE  AGENCY. 

16  (a)  Oversight  of  Implementation  Within  the 

17  CIA.— 

18  (1)  Delegation  of  authority  for  individ- 

19  UAL  programs  and  systems. — (A)  Subject  to  sub- 

20  paragraph  (B),  the  Director  of  the  Office  of  Man- 

21  agement  and  Budget  shall  delegate  to  the  Director 

22  of  Central  Intelligence  the  authority  to  perform  the 

23  responsibilities  of  the  Director  of  the  Office  of  Man- 

24  agement  and  Budget  for  supervision  of  the  imple- 

25  mentation  of  the  requirements  of  this  Act  and  the 
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1  policies,  regulations,  and  procedures  prescribed  by 

2  the  Director  of  the  Office  of  Management  and  Budg- 

3  et  under  this  Act  in  the  case  of  individual  informa- 

4  tion  technology  programs  (including  acquisition  pro- 

5  grams)  and  information  systems  of  the  Central  In- 

6  telligence  Agency. 

7  (B)  The  Director  of  the  Office  of  Management 

8  and  Budget  may  revoke,  in  whole  or  in  part,  the  del- 

9  egation  of  authority  under  subparagraph  (A)  at  any 

10  time  that  the  Director  determines  that  it  is  in  the 

1 1  interests  of  the  United  States  to  do  so.  In  consider- 

12  ing  whether  to  revoke  the  authority,  the  Director 

13  shall   take   into   consideration   the   reports   received 

14  under  subsection  (d). 

15  (2)  Responsibility  of  director  of  omb. — 

16  The    Director   of  the   Office   of   Management   and 

17  Budget  shall  continue  to  exercise  overall  responsibil- 

18  ity  for  compliance  by  the  Central  IntelUgence  Agency 

19  with  the  provisions  of  this  Act  and  the  policies,  regu- 

20  lations,  and  procedures  prescribed  by  the  Director 

21  under  this  Act. 

22  (b)  Implementation. — 

23  (1)   Requirement. — The  Director  of  Central 

24  Intelligence  shall  implement  the  provisions  of  this 

25  Act  within  the  Central  Intelligence  Agency. 
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1  (2)    Covered    programs. — The    Director    of 

2  Central  Intelligence  shall  ensure  that  the  provisions 

3  of  this  Act  and  the  policies  and  regulations  pre- 

4  scribed  by  the  Director  of  the  Office  of  Management 

5  and  Budget  are  applied  to  all  information  technology 

6  programs  of  the  Central  Intelligence  Agency,  includ- 

7  ing  information  technology  acquisition  programs. 

8  (c)  Chief  Information  Officer. — 

9  (1)  Designation. — The  Director  of  Central  In- 

10  telligence  shall — 

11  (A)    designate    the    Deputy    Director    of 

12  Central  Intelligence  as  the  chief  information  of- 

13  ficer  of  the  Central  Intelligence  Agency;  and 

14  (B)  delegate  to  the  Deputy  Director  the 

15  duty  to  perform  the  responsibilities  of  the  Di- 

16  rector  of  Central  Intelligence  under  this  Act. 

17  (2)   Other   duties. — Section    143(c)(9)   does 

18  not  apply  to  the  chief  information   officer  of  the 

19  Central  Intelligence  Agency. 

20  (d)  Annual  Report. — The  Director  of  Central  In- 

21  telligence  shall  submit  to  the  Director  of  the  Office  of 

22  Management  and  Budget  an  annual  report  on  the  imple- 

23  mentation   of  this  Act  within   the   Central   Intelligence 

24  Agency. 

25  (e)  Pilot  Programs. — 
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1  (1)    Recommendations    by    director    of 

2  CENTRAL  intelligence. — The  Director  of  Central 

3  Intelligence  may  submit  to  the  Chief  Information 

4  Officer  of  the  United  States  a  recommendation  that 

5  a  specific  information  technology  pilot  program  be 

6  carried  out  under  section  401. 

7  (2)     Oversight    op    recommended     pro- 

8  GRAM, — If  the  Chief  Information  Officer  determines 

9  to  carry  out  a  pilot  program  in  the  Central  Intel- 

10  ligence  Agency  under  section  401,  the  Director  of 

11  the  Office  of  Management  and  Budget  shall  super- 

12  vise  the  pilot  program  without  regard  to  any  delega- 

13  tion  of  authority  under  subsection  (a). 

14  Subtitle  E — ^Federal  Information 

15  Council 

16  SEC.    151.    ESTABLISHMENT    OF    FEDERAL    INFORMATION 

17  COUNCIL. 

18  There  is  established  in  the  executive  branch  a  "Fed- 

19  eral  Information  Council". 

20  SEC.  152.  MEMBERSHIP. 

21  The  members  of  the  Federal  Information  Council  are 

22  as  follows: 

23  (1)  The  chief  information  officer  of  each  execu- 

24  tive  department. 
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1  (2)  The  chief  information  officer  or  senior  in- 

2  formation  resources  management  official  of  each  ex- 

3  ecutive  agency  who  is  designated  as  a  member  of  the 

4  Council  by  the  Director  of  the  Office  of  Management 

5  and  Budget. 

6  (3)  Other  officers  or  employees  of  the  Federal 

7  Government  designated  by  the  Director. 

8  SEC.  153.  CHAIRMAN;  EXECUTIVE  DIRECTOR 

9  (a)  Chairman. — The  Director  of  the  Office  of  Man- 

10  agement  and  Budget  is  the  Chairman  of  the  Federal  In- 

1 1  formation  Council. 

12  (b)  Executive  Director. — The  Chief  Information 

13  Officer  of  the  United  States  is  the  Executive  Director  of 

14  the  Council.  The  Executive  Director  provides  administra- 

15  tive  and  other  support  for  the  Council. 

16  SEC.  154.  DUTIES. 

17  The  duties  of  the  Federal  Information  Council  are 

18  as  follows: 

19  (1)  To  obtain  advice  on  information  resources, 

20  information  resources  management,  and  information 

21  technology  from  State,  local,  and  tribal  governments 

22  and  from  the  private  sector. 

23  (2)  To  make  recommendations  to  the  Director 

24  of  the  Office  of  Management  and  Budget  regarding 
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1  Federal  policies   and  practices  on   information   re- 

2  sources  management. 

3  (3)  To  establish  strategic  direction  and  prior- 

4  ities  for  a  Grovernmentwide  information  infrastruc- 

5  ture. 

6  (4)  To  assist  the  Chief  Information  Officer  of 

7  the  United  States  in  developing  and  maintaining  the 

8  Governmentwide     strategic     information     resources 

9  management  plan. 

10  (5)  To  coordinate  Governmentwide  and  multi- 

1 1  agency  programs  and  projects  for  achieving  improve- 

12  ments  in  the  performance  of  Federal  Government 

13  missions,  including  taking  such  actions  as — 

14  (A)  identifying  program  goals  and  require- 

15  ments  that  are  common  to  several  agencies; 

16  (B)     establishing    interagency    functional 

17  groups  under  section  161; 

18  (C)   establishing  an  interagency  group  of 

19  senior  managers  of  information  resources  to  re- 

20  view  high-risk  information  technology  programs; 

21  (D)  identifying  opportunities  for  undertak- 

22  ing    information    technology    programs    on    a 

23  shared    basis    or    providing    information    tech- 

24  nology  services  on  a  shared  basis; 
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1  (E)  providing  for  the  establishment  of  tem- 

2  porary   special    advisory   groups,    composed   of 

3  senior  officials  from  industry  and  the  Federal 

4  Government,  to  review  Governmentwide  infor- 

5  mation  technology  programs,  high-risk  informa- 

6  tion  technology  acquisitions,  and  issues  of  infor- 

7  mation  technology  policy; 

8  (F)  coordinating  budget  estimates  and  in- 

9  formation   technology  acquisitions  in   order  to 

10  develop   a   coordinated   approach   for   meeting 

11  common  information  technology  goals  and  re- 

12  quirements;  and 

13  (G)  reviewing  agency  programs  and  proc- 

14  esses,  to  identify  opportunities  for  consolidation 

15  of  activities  or  cooperation. 

16  (6)  To  coordinate  the  provision,  planning,  and 

17  acquisition  of  common  infrastructure  services,  such 

18  as     telecommunications,     Governmentwide     E-mail, 

19  electronic  benefits  transfer,  electronic  commerce,  and 

20  Governmentwide  data  sharing,  by — 

21  (A)  making  recommendations  to  the  Direc- 

22  tor  of  the  Office  of  Management  and  Budget 

23  regarding  services  that  can  be  provided  in  com- 

24  mon; 
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1  (B)  making  recommendations  to  the  Direc- 

2  tor  regarding  designation  of  an  executive  agent 

3  to  contract  for  common  infrastructure  services 

4  on  behalf  of  the  Federal  Government; 

5  (C)  approving  overhead  charges  by  execu- 

6  tive  agents; 

7  (D)  approving  a  surcharge  which  may  be 

8  imposed    on    selected    common    infrastructure 

9  services  and  is  to  be  credited  to  the  Common 

10  Use  Account  estabhshed  by  section  331;  and 

11  (E)  monitoring  and  providing  guidance  for 

12  the  administration  of  the  Common  Use  Account 

13  established  by  section  331  and  the  Innovation 

14  Loan  Account  established  by  section  321   for 

15  purposes  of  encouraging  innovation  by  making 

16  financing  available  for  high-opportunity  infor- 

17  mation  technology  programs,  including  common 

18  infrastructure  systems  and  services. 

19  (7)   To  assess  ways  to  revise  and  reorganize 

20  Federal  Government  mission-related  and  administra- 

21  tive   processes   before    acquiring   information    tech- 

22  nology  in  support  of  agency  missions. 

23  (8)  To  monitor  and  provide  guidance  for  the  de- 

24  velopment  of  performance  measures  for  agency  in- 
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1  formation  resources  management  activities  for  Gov- 

2  emmentwide  applicability. 

3  (9)  To  submit  to  the  Chief  Information  Officer 

4  of  the  United  States  recommendations  for  conduct- 

5  ing  pilot  projects  for  the  purpose  of  identifying  bet- 

6  ter  ways  for  Federal  Government  agencies  to  plan 

7  for,  acquire,  and  manage  information  resources. 

8  (10)  To  identify  opportunities  for  sharing  infor- 

9  mation  at  the  Federal,  State,  and  local  levels  of  gov- 

10  ernment  and  to  improve  information  sharing  and 

1 1  communications. 

12  (11)  To  ensure  that  United  States  interests  in 

13  intemationeil      information-related      activities      are 

14  served,  including  coordinating  United  States  partici- 

15  pation  in  the  activities  of  international  information 

16  organizations. 

17  SEC.  155.  SOFTWARE  REVIEW  COUNCIL. 

18  (a)    Establishment. — The    Federal    Information 

19  Council  shall  establish  a  Federal  Software  Review  Council. 

20  (b)  Membership. — 

21  (1)    Composition. — The   Federal   Information 

22  Council,  in  consultation  with  the  Chief  Information 

23  Officer  of  the  United   States,   shall  determine  the 

24  membership  of  the  Federal  Software  Council.  The 
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1  number  of  members  of  the  Council  may  not  exceed 

2  10  members. 

3  (2)   Certain   representation   required. — 

4  The  Federal  Information  Council  shall  provide  for 

5  the  Government,  private  industry,  and  college  and 

6  universities  to  be  represented  on  the  membership  of 

7  the  Software  Review  Council. 

8  (c)  Chairman. — The  Chief  Information  Officer  of 

9  the  United  States  shall  serve  as  Chairman  of  the  Federal 

10  Software  Review  Council. 

1 1  ^d)  Duties. — 

12  (1)     Clearinghouse    function. — (A)     The 

13  Federal    Software   Review   Council    shall   act   as   a 

14  clearinghouse  of  information  on  the  software  that — 

15  (i)  is  commercially  available  to  the  Federal 

16  Government;  and 

17  (ii)  has  been  uniquely  developed  for  use  by 

18  one  or  more  executive  agencies. 

19  (B)  The  Federal  Software  Review  Council  shall 

20  provide  advice  to  heads  of  executive  agencies  regard- 

21  ing  recommended    software   engineering  techniques 

22  and   commercial   software   solutions   appropriate   to 

23  the  agency's  needs. 

24  (2)    SOP^TWARE   FOR  USE   IN   DEVELOPMENT  OF 

25  AGENCY   SYSTEMS. — The   Federal   Software   Review 
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1  Council   shall   submit  to   the   Federal   Information 

2  Council  proposed  guidelines  and  standards  regarding 

3  the  use  of  commercial  software,  nondevelopmental 

4  items  of  software,  and  uniquely  developed  software 

5  in  the  development  of  executive  agency  information 

6  systems. 

7  (3)  Integration  of  multiple  software. — 

8  The  Federal  Software  Review  Council  shall  submit 

9  to  the  Federal  Information  Council  proposed  guid- 

10  ance  regarding  integration  of  multiple  software  com- 

1 1  ponents  into  executive  agency  information  systems. 

12  (4)  Review  of  proposals  for  uniquely  de- 

13  VELOPED  items  OF  SOFTWARE. — (A)  In  each  case 

14  in  which  an  executive  agency  undertakes  to  acquire 

15  a  uniquely  developed  item  of  software  for  an  infor- 

16  mation  system  used  or  to  be  used  by  the  agency, 

17  the  Federal  Software  Review  Council  shall — 

18  (i)   determine  whether  it  would  be   more 

19  beneficial  to  the  executive  agency  to  use  com- 

20  mercial    items    or    nondevelopmental    items    to 

21  meet  the  needs  of  the  executive  agency;  and 

22  (ii)   submit  the  Federal   Software   Review 

23  Council's  determination  to  the  head  of  the  exec- 

24  utive  agency. 
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1  (B)  Subparagraph  (A)  applies  to  an  informa- 

2  tioii   technology   acquisition   program    in   excess   of 

3  $1,000,000. 

4  Subtitle  F — Interagency  Functional 

5  Groups 

6  SEC.  161.  ESTABUSHMENT. 

7  (a)  In  General. — The  heads  of  executive  agencies 

8  may  jointly  establish  one  or  more  interagency  groups, 

9  known  as  "functional  groups" — 

10  (1)  to  examine  issues  that  would  benefit  from 

11  a  Governmentwide  or  multi-agency  perspective; 

12  (2)  to  submit  to  the  Federal  Information  Coun- 

13  cil  proposed  solutions  for  problems  in  specific  com- 

14  mon  operational  areas;  and 

15  (3)  to  promote  cooperation  among  agencies  on 

16  information  technology  matters. 

17  (b)  Requirement  for  Common  Interests. — The 

1 8  representatives  of  the  executive  agencies  participating  in 

19  a  functional  group  shall  have  the  following  common  inter- 

20  ests: 

21  (1)  Involvement  in  the  same  or  similar  fune- 

22  tional  areas  of  agency  operations. 

23  (2)  Mission-related  processes  or  administrative 

24  processes  that  would  benefit  from  common  or  similar 

25  applications  of  information  technology. 
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1  (3)  The  same  or  similar  requirements  for — 

2  (A)  information  technology;  or 

3  (B)  meeting  needs  of  the  common  recipi- 

4  ents  of  services  of  the  agencies. 

5  SEC.  162.  SPECIFIC  FUNCTIONS. 

6  The  functions  of  an  interagency  functional  group  are 

7  as  follows: 

8  (1)  To  identify  common  goals  and  requirements 

9  for  common  agency  programs. 

10  (2)  To  develop  a  coordinated  approach  to  meet- 

11  ing    agency    requirements,     including    coordinated 

12  budget  estimates  and  procurement  programs. 

13  (3)  To  identify  opportunities  to  share  informa- 

14  tion  for  improving  the  quality  of  the  performance  of 

15  agency  functions,  for  reducing  the  cost  of  agency 

16  programs,  and  for  reducing  burdens  of  agency  activi- 

17  ties  on  the  public. 

18  (4)  To  coordinate  activities  and  the  sharing  of 

19  information  with  other  functional  groups. 

20  (5)  To  make  recommendations  to  the  heads  of 

21  executive  agencies  and  to  the  Director  of  the  Office 

22  of  Management  and  Budget  regarding  the  selection 

23  of  protocols   and   other   standards   for   information 

24  technology,  including  security  standards. 
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1  (6)  To  support  interoperability  among  informa- 

2  tion  systems. 

3  (7)  To  perform  other  functions,  related  to  the 

4  purposes  set  forth  in  section   161(a),  that  are  as- 

5  signed  by  the  Federal  Information  Council. 

6  Subtitle  G — Congressional 

7  Oversight 

8  SEC.  171.  ESTABUSHMENT  AND  ORGANIZATION  OF  JOINT 

9  COMMITTEE  ON  INFORMATION. 

10  (a)  Establishment. — There  is  established  in  Con- 

1 1  gress  a  Joint  Committee  on  Information  composed  of  eight 

12  members  as  follows: 

13  (1)  Four  members  of  the  Committee  on  Govern- 

14  mental  Affairs  of  the  Senate  appointed  by  the  Chair- 

15  man  of  that  committee. 

16  (2)  Four  members  of  the  Committee  on  Govern- 

17  ment  Reform  and  Oversight  of  the  House  of  Rep- 

18  resentatives  appointed  by  the  Chairman  of  that  com- 

19  mittee. 

20  (b)  Term  op  Appointment. — The  term  of  service 

21  of  a  member  on  the  joint  committee  shall  expire  imme- 

22  diately  before  the  convening  of  the  Congress  following  the 

23  Congress  during  which  the  member  is  appointed.  A  mem- 

24  ber  may  be  reappointed  to  serve  on  the  joint  committee. 
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1  (c)  Vacancies. — ^A  vacancy  in  the  membership  of  the 

2  joint  committee  does  not  affect  the  power  of  the  remaining 

3  members  to  carry  out  the  responsibihties  of  the  joint  com- 

4  mittee.  The  vacancy  shall  be  filled  in  the  same  manner 

5  as  the  original  appointment. 

6  (d)  Chairman  and  Vice  Chairman. — 

7  (1)  Election  by  committee. — The  chairman 

8  and  vice  chairman  of  the  joint  committee  shall  be 

9  elected  by  the  members  of  the  joint  committee  from 

10  among  the  members  of  the  joint  committee. 

11  (2)    Bicameral    committee    leadership. — 

12  The  chairman  and  vice  chairman  may  not  be  mem- 

13  bers  of  the  same  House  of  Congress. 

14  (3)  Rotation  of  leadership  positions  be- 

15  tween    houses. — The    eligibility    for    election    as 

16  chairman  and  for  election  as  vice  chairmanship  shall 

17  alternate    annually   between    the    members    of   one 

18  house  of  Congress  and  the  members  of  the  other 

19  house  of  Congress. 

20  SEC.  172.  RESPONSIBILrnES  OF  JOINT  COMMITTEE  ON  IN- 

21  FORMATION. 

22  (a)  In  General. — The  Joint  Committee  on  Informa- 

23  tion  has  the  following  responsibilities: 

24  (1)  To  review  information-related  operations  of 

25  the  Federal  Government,  including  the  acquisition 
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1  and    nian£igement    of   information    technology    and 

2  other  information  resources. 

3  (2)  To  perform  studies  of  major  information  re- 

4  sources  management  issues  regarding  such  matters 

5  as  the  following: 

6  (A)   Compatibility  and   interoperability  of 

7  systems. 

8  (B)  Electronic  commerce. 

9  (C)  Performance  measurement. 

10  (D)  Process  improvement. 

11  (E)  Paperwork  and  regulatory  burdens  im- 

12  posed  on  the  public. 

13  (F)  Statistics. 

14  (G)      Management     and     disposition     of 

15  records. 

16  (H)  Privacy  and  confidentiality. 

17  (I)  Security  and  protection  of  information 

1 8  resources. 

19  (J)  Accessibility  and  dissemination  of  Gov- 

20  emment  information. 

21  (K)     Information     technology,     including 

22  printing  and  other  media. 

23  (L)    Information    technology   procurement 

24  policy,  training,  and  personnel. 


•S  946  IS 


124 

72 

1  (3)  To  submit  to  the  Committees  on  Govem- 

2  mental  Affairs  and  on  Appropriations  of  the  Senate 

3  and   the   Committees   on   Government  Reform   and 

4  Oversight  and  on  Appropriations  of  the  House  of 

5  Representatives  recommendations  for  legislation  de- 

6  veloped  on  the  basis  of  the  reviews  and  studies. 

7  (4)  To  cany  out  the  responsibilities  of  the  joint 

8  committee  under  chapter  1  of  title  44,  United  States 

9  Code. 

10  (5)  To  carry  out  responsibilities  regarding  the 

11  Library  of  Congress  as  provided  by  the  Senate  and 

12  the  House  of  Representatives. 

13  (b)  Study  Required. — Upon  the  organization  of  the 

1 4  Joint  Committee  on  Information,  the  joint  committee  shall 

15  consider  and  develop  policies  and  procedures  providing  for 

16  cooperation  among  the  committees  of  Congress  having  ju- 

17  risdiction  over  authorizations  of  appropriations,   appro- 

18  priations,  and  oversight  of  departments  and  agencies  of 

19  the  Federal  Government  in  order  to  provide  incentives  for 

20  such  departments  and  agencies  to  maximize  effectiveness 

21  in  the  administration  of  this  Act  and  the  amendments 

22  made  by  this  Act. 

23  (c)  Transfers. — 

24  (1)  Functions. — The  functions  of  the  Joint 

25  Committee   on   Printing  and   the   functions   of  the 
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1  Joint  Committee  of  Congress  on  the  Library  are 

2  transferred  to  the  Joint  Committee  on  Information. 

3  (2)  Records. — The  records  of  the  Joint  Com- 

4  mittee   on   Printing  and   the   records   of  the   Joint 

5  Committee  of  Congress  on  the  Library  are  trans- 

6  ferred  to  the  Joint  Committee  on  Information. 

7  (d)  Termination  of  Superseded  Joint  Commit- 

8  TEES. — The  Joint  Committee  on  Printing  and  the  Joint 

9  Committee  of  Congress  on  the  Library  are  terminated. 

10  SEC.  173.  RULEMAKING  AUTHORITY  OF  CONGRESS. 

1 1  This  subtitle  is  enacted — 

12  (1)  as  an  exercise  of  the  rulemaking  power  of 

13  the  Senate  and  House  of  Representatives,  respec- 

14  tively,  and  as  such  it  is  deemed  a  part  of  the  rules 

15  of  each  House,  respectively,  and  it  supersedes  other 

16  rules  only  to  the  extent  that  it  is  inconsistent  with 

17  such  rules;  and 

18  (2)  with  full   recognition  of  the  constitutional 

19  right  of  either  House  to  change  the  rules  (so  far  as 

20  the  rules  relate  to  that  House)  at  any  time,  in  the 

21  same  manner,  and  to  the  same  extent  as  in  the  case 

22  of  anv  other  rule  of  that  House. 


•S  946  IS 


126 
74 

1  Subtitle  H — Other  Responsibilities 

2  SEC.  181.  RESPONSmiLrnES  UNDER  THE  NATIONAL  INSTI- 

3  TUTE  OF  STANDARDS  AND  TECHNOLOGY  ACT. 

4  (a)  Standards  Program. — 

5  (1)  Mission  and  duties. — Subsection  (a)  of 

6  section  20  of  the  National  Institute  of  Standards 

7  and     Technology     Act     (15     U.S.C.     278g-3)     is 

8  amended — 

9  (A)  by  striking  out  "The  Institute — "  in 

10  the  matter  preceding  paragraph  (1)  and  insert- 

1 1  ing  in  lieu  thereof  "To  the  extent  authorized  by 

12  the  Director  of  the  Office  of  Management  and 

13  Budget,  the  Director  of  the  Institute  shall — "; 

14  (B)    in    paragraph    (3),    by    striking   out 

15  "have  responsibility  within  the  Federal  Govern- 

16  ment"  and  inserting  in  lieu  thereof  "carry  out 

17  the  responsibility  of  the  Director  of  the  Office 

18  of  Management  and  Budget";  and 

19  (C)  in  paragraph  (4),  by  striking  out  "to 

20  the   Secretary  of  Commerce  for  promulgation 

21  under  section   111(d)  of  the  Federal  Property 

22  and  Administrative  Services  Act  of  1949"  and 

23  inserting  in  lieu  thereof  "to  the  Director  of  the 

24  Office  of  Management  and  Budget  under  sec- 
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1  tion  124  of  the  Information  Technology  Man- 

2  ag:ement  Rt^form  Act  of  1995" 

3  (2)  Authority. — Subsection  (b)  of  such  sec- 

4  tion  is  amended — 

5  (A)  by  striking  out  "In  fulfilling  subsection 

6  (a)  of  this  section,  the  Institute  is  authorized" 

7  in  the  matter  preceding  paragraph  (1)  and  in- 

8  serting  in  lieu  thereof  "In  order  to  carry  out 

9  duties  authorized  under  subsection  (a),  the  Di- 

10  rector  of  the  Institute  may,  to  the  extent  au- 

1 1  thorized  by  the  Director  of  the  Office  of  Man- 

12  agement  and  Budget — "; 

13  (B)  in  paragraph  (2),  by  striking  out  "Ad- 

14  ministrator  of  General  Services  on  policies  and 

15  regulations  proposed  pursuant  to  section  111(d) 

16  of   the    Federal    Property    and    Administrative 

17  Services   Act   of   1949"    and   inserting  in    lieu 

18  thereof  "Director  of  the  Office  of  Management 

19  and   Budget   on   policies   and   regulations   pro- 

20  posed  pursuant  section  124  of  the  Information 

21  Technology  Management  Reform  Act  of  1995"; 

22  (C)  in  paragraph  (3),  by  striking  out  "sec- 

23  tion   111(d)  of  the  Federal  Property  and  Ad- 

24  ministrative  Senices  Act  of  1949"  and  insert- 

25  ing  in  lieu  thereof  "section  124  of  the  Informa- 
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1  tion   Technology  Management   Reform  Act   of 

2  1995";  and 

3  (D)  in  paragraph  (4),  by  striking  out  "Of- 

4  fice   of  Personnel   Management   in   developing 

5  regulations  pertaining  to  training,  as  required 

6  by"  and  inserting  in  lieu  thereof  "Director  of 

7  the  Office  of  Management  and  Budget  in  carry- 

8  ing  out  the  responsibilities  regarding  training 

9  regulations  provided  under". 

10  (3)  Authority  of  director  of  omb. — Such 

11  section  is  amended — 

12  (A)  by  redesignating  subsection  (d)  as  sub- 

13  section  (e);  and 

14  (B)   by  inserting  after  subsection   (c)   the 

15  following  new  subsection  (d): 

16  "(d)  Authority  of  Director  of  OMB. — The  Di- 

17  rector  of  the  Office  of  Management  and  Budget  may — 

18  "(1)  authorize  the  Director  of  the  Institute  to 

19  perform  any  of  the  functions  and  take  any  of  the  ac- 

20  tions  provided  in  subsections  (a),  (b),  or  (c),  or  limit, 

21  withdraw,  or  withhold  such  authority; 

22  "(2)  perform  any  of  the  functions  and  take  any 

23  of  the  actions  pro\ided  in  subsections  (a),  (b),  or  (c); 

24  and 


•S  946  IS 


129 

77 

1  "(3)  designate  any  other  officer  of  the  Federal 

2  Government  in  the  executive  branch  to  perform  any 

3  of  such  functions  and  exercise  any  of  such  authori- 

4  ties.". 

5  (4)    Terminology. — Such    section    is   further 

6  amended  by  striking  out  "computer  system"  each 

7  place  it  appears  and  inserting  in  heu  thereof  "infor- 

8  mation  system". 

9  (5)  Definitions. — Subsection  (e)  of  such  sec- 

10  tion,     as     redesignated     by     paragraph     (3),     is 

1 1  amended — 

12  (A)  in  paragraph  (l)(B)(v)  by  striking  out 

13  "Administrator  of  General  Services  pursuant  to 

14  section  111  of  the  Federal  Property  and  Ad- 

15  ministrative  Services  Act  of  1949"  and  insert- 

16  ing  in  lieu  thereof  "Director  of  the  Office  of 

17  Management  and  Budget";  and 

18  (B)  in  paragraph  (2)(B),  by  striking  out 

19  "as  that  term  is  defined  in  section  111(a)(2)  of 

20  the  Federal  Property  and  Administrative  Serv- 

21  ices  Act  of  1949". 

22  (b)  Information  System  Security  and  Privacy 

23  Advisory  Board. — 
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1  (1)  Establishment. — Subsection  (a)  of  sec- 

2  tion  21  of  the  National  Institute  of  Standards  and 

3  Technology  Act  (15  U.S.C.  278g-4)  is  amended— 

4  (A)   by  striking  out   "within  the  Depart- 

5  ment  of  Commerce"  in  the  first  sentence  and 

6  inserting  in  lieu  thereof  "within  the  Office  of 

7  the   Chief  Information   Officer   of  the   United 

8  States";  and 

9  (B)   by   striking  out   "Secretary  of  Com- 

10  merce"  both  places  it  appears  and  inserting  in 

11  lieu  thereof  "Director  of  the  Office  of  Manage- 

12  ment  and  Budget". 

13  (2)    Recipients    of   advice    and    reports 

14  PROM   BOARD. — Subsection    (b)   of  such   section   is 

15  amended — 

16  (A)  by  striking  out  "Institute  and  the  Sec- 

17  retary  of  Commerce"  in  paragraph  (2)  and  in- 

18  serting  in  lieu  thereof  "Director  of  the  Office  of 

19  Management  and  Budget";  and 

20  (B)  by  striking  out  "the  Secretary  of  Com- 

21  merce,"  in  paragri-aph  (3). 

22  (3)    Terminology. — Such    section   is   further 

23  amended  by  striking  out  "computer  system"  each 

24  place  it  appears  and  inserting  in  lieu  thereof  "infor- 

25  mation  system". 
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1  (4)  Definitions. — Subsection  (j?)  of  such  see- 

2  tion  is  amended  by  strilting  out  "section  20(d)"  and 

3  inserting  in  lieu  thereof  "section  20(e)". 

4  SEC.  182.  RESPONSIBILITIES  UNDER  THE  COMPUTER  SECU- 

5  RTTY  ACT  OF  1987. 

6  (a)     Responsibility     for     Tii^vLxixci     Recui^v- 

7  Tioxs. — Section  5(c)  of  the  Computer  Security  Act  of 

8  1987  (PubHc  Law  100-235;  101  Stat.  1729)  is  amended 

9  by  striking-  out  "Within  six  months  after  the  date  of  the 

10  enactment  of  this  Act,  the  Director  of  the  Office  of  Per- 

1 1  sonnel  Management"  and  inserting  in  heu  thereof  "The 

12  Director  of  the  Office  of  Management  and  Budget". 

13  (b)    Repeai^   of   Executed   Provision. — Section 

14  5(b)  of  such  Act  is  amended  by  striking  out  "shall  be 

15  started  within  60  days  after  the  issuance  of  the  regula- 

16  tions  described  in  subsection  (c).  Such  training". 

17  TITLE  II— PROCESS  FOR  ACQUI- 

18  SITIONS      OF      INFORMATION 

19  TECHNOLOGY 

20  Subtitle  A — Procedures 

2 1  SEC.  201.  PROCUREMENT  PROCEDURES. 

22  (a)  Responsibility. — The  Director  of  the  Office  of 

23  Management  and  Budget  of  the  United  States  shall  pre- 

24  scribe  in  regulations  the  procedures  to  be  used  in  conduct- 

25  ing  information  technology  acquisitions.  The  procedures 
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1  shall  be  made  a  part  of  the  Federal  Acquisition  Regula- 

2  tion. 

3  (b)  Standards  for  Procedures. — The  Director 

4  shall  ensure  that  the  process  for  acquisition  of  information 

5  technology  is,  in  general,  a  simplified,  clear,  and  under- 

6  standable  process  that,  for  higher  cost  and  higher  risk  ae- 

7  quisitions,    provides    progressively    more    stringent    pre- 

8  cautions  for  ensuring  that  there  is  full  and  open  competi- 

9  tion  in  an  acquisition  and  that  each  acquisition  timely  and 

10  effectively  satisfies  the  needs  of  the  Federal  Government. 

11  (c)   Performance  Measurements. — The  regula- 

12  tions  shall  include  performance  measurements  and  other 

13  performance  requirements  that  the  Director  determines 

14  appropriate. 

15  (d)  Use  of  Commercial  Items. — The  regulations 

16  shall  require  the  head  of  each  executive  agency  to  use,  to 

17  the   maximum   extent  practicable,   commercial   items   to 

1 8  meet  the  information  technology  requirements  of  the  exec- 

19  utive  agency. 

20  (e)  Differentiated  Procedures  and  Require- 

21  ments. — Subject  to  subsection  (b),  the  Director  shall  pre- 

22  scribe  different  sets  of  procedures  and  requirements  for 

23  acquisitions  in  each  of  the  following  categories  of  acquisi- 

24  tions: 

25  (1)  Acquisitions  not  in  excess  of  $5,000,000. 
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1  (2)  Acquisitions  in  excess  of  $5,000,000  and 

2  not  in  excess  of  $25,000,000. 

3  (3)  Acquisitions  in  excess  of  $25,000,000  and 

4  not  in  excess  of  $100,000,000. 

5  (4)  Acquisitions  in  excess  of  $100,000,000. 

6  (5)  Acquisitions  considered  as  high-risk  acquisi- 

7  tions. 

8  (f)  Differentiation  on  the  Basis  of  Other 

9  Factors. — In  prescribing  regulations  under  this  title,  the 

10  Director  shall  consider  whether  and,  to  the  extent  appro- 

1 1  priate,  how  to  differentiate  in  the  treatment  and  conduct 

12  of  acquisitions  of  information  technology  on  any  of  the  fol- 

1 3  lowing  additional  bases: 

14  (1)  The  information  technology  to  be  acquired, 

15  including  such  considerations  as  whether  the  item  is 

16  a  commercial  item  or  an  item  being  developed  or 

17  modified  uniquely  for  use  by  one  or  more  executive 

1 8  agencies. 

19  (2)    The   complexity   of  the   information   tech- 

20  nology  acquisition,  including  such  considerations  as 

21  size  and  scope. 

22  (3)  The  level  of  risk  (at  levels  other  than  high 

23  risk  covered  by  procedures  and  requirements  pre- 

24  scribed  pursuant  to  subsection  (e)),  including  tech- 

25  nical  and  schedule  risks. 
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1  (4)  The  level  of  experience  or  expertise  of  the 

2  critical   personnel    in   the   program   office,    mission 

3  unit,  or  office  of  the  chief  information  officer  of  the 

4  executive  agency  concerned. 

5  (5)  The  extent  to  which  the  information  tech- 
6_  nology  may  be  used  Grovemment  wide  or  by  several 

7  agencies. 

8  (g)  Required  Actions. — The  regulations  shall  re- 

9  quire  the  heads  of  executive  agencies,  in  planning  for  and 

10  undertaking  acquisitions  of  information   technology,   to 

11  apply  sound  methodologies  and  approaches  that  result  in 

12  realistic  and  comprehensive  advance  assessments  of  risks, 

13  reasonable  management  of  the  risks,  and  maximization  of 

14  the  benefit  derived  by  the  Federal  Grovernment  toward 

15  meeting  the  requirements  for  which  the  technology  is  ac- 

16  quired. 

17  SEC.  202.  AGENCY  PROCESS. 

18  (a)  Responsibility. — The  head  of  each  executive 

19  agency  shall,  consistent  with  the  regulations  prescribed 

20  under  section  201,  design  and  apply  in  the  executive  agen- 

21  cy  a  process  for  maximizing  the  value  and  assessing  and 

22  managing  the  risks  of  the  information  technology  acquisi- 

23  tions  of  the  agency. 

24  (b)  Design  of  Process. — The  process  shall — 
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1  (1)  provide  for  the  selection,  control,  and  eval- 

2  nation  of  the  results  of  information  technology  in- 

3  vestments  of  the  agency; 

4  (2)  be  integrated  with  budget,  financial,   and 

5  program  management  decisions  of  the  agency;  and 

6  (3)  incorporate  the  procedures  and  satisfy  the 

7  requirements,  including  procedures  and  requirements 

8  applicable  under  various  threshold  criteria,  that  are 

9  prescribed  pursuant  to  section  201. 

10  (c)  Benefit  and  Risk  Measurements. — 

11  (1)  Requirement. — The  process  shall  provide 

12  for  clearly  identifying  in  advance  of  the  acquisition 

13  quantifiable  measurements  for  determining  the  net 

14  benefits    and    risks    of   each    proposed    information 

1 5  technology  investment. 

16  (2)  Examples  op  measures. — (A)  Measure- 

1 7  ments  of  net  benefits  could  include  such  measures  as 

18  cost  reductions,  decreases  in  program  cycle  time,  re- 

19  turn  on  investment,   increases  in  productivity,   en- 

20  hanced  capability,  reductions  in  the  paperwork  bur- 

21  den  imposed  on  the  public,  and  improvements  in  the 

22  level  of  public  satisfaction  with  services  provided. 

23  (B)  Measures  of  risk  could  include  such  meas- 

24  ures   as  project   size   and   scope,   project   longevity, 

25  technical   configurations,   unusual   security  require- 

•S  946  IS 


136 


84 

1  ments,  special  project  management  skills,  software 

2  complexity,  system  integration  requirements,  and  ex- 

3  isting  technical  and  management  expertise. 

4  (d)  Evaluation  of  Value  of  Proposed  Invest- 

5  MENTS. — ^The  process  shall  require  evaluation  of  the  value 

6  of  a  proposed  information  technology  investment  to  the 

7  performance  of  agency  missions,  including  the  provision 

8  of  services  to  the  pubUc,  on  the  basis  of — 

9  (1)   the   measurements   applicable   under   sub- 

10  section  (c)  as  well  as  other  applicable  criteria  and 

11  standards;  and 

12  (2)  a  comparison  of  that  investment  with  other 

13  information  technology  investments  proposed  to  be 

14  undertaken  by  or  for  the  agency. 

15  (e)  Periodic  Review  by  Senior  Managers. — 

16  (1)  In  general. — The  process  shall  provide  for 

17  senior  managers  of  the  executive  agency — 

18  (A)  to  review  on  a  periodic  basis  the  devel- 

19  opment,  implementation,  and  operation  of  infor- 

20  mation  technology  investments  undertaken  or  to 

21  be  undertaken  by  the  agency  and  the  informa- 

22  tion    technology   acquired    under    such    invest- 

23  ments;  and 

24  (B)   in   the   case   of  each   investment,   to 

25  make  recommendations  to  the  head  of  the  exce- 
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1  utive  agency  regarding  actions  that  should  be 

2  taken  in  order  to  ensure  that  suitable  progress 

3  is  made  toward  achieving  the  goals  established 

4  for  the  investment  or  that  the  investment,  if  not 

5  making  suitable  progress,   is  terminated  in  a 

6  timely  manner. 

7  (2)  Reviews  after  implemextatiox. — The 

8  implementation  and  operation  reviews  provided  for 

9  under  paragraph  (1)  shall  include  provisions  for  sen- 

10  ior  managers  of  the  executive  agency — 

1 1  (A)  upon  the  implementation  of  the  invest- 

12  ment,  to  evaluate  the  results  of  the  investment 

13  in  order  to  determine  whether  the  benefits  pro- 

14  jected  for  the  investment  were  achieved;  and 

15  (B)  after  operation  of  information  systems 

16  under  the  investment  begins,  to  conduct  peri- 

17  odie  reviews  of  the  systems  in  order — 

18  (i)  to  determine  whether  the  benefits 

19  to  mission  performance  resulting  from  the 

20  use  of  such  systems  are  satisfactory;  and 

21  (ii)  to  identify  opportunities  for  addi- 

22  tional  improvement  in  mission  performance 

23  that  can  be  derived  from  use  of  such  sys- 

24  tems. 
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1  (f)   Specific  Acquisition  Procedures. — In  the 

2  awarding  of  contracts  for  the  acquisition  of  information 

3  technology,  the  head  of  an  executive  agency  shall  consider 

4  the  information  on  the  past  performance  of  offerors  that 

5  is  available  from  the  Director  of  the  Office  of  Management 

6  and  Budget. 

7  SEC.  203.  INCREMENTAL  ACQUISITION  OF  INFORMATION 

8  TECHNOLOGY. 

9  (a)  In  General. — The  regulations  prescribed  under 

10  section  201  shall  require  that,  to  the  maximum  extent 

11  practicable,  an  executive  agency's  needs  for  information 

12  technology  be  satisfied  in  successive,  incremental  acquisi- 

13  tions  of  interoperable  systems  the  characteristics  of  which 

14  comply  with  readily  available  standards  and,  therefore, 

15  can  be  connected  to  other  systems  that  comply  with  such 

16  standards. 

17  (b)    Division    of    Acquisitions    Into    Incre- 

18  ments. — Under  the  successive,   incremental   acquisition 

19  process,  an  extensive  acquisition  of  information  technology 

20  shall  be  divided  into  several  smaller  acquisition  increments 

21  that— 

22  (1)    are    easier    to    manage    individually    than 

23  would  be  one  extensive  acquisition; 

24  (2)    address    complex    information    technology 

25  problems  incrementally  in  order  to  enhance  the  like- 
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1  lihood    of   achieving   workable    solutions    for    those 

2  problems; 

3  (3)   provide  for  delivery,   implementation,   and 

4  testing  of  workable  systems  or  solutions  in  discrete 

5  increments  each  of  which  comprises  a  system  or  so- 

6  lution  that  is  not  dependent  on  any  other  increment 

7  in  order  to  be  workable  for  the  purposes  for  which 

8  acquired;  and 

9  (4)  provide  an  opportunity  for  later  increments 

10  of  the  acquisition  to  take  advantage  of  any  evolution 

11  in  technology  or  needs  that  occurs  during  conduct  of 

12  the  earlier  increments. 

13  (c)  Timely  Acquisitions. — 

14  (1)  Award  of  contract. — If  a  contract  for  an 

15  increment  of  an  information  technology  acquisition 

16  is  not  awarded  within  180  days  after  the  date  on 

17  which  the  solicitation  is  issued,  that  increment  of  the 

18  acquisition  shall  be  canceled.  A  subsequent  solieita- 

19  tion  for  that  increment  of  the  solicitation,  or  for  a 

20  revision  of  that  increment,  may  be  issued.  A  contract 

21  may  be  awarded  on  the  basis  of  offers  received  in  re- 

22  sponse  to  a  subsequent  solicitation. 

23  (2)    Delivery. — (A)    The    information    tech- 

24  nology  provided  for  in  a  contract  for  acquisition  of 

25  information  technology  shall  be  delivered  within  18 
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1  months  after  the  date  on  which  the  soHcitation  re- 

2  suiting  in  award  of  the  contract  was  issued. 

3  (B)    The    Chief    Information    Officer    of    the 

4  United  States  may  waive  the  requirement  under  sub- 

5  paragraph  (A)  in  the  case  of  a  particular  contract. 

6  The  Chief  Information  Officer  shall  notify  Congress 

7  in  writing  of  each  waiver  granted  under  this  sub- 

8  paragraph. 

9  (C)  If  the  information  technology  to  be  acquired 

10  under  a  contract  is  not  timely  delivered  as  provided 

11  in  subparagraph  (A)  and  a  waiver  is  not  granted  in 

12  such  case,  the  contract  shall  be  terminated  and  the 

13  contracting  official  concerned  may  issue  a  new  solici- 

14  tation  that — 

15  (i)   provides  for  taking  advantage  of  ad- 

16  vances  in  information  technology  that  have  oc- 

17  curred  during  the  18-month  period  described  in 

18  subparagraph  (A)  and  advances  in  information 

19  technology  that  are  anticipated  to  occur  within 

20  the  period  necessary  for  completion  of  the  ac- 

21  quisition;  and 

22  (ii)  adjusts  for  any  changes  in  identified 

23  mission  requirements  to  be  satisfied  by  the  in- 

24  formation  technology. 
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1  (d)  Full-Increment  Funding  for  Major  and 

2  HiGH-RisK  Acquisitions. — 

3  (1)  Submission  op  program  increment  de- 

4  tails    to    congress. — Before    initial    funding    is 

5  made  available  for  an  information  technology  acqui- 

6  sition  program  that  is  in  excess  of  $100,000,000, 

7  the  head  of  the  executive  agency  for  which  the  pro- 

8  gram  is  carried  out  shall  submit  to  Congress  infor- 

9  mation  about  the  objectives  and  plans  for  the  con- 

10  duct  of  that  acquisition  program  and  the  funding  re- 

11  quirements   for  each   increment   of  the   acquisition 

12  program.  The  information  shall  identify  the  intended 

13  user  of  the  information  technology  items  to  be  ac- 

14  quired  under  the  program  and  each  increment  and 

15  shall  include  objective,  quantifiable  criteria  for  as- 

16  sessing  the  extent  to  which  the  objectives  and  goals 

17  established  for  the  program  are  achieved. 

18  (2)    Requirement    for    full    increment 

19  FUNDING. — (A)  In  authorizing  appropriations  for  an 

20  increment  of  an  information  technology  acquisition 

21  program,  Congress  shall  provide  an  authorization  of 

22  appropriations  for  the  program  increment  in  a  single 

23  amount  that  is  sufficient  for  carrying  out  that  incre- 

24  ment  of  the  program.  Each  such  authorization  of  ap- 


•S  946  IS 


142 


90 

1  propriations  shall  be  stated  in  the  authorization  law 

2  as  a  specific  item. 

3  (B)  In  each  law  making  appropriations  for  an 

4  increment  of  information  technology  acquisition  pro- 

5  gram,  Congress  shall  specify  the  program  increment 

6  for  which  an  appropriation  is  made  and  the  amount 

7  appropriated  for  that  program  increment. 

8  (e)  Commercial  Items. — 

9  (1)  Source. — Except  as  provided  in  paragraph 

10  (2),  a  commercial  item  used  in  the  development  of 

11  an  information  system  or  otherwise  being  acquired 

12  for  an  executive  agency  shall  be  acquired  through 

13  any  of  the  following  means  available  for  the  agency 

14  that  can  supply  an  item  satisfying  the  needs  of  the 

15  agency  for  the  acquisition: 

16  (A)  A  multiple  award  schedule  contract. 

17  (B)  A  task  or  delivery  order  contract. 

18  (C)    A   Federal    Government   on-line    pur- 

19  chasing  network  established  by  the  Chief  Infor- 

20  mation  Officer  of  the  United  States. 

21  (2)  Exception. — ^A  commercial  item  need  not 

22  be  acquired  from  a  source  referred  to  in  paragraph 

23  (1)  if  an  item  satisfying  such  needs  is  available  at 

24  a  lower  cost  from  another  source. 
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1  SEC.  204.  AUTHORITY  TO  UMTT  NUMBER  OF  OFFERORS. 

2  (a)     Civilian     Agency     Acquisitions. — Section 

3  303B(d)  of  the  Federal  Property  and  Administrative  Serv- 

4  ices  Act  of  1949  (41  U.S.C.  253b(d))  is  amended  by  add- 

5  ing  at  the  end  the  following: 

6  "(3)  Under  regulations  prescribed  by  the  Director  of 

7  the  Office  of  Management  and  Budget,  a  contracting  offi- 

8  cer  of  an  executive  agency  receiving  more  than  three  com- 

9  petitive  proposals  for  a  proposed  contract  for  acquisition 

10  of  information  technology  may  solicit  best  and  final  offers 

1 1  from  the  three  offerors  who  submitted  the  best  offers  with- 

12  in  the  competitive  range,  as  determined  on  the  basis  of 

13  the  evaluation  factors  established  for  the  procurement. 

14  Notwithstanding  paragraph  (1)(A),  the  contracting  officer 

15  should  first  conduct  discussions  with  all  of  the  responsible 

16  parties  that  submit  offers  within  the  competitive  range.". 

17  (b)     Armed     Services     Acquisitions. — Section 

18  2305(b)  of  title  10,  United  States  Code,  is  amended  by 

19  adding  at  the  end  the  following: 

20  "(5)  Under  regulations  prescribed  by  the  Director  of 

21  the  Office  of  Management  and  Budget,  a  contracting  offi- 

22  cer  of  an  agency  receiving  more  than  three  competitive 

23  proposals  for  a  proposed  contract  for  acquisition  of  infor- 

24  mation  technology  may  sohcit  best  and  final  offers  from 

25  the  three  offerors  who  submitted  the  best  offers  within  the 

26  competitive  range.  Notwithstanding  paragraph  (4)(A)(i), 
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1  the  contracting  officer  should  first  conduct  discussions 

2  with  all  of  the  responsible  parties  that  submit  offers  within 

3  the  competitive  range.". 

4  SEC.  205.  EXCEPTION  FROM  TRUTH  IN  NEGOTIATION  RE- 

5  QUIREMENTS. 

6  (a)  Civilian  Agency  Acquisitions. — Section  304A 

7  of  the  Federal  Property  and  Administrative  Services  Act 

8  of  1949  is  amended — 

9  (1)  by  redesignating  subsection  (i)  as  subsection 

10  (j)  and,  as  so  redesignated,  is  amended  by  adding  at 

1 1  the  end  the  following: 

12  "(4)  The  term  'information  technology'  has  the 

13  meaning  given  that  term  in  section  4  of  the  Infor- 

14  mation    Technology    Management    Reform    Act    of 

15  1995.";  and 

16  (2)  by  inserting  after  subsection  (h)  the  foUow- 

17  ing  new  subsection  (i): 

18  "(i)   Additional   Exception   for   Information 

19  Technology  Commercial  Items. — The  head  of  an  ex- 

20  ecutive  agency  may  not  require  the  submission  of  cost  or 

21  pricing  data  in  a  procurement  of  any  information  tech- 

22  nology  that  is  a  commercial  item.  However,  the  head  of 

23  the  executive  agency  shall  seek  to  obtain  from  each  offeror 

24  or   contractor   the   information   described   in   subsection 

25  (d)(2)(A)(ii)  for  the  procurement.". 
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1  (b)     Armed     Services     Acquisitions. — Section 

2  2306a  of  title  10,  United  States  Code,  is  amended — 

3  (1)  by  redesignating  subsection  (i)  as  subsection 

4  (j)  and,  as  so  redesignated,  is  amended  by  adding  at 

5  the  end  the  following: 

6  "(4)  The  term  'information  technology'  has  the 

7  meaning  given  that  term  in  section  4  of  the  Infor- 

8  mation    Technology    Management    Reform    Act    of 

9  1995.";  and 

10  (2)  by  inserting  after  subsection  (h)  the  foUow- 

11  ing  new  subsection  (i): 

12  "(i)   Additional   Exception   for  Information 

13  Technology   Commercial   Items. — The   head   of  an 

14  agency  may  not  require  the  submission  of  cost  or  pricing 

15  data  in  a  procurement  of  any  information  technology  that 

16  is  a  commercial  item.  However,  the  head  of  an  agency 

17  shall  seek  to  obtain  from  each  offeror  or  contractor  the 

18  information  described  in  subsection  (d)(2)(A)(ii)  for  the 

19  procurement". 

20  SEC.  206.  UNRESTRICTED  COMPETITIVE  PROCUREMENT  OF 

21  COMMERCIAL  OFF-THE-SHELF  ITEMS  OF  IN- 

22  FORMATION  TECHNOLOGY. 

23  (a)  Full  and  Open  Competition  Required. — 

24  Full  and  open  competition  shall  be  used  for  each  procure- 
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1  ment  of  commercial  off-the-shelf  items   of  information 

2  technology  by  or  for  an  executive  agency. 

3  (b)  Inapplicability  of  Certain  Procurement 

4  Laws. — 

5  (1)  FAR  list. — The  Federal  Acquisition  Regu- 

6  lation  shall  include  a  list  of  provisions  of  law  that 

7  are  inapplicable  to  contracts  for  the  procurement  of 

8  commercial,  off-the-shelf  items  of  information  tech- 

9  nology.  A  provision  of  law  tliat  is  properly  included 

10  on  the  list  pursuant  to  paragraph  (2)  may  not  be 

11  construed    as   being   applicable   to    such    contracts. 

12  Nothing  in  this  section  shall  be  construed  to  render 

13  inapplicable  to  such  contracts  any  pro\ision  of  law 

14  that  is  not  included  on  such  list. 

15  (2)  Provisions  to  be  included. — ^A  provision 

16  of  law  described  in  subsection  (c)  shall  be  included 

17  on  the  list  of  inapplicable  provisions  of  law  required 

18  by  paragraph  (1)  unless  the  Chief  Information  Offi- 

19  cer  of  the  United  States,  in  consultation  with  the 

20  Federal  Information  Council,  makes  a  written  deter- 

21  mination  that  it  would  not  be  in  the  best  interest  of 

22  the  United  States  to  exempt  such  contracts  from  the 

23  applicability  of  that  provision  of  law. 

24  (c)   Covered  Law.— The  list  referred  to  in  sub- 

25  section  (b)(1)  shall  include  each  provision  of  law  that,  as 
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1  determined  by  the  Chief  Information  Officer,  sets  forth 

2  policies,  procedures,  requirements,  or  restrictions  for  the 

3  procurement  of  property  or  services  by  the  Federal  Gov- 

4  ernment,  except  the  following: 

5  (1)  A  provision  of  this  Act. 

6  (2)  A  provision  of  law  that  is  amended  by  this 

7  Act. 

8  (3)  A  provision  of  law  that  is  made  applicable 

9  to  procurements  of  commercial,  off-the-shelf  items  of 

10  information  technology  by  this  Act. 

11  (4)  A  provision  of  law  that  prohibits  or  limits 

12  the  use  of  appropriated  funds. 

13  (5)  A  provision  of  law  that  specifically  refers  to 

14  this  section  and  provides  that,  notwithstanding  this 

15  section,  such  provision  of  law  shall  be  applicable  to 

16  contracts  for  the  procurement  of  commercial  off-the- 

17  shelf  items  of  information  technology. 

18  (d)  Petition  To  Include  Omitted  Provision. — 

19  (1)  Petition  authorized. — ^Any  person  may 

20  submit  to  the  Chief  Information  Officer  a  petition  to 

21  include  on  the  hst  referred  to  in  subsection  (b)(1)  a 

22  provision  of  law  not  included  on  that  list. 

23  (2)  Action  on  petition. — The  Federal  Acqui- 

24  sition  Regulatory  Council  shall  amend  the  Federal 

25  Acquisition  Regulation  to  include  the  item  on  the  list 
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1  unless  the  Chief  Information  Officer,  in  consultation 

2  with  the  Federal  Information  Council — 

3  (A)  has  made  a  written  determination  de- 

4  scribed  in  subsection  (b)(2)  with  respect  to  that 

5  provision  of  law  before  receiving;  the  request;  or 

6  (B)  within  60  days  after  the  date  of  re- 

7  ceipt  of  the  request,  makes  such  written  deter- 

8  mination  regarding  the  provision  of  law. 

9  (e)  Definition. — In  this  subsection,  the  term  "com- 

10  mercial,    off-the-shelf  item    of   information    technology" 

1 1  means  an  item  of  information  technology  that — 

12  (A)  is  a  commercial  item  described  in  section 

13  4(12)(A)  of  the  Office  of  Federal  Procurement  Pol- 

14  icy  Act  (41  U.S.C.  403); 

15  (B)  is  sold  in  substantial  quantities  in  the  com- 

16  mercial  marketplace;  and 

17  (C)  is  offered  to  the  Government,  without  modi- 

18  fication,  in  the  same  form  in  which  it  is  sold  in  the 

19  commercial  marketplace. 

20  SEC.  207.  TASK  AND  DELIVERY  ORDER  CONTRACTS. 

21  (a)  Civilian  Agency  Acquisitions. — 

22  (1)  Requirement  for  multiple  awards. — 

23  Section  303H(d)  of  the  Federal  Property  and  Ad- 

24  ministrative    Services    Act    of    1949     (41     U.S.C. 
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1  253h(d))  is  amended  by  adding  at  the  end  the  fol- 

2  lowing  new  paragraph: 

3  "(4)  In  exercising  the  authority  under  this  section  for 

4  procurement  of  information  technology,  the  head  of  an  ex- 

5  ecutive  agency  shall  award  at  least  two  task  or  delivery 

6  order  contracts  for  the  same  or  similar  information  tech- 

7  nology  services  or  property  unless  the  Chief  Information 

8  Officer  of  the  United  States  determines  that,  because  of 

9  unusual  circumstances,  it  is  not  in  the  best  interests  of 

10  the  United  States  to  award  two  such  contracts.". 

11  .     (2)  Definition.— Section  303K  of  such  Act 

12  (41  U.S.C.  253k)  is  amended  by  adding  at  the  end 

13  the  following  new  paragraph: 

14  "(3)    The    term    'information    technology'    has    the 

15  meaning  given  that  term  in  section  4  of  the  Information 

1 6  Technology  Management  Reform  Act  of  1 9  9  5 . " . 

17  (b)  Armed  Services  Acquisitions. — 

18  (1)  Requirement  for  multiple  awards. — 

19  Section  2304a(d)  of  title  10,  United  States  Code,  is 

20  amended  by  adding  at  the  end  the  following  new 

21  paragraph: 

22  "(4)  In  exercising  the  authority  under  this  section  for 

23  procurement  of  information  technology,  the  head  of  an  ex- 

24  ecutive  agency  shall  award  at  least  two  task  or  delivery 

25  order  contracts  for  the  same  or  similar  information  tech- 
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1  nology  services  or  property  unless  the  Chief  Information 

2  Officer  of  the  United  States  determines  that,  because  of 

3  unusual  circumstances,  it  is  not  in  the  best  interests  of 

4  the  United  States  to  award  two  such  contracts.". 

5  (2)  Definition.— Section  2304d  of  title   10, 

6  United  States  Code,  is  amended  by  adding  at  the 

7  end  the  following  new  paragraph: 

8  "(3)    The    term    'information    technology'    has    the 

9  meaning  given  that  term  in  section  4  of  the  Information 

10  Technology  Management  Reform  Act  of  1995.". 

1 1  SEC.  208.  TWO-PHASE  SELECTION  PROCEDURES. 

12  (a)  Civilian  Agencies. — 

13  (1)   Procedures  authorized. — Title   III  of 

14  the   Federal   Property  and  Administrative   Services 

15  Act  of  1949  (41  U.S.C.  251  et  seq.)  is  amended  by 

16  inserting  after  section  303H  the  following  new  sec- 

17  tion: 

18  "two-phase  selection  procedures 

19  "Sec.  3031.  (a)  Procedures  Authorized. — The 

20  head  of  an  executive  agency  may  use  two-phase  selection 

2 1  procedures  for  entering  into  a  contract  for  the  acquisition 

22  of  information  technology  when  the  agency  head  deter- 

23  mines  that  three  or  more  offers  will  be  received  for  such 

24  contract,  substantial  design  work  must  be  performed  be- 

25  fore  an  offeror  can  develop  a  reliable  price  or  cost  proposal 
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1  for  such  contract,  and  the  offerors  will  incur  a  substantial 

2  amount  of  expenses  in  preparing  the  offers. 

3  "(b)  Procedures  Described. — Two-phase  selec- 

4  tion  procedures  consist  of  the  following: 

5  "(1)  The  agency  head  solicits  proposals  that — 

6  "(A)  include  information  on  the  offerors' — 

7  "(i)  technical  approach;  and 

8  "(ii)  technical  and  management  quali- 

9  .  fications;  and 

10  "(B)  do  not  include— 

1 1  "(i)  detailed  design  information;  or 

12  "(ii)  cost  or  price  information. 

13  "(2)  The  agency  head  evaluates  the  proposals 

14  on  the  basis  of  evaluation  criteria  set  forth  in  the  so- 

15  licitation,  except  that  the  agency  head  does  not  eon- 

16  sider  cost-related  or  price-related  evaluation  factors. 

17  "(3)   The  agency  head   selects   at  least   three 

18  offerors  as  the  most  highly  qualified  to  provide  the 

19  property  or  services  under  the  contract  and  requests 

20  the  selected  offerors  to  submit  competitive  proposals 

21  that  include  cost  and  price  information. 

22  "(4)  The  agency  head  awards  the  contract  in 

23  accordance  with  section  303B(d). 

24  "(c)     Resource     Comparison     Criteria     Re- 

25  quired. — ^In  using  two-phase  selection  procedures  for  en- 
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1  tering  into  a  contract,  the  agency  head  shall  establish  re- 

2  source  criteria  and  financial  criteria  applicable  to  the  con- 

3  tract  in  order  to  provide  a  consistent  basis  for  comparing 

4  the  offerors  and  their  proposals. 

5  "(d)    Two-Phase    Selection   Procedures   De- 

6  FINED. — In  this  section,  the  term  'two-phase  selection  pro- 

7  cedures'  means  procedures  described  in  subsection  (b)  that 

8  are  used  for  the  selection  of  a  contractor  on  the  basis  of 

9  cost  and  price  and  other  evaluation  criteria  to  provide 

10  property  or  services  in  accordance  with  the  provisions  of 

11  a  contract  which  requires  the  contractor  to  design  the 

12  property  to  be  acquired  under  the  contract  and  produce 

13  or  construct  such  property. 

14  "(e)  Definition. — In  this  section,  the  term  'infor- 

15  mation  technology'  has  the  meaning  given  the  term  in  sec- 

1 6  tion  4  of  the  Information  Technology  Management  Reform 

17  Act  of  1995.". 

18  (2)  Clerical  amendment. — The  table  of  con- 

19  tents  in  the  first  section  of  such  Act  is  amended  by 

20  inserting  after  the  item  relating  to  section  303H  the 

21  following  new  item: 

"Sec.  3031.  Two-phase  selection  procedures.". 

22  (b)  Department  of  Defense. — 

23  (1)  Procedures  authorized. — Chapter  137 

24  of  title  10,  United  States  Code,  is  amended  by  in- 

25  serting  after  section  2305  the  following  new  section: 
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1  **§  2305a.  Two-phase  selection  procedures 

2  "(a)  Procedures  Authorized. — The  head  of  an 

3  ag:ency  may  use  two-phase  selection  procedures  for  entei-- 

4  ing  into  a  contract  for  the  acquisition  of  information  tech- 

5  nology  when  the  head  of  the  agency  determines  that  three 

6  or  more  offers  will  be  received  for  such  contract,  substan- 

7  tial  design  work  must  be  performed  before  an  offeror  can 

8  develop  a  reliable  price  or  cost  proposal  for  such  contract, 

9  and  the  offerors  will  incur  a  substantial  amount  of  ex- 

10  penses  in  preparing  the  offers. 

11  "(b)  Procedures  Described. — Two-phase  selec- 

12  tion  procedures  consist  of  the  following: 

13  "(1)  The  head  of  the  agency  solicits  proposals 

14  that— 

15  "(A)  include  information  on  the  offerors' — 

16  "(i)  technical  approach;  and 

17  "(ii)  technical  and  management  quali- 

18  fications;  and 

19  "(B)  do  not  include — 

20  "(i)  detailed  design  information;  and 

21  "(ii)  cost  or  price  information. 

22  "(2)  The  head  of  the  agency  evaluates  the  pro- 

23  posals  on  the  basis  of  evaluation  criteria  set  forth  in 

24  the  solicitation,  except  that  the  head  of  the  agency 

25  does  not  consider  cost-related  or  price-related  eval- 

26  nation  factors. 
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1  "(3)  The  head  of  the  agency  selects  at  least 

2  three  offerors  as  the  most  highly  qualified  to  provide 

3  the  property  or  services  under  the  contract  and  re- 

4  quests  the  selected  offerors  to  submit  competitive 

5  proposals  that  include  cost  and  price  information. 

6  "(4)  The  head  of  the  agency  awards  the  con- 

7  tract  in  accordance  with  section  2305(b)(4)  of  this 

8  title. 

9  "(e)     Resource     Comparison     Criteria     Re- 

10  QUIRED. — In  using  two-phase  selection  procedures  for  en- 

1 1  tering  into  a  contract,  the  head  of  the  agency  shall  estab- 

12  lish  resource  criteria  and  financial  criteria  applicable  to 

1 3  the  contract  in  order  to  provide  a  consistent  basis  for  com- 

14  paring  the  offerors  and  their  proposals. 

15  "(d)    Two-Phase    Selection    Procedures    De- 

16  fined. — In  this  section,  the  term  'two-phase  selection  pro- 

17  cedures'  means  procedures  described  in  subsection  (b)  that 

18  are  used  for  the  selection  of  a  contractor  on  the  basis  of 

19  cost  and  price  and  other  evaluation  criteria  to  provide 

20  proi)erty  or  services  in  accordance  with  the  provisions  of 

21  a  contract  which  requires  the  contractor  to  design  the 

22  property  to  be  acquired  under  the  contract  and  produce 

23  or  construct  such  property. 

24  "(e)  Definition. — In  this  section,  the  term  'infor- 

25  mation  technology'  has  the  meaning  given  the  term  in  sec- 
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1  tion  4  of  the  Information  Technology  Management  Reform 

2  Act  of  1995.". 

3  (2)  Clerical  amendment. — The  table  of  sec- 

4  tions  at  the  beginning  of  such  chapter  is  amended 

5  by  inserting  after  the  item  relating  to  section  2305 

6  the  following: 

"2305a.  Two-phase  selection  procedures.". 

7  SEC.   209.   CONTRACTOR   SHARE   OF   GAINS   AND   LOSSES 

8  FROM  COST,  SCHEDULE,  AND  PERFORMANCE 

9  EXPERIENCE. 

10  The  Director  of  the  Office  of  Management  and  Budg- 

11  et  shall  prescribe  in  regulations  a  clause,  to  be  included 

12  in  each  cost-type  or  incentive-type  contract  for  procure- 

13  ment  of  information  technology  for  an  executive  agency, 

14  that  provides  a  system  for  the  contractor — 

15  (1)  to  be  rewarded  for  contract  performance  ex- 

16  ceeding  the  contract  cost,  schedule,  or  performance 

17  goals  to  the  benefit  of  the  United  States;  and 

18  (2)  to  be  penalized  for  failing — 

19  (A)   to  adhere  to  cost,   schedule,   or  per- 

20  formance  goals  to  the  detriment  of  the  United 

21  States;  or 

22  (B)  to  provide  an  operationally  effective  so- 

23  lution  for  the  information  technology  problem 

24  covered  by  the  contract. 
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1  Subtitle  B — ^Acquisition 

2  Management 

3  SEC.  221.  ACQUISITION  MANAGEMENT  TEAM. 

4  (a)  In  General. — 

5  (1)  Use  of  agency  personnel. — The  head  of 

6  each  executive  agency  planning  an  acquisition  of  in- 

7  formation  technology  shall  determine  whether  agency 

8  personnel  satisfying  the  requirements  of  subsection 

9  (b)  are  available  and  are  to  be  used  for  can-jing  out 

10  the  acquisition. 

11  (2)  Use  of  outside  acquisition  team. — If 

12  the  head  of  the  executive  agency  determines  that 

13  such  personnel  are  not  available  for  carrying  out  the 

14  acquisition,  the  head  of  that  agency  shall  consider 

15  designating  a  capable  executive  agent  to  carry  out 

16  the  acquisition. 

17  (b)  Capabilities  of  Agency  Personnel. — 

18  (1)  In  general. — The  head  of  each  executive 

19  agency  shall  ensure  that  the  agency  personnel  in- 

20  volved   in  an  acquisition  of  information  technology' 

21  have   the   experience,    and   have   demonstrated    the 

22  skills  and  knowledge,  necessaiy  to  carry  out  the  ac- 

23  quisition  competently. 


•S  946  IS 


157 

105 

1  (2)      HiGII-KISK      INFORMATION      TECHNOLOGY 

2  PROGRAM  ACQUISITIONS. — For  an  acquisition  under 

3  a  high-risk  information  technology  program — 

4  (A)  each  of  the  members  of  the  acquisition 

5  program  management  team  (including  the  man- 

6  agement,  technical,  program,  procurement,  and 

7  legal  personnel)  shall  have  experience  and  dem- 

8  onstrated   competence   in   the   team   member's 

9  area  of  responsibility;  and 

10  (B)  the  team  manager,  deputy  team  man- 

11  ager,  and  each  procurement  official  on  the  ac- 

12  quisition    management   team    shall   have   dem- 

13  onstrated  competence  in  participating  in  other 

14  major  information  system  acquisitions  or  have 

15  other  comparable  experience. 

16  (c)  ACQUISITION  Workforce  Training. — The  head 

17  of  each  executive  agency  shall  ensure  that  agency  person- 

18  nel  used  for  information  technology'  acquisitions  of  the 

19  agency  receive  continuing  training  in  management  of  in- 

20  formation  resources  and  the  acquisition  of  information 

21  technology-  in  order  to  maintain  the  competence  of  such 

22  personnel  in  the  skills  and  knowledge  necessary  for  earry- 

23  ing  out  such  acquisitions  successfully. 
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1  SEC.  222.  OVERSIGHT  OF  ACQUISITIONS. 

2  It  is  the  sense  of  Congress  that  the  Director  of  the 

3  Office  of  Management  and  Budget,  the  Chief  Information 

4  Officer  of  the  United  States,  the  heads  of  executive  agen- 

5  cies,  and  the  inspectors  general  of  executive  agencies,  in 

6  performing  responsibilities  for  oversight  of  information 

7  technology  acquisitions,  should  emphasize  reviews  of  the 
_8  operational  justifications  for  the  acquisitions,  the  results 

9  of  the  acquisition  programs,  and  the  performance  meas- 

10  urements  established  for  the  information  technology  rath- 

11  er  than  reviews  of  the  acquisition  process. 

12  TITLE  III— SPECIAL  FISCAL  SUP- 

13  PORT  FOR  INFORMATION  IN- 

14  NOVATION 

15  Subtitle  A — Information 

16  Technology  Fund 

17  SEC.  301.  ESTABLISHMENT. 

18  There  is  established  on  the  books  of  the  Treasury  a 

19  fund  to  be  known  as  the  "Information  Technology  Fund". 

20  SEC.  302.  ACCOUNTS. 

21  The  Information  Technology  Fund  shall  have  two  ac- 

22  counts  as  follows: 

23  (1)  The  Innovation  Loan  Account. 

24  (2)  The  Common  Use  Account. 
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1  Subtitle  B — Innovation  Loan 

2  Account 

3  SEC.  321.  AVAILABILITY  OF  FUND  FOR  LOANS  IN  SUPPORT 

4  OF  INFORMATION  INNOVATION. 

5  Amounts  in  the  Innovation  Loan  Account  shall  be 

6  available  to  the  Director  of  the  Office  of  Management  and 

7  Budget,  without  fiscal  year  limitation,  for  lending  to  an 

8  executive  agency  for  carrying  out  an  information  innova- 

9  tion  program  to  improve  the  productivity  of  the  agency. 

1 0  SEC.  322.  REPAYMENT  OF  LOANS. 

11  (a)  Repayment  Required. — The  head  of  an  execu- 

12  tive  agency  shall  repay  the  Innovation  Loan  Account  the 

13  amount  loaned  to  the  executive  agency. 

14  (b)  Terms  and  Conditions. — The  Director  of  the 

15  Office  of  Management  and  Budget  shall  prescribe  the 

16  terms  and  conditions  for  repayment  of  the  loan. 

17  (c)  Repayment  out  of  Savings. — The  funds  to  be 

18  used  by  the  head  of  an  executive  agency  for  repaying  a 

19  loan  shall  be  derived  as  provided  in  section  323  from  sav- 

20  ings  realized  by  the  agency  through  increases  in  the  pro- 

21  ductivity  of  the  agency  that  result  from  the  information 

22  innovation  funded  (in  whole  or  in  part)  by  the  loan.  The 

23  Director   shall   prescribe   guidelines   for   computing   the 

24  amount  of  the  sa\ings. 
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1  SEC.  323.  SAVINGS  FROM  INFORMATION  INNOVATIONS. 

2  (a)  Disposition  of  Savings. — Of  the  total  amount 

3  saved  by  an  executive  agency  in  a  fiscal  year  through  in- 

4  creases  in  the  productivity  of  the  agency  that  result  from 

5  information  innovations  funded  (in  whole  or  in  part)  by 

6  loans  from  the  Innovation  Loan  Account  50  percent  shall 

7  be  credited  to  the  Innovation  Loan  Account  in  repayment 

8  of  loans  to  the  agency  from  the  Fund. 

9  (b)  Employee  Incentives. — The  head  of  an  execu- 

10  tive  agency  is  authorized  to  pay  monetary  incentives  to 

11  agency  personnel  who  made  significant  contributions  to 

12  the  achievement  of  increases  in  agency  productivity  that 

13  resulted  in  the  savings. 

14  (c)  Computation  of  Savings. — For  purposes  of 

15  this  section,  the  amount  saved  by  an  executive  agency  in 

16  a  fiscal  year  as  a  result  of  increases  in  the  productivity 

17  of  the  agency  that  are  attributable  to  information  innova- 

18  tions  funded  (in  whole  or  in  part)  by  loans  from  the  Iniio- 

19  vation  Loan  Account  shall  be  computed  by  the  head  of 

20  the  agency  in  consultation  with  the  chief  information  offi- 

21  cer  and  chief  financial  officer  of  the  agency  and  in  accord- 

22  ance  with  the  guidelines  prescribed  pursuant  to  section 

23  322(c). 

24  SEC.  324.  FUNDING. 

25  (a)  Ixitlvi.  Capitalization. — The  head  of  each  ex- 

26  ecutive  agency  shall  transfer  to  the  Innovation  Loan  Ac- 
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1  count  at  the  beginning  of  each  fiscal  year  for  fiscal  years 

2  1996  through  2000  the  amount  equal  to  5  percent  of  the 

3  total  amount  available  to  that  executive  agency  for  such 

4  fiscal  year  for  information  resources,  as  determined  by  the 

5  Chief  Information  Officer  of  the  United  States. 

6  (b)  Authorization  of  Appropriations. — There  is 

7  authorized  to  be  appropriated  to  the  Innovation  Loan  Ac- 

8  count,  to  be  available  A\ithout  fiscal  year  limitation,  such 

9  sums  as  may  be  necessary  for  making  loans  authorized 
10  by  section  321. 

1 1  Subtitle  C — Common  Use  Account 

1 2  SEC.  331.  SUPPORT  OF  MULTIAGENCY  ACQUISITIONS  OF  IN- 

13  FORMATION  TECHNOLOGY. 

14  (a)  In  General. — ^Amounts  in  the  Common  Use  Ac- 

15  count  shall  be  available  to  the  Director  of  the  Office  of 

16  Management  and  Budget,  without  fiscal  year  limitation 

17  for  the  following  purposes: 

18  (1)  Acquisitions  of  information  technology  to  be 

19  used  by  two  or  more  executive  agencies. 

20  (2)  Expenses,  including  cost  of  personal  serv- 

21  ices,  incurred  for  developing  and  implementing  infor- 

22  mation  technology  for  support  of  two  or  more  execu- 

23  tive  agencies. 

24  (b)  Projects  Funded. — The  Director  of  the  Office 

25  of  Management  and  Budget  shall  select  for  funding  out 
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1  of  the  Common  Use  Account  projects  that  are  projected 

2  to  meet  the  following  requirements: 

3  (1)  Demonstrate  the  innovative  use  of  informa- 

4  tion    technology   to    reorganize    and    improve   work 

5  processes  or  to  integrate  programs  and  link  the  in- 

6  formation  systems  of  executive  agencies. 

7  (2)  Provide  substantial  benefits  to  the  public, 

8  such  as  improved  dissemination  of  information,  in- 

9  creased  timeliness  in  delivery  of  services,   and  in- 

10  creased  quality  of  services. 

11  (3)   Substantially  lower  the  operating  costs  of 

12  two  or  more  executive  agencies  or  programs. 

13  (c)  Limitation  of  Funding. — Funding  for  a  par- 

14  ticular  project  shall  ordinarily  be  limited  to  two  fiscal 

15  years. 

16  (d)  Additional  Requirement  for  Selection. — 

17  In  addition  to  meeting  the  requirements  in  subsection  (b), 

18  the  proposal  for  a  project  shall  include  a  transition  plan 

19  for  proceeding  from  a  pilot  program  or  the  initial  stage 

20  of  the  project  into  operation  of  the  information  technology. 

21  The  transition  plan  shall  identify  funding  sources  for  the 

22  transition  and  for  the  sustainment  of  operations. 

23  SEC.  332.  FUNDING. 

24  (a)  Initial  Capitalization. — 
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1  (1)  Transfer  of  funds.— The  initial  capital- 

2  ization  of  the  Common  Use  Account  shall  be  accom- 

3  plished  by  transfer  of  funds  under  paragraph  (2). 

4  (2)  Amount  and  source. — For  purposes  of 

5  paragraph  (1),  the  Administrator  of  General  Serv- 

6  ices   shall   transfer,   out   of  the   Information   Tech- 

7  nology  Fund  established  by  section  110  of  the  Fed- 

8  eral   Property  and  Administrative   Services  Act  of 

9  1949  (40  U.S.C.  757),  the  amount  equal  to  the  ex- 

10  cess  of — 

1 1  (A)  the  amount  of  the  unobligated  balance 

12  in  that  Fund,  over 

13  (B)  the  portion  of  that  unobligated  balance 

14  that  the  Administrator,  with  the  approval  of  the 

15  Director    of   the    Office    of   Management    and 

16  Budget,  determines  is  necessary  to  retain  for 

17  meeting  the  requirements  of  the  fund  for  the 

18  remainder  of  the  fiscal  year  in  which  this  Act 

19  takes  effect  under  section  1001(a)  and  the  next 

20  fiscal  year. 

21  (3)    Termination    of    information    tech- 

22  NOLOGY  FUND. — Effective  at  the  end  of  the  fiscal 

23  year  immediately  following  the  fiscal  year  in  which 

24  this  Act  takes  effect  under  section  1001(a) — 
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1  (A)   section   110  of  the  Federal  Property 

2  and   Administrative    Services   Act    (40    U.S.C. 

3  757)  is  repealed;  and 

4  (B)  the  Information  Technology  Fund  es- 

5  tablished  by  that  section  is  terminated. 

6  (b)  Charges  for  Common  Infrastructure  Serv- 

7  ices. — The  Director  of  the  Office  of  Management  and 

8  Budget  may  impose  on  executive  agencies  a  charge  for 

9  common  infrastructure  services  to  fund  the  Common  Use 

10  Account. 

1 1  (c)  Authorization  of  Appropriations. — There  is 

12  authorized  to  be  appropriated  to  the  Common  Use  Ac- 

13  count,  to  be  available  without  fiscal  year  limitation,  such 

14  sums  as  may  be  necessary  to  fund  multiagency  acquisi- 

1 5  tions  of  information  technology. 

16  Subtitle  D — Other  Fiscal  Policies 

1 7  SEC.  341.  LIMITATION  ON  USE  OF  FUNDS. 

18  Funds  available  to  an  executive  agency  for  informa- 

19  tion  technology  may  not  be  expended  for  a  proposed  infor- 

20  mation  technology  acquisition  until  the  head  of  the  agency 

21  certifies  in  writing  in  the  agency  records  of  that  acquisi- 

22  tion  that  the  head  of  the  agency  has  completed  a  review 

23  of  the  agency's  mission-related  processes  and  administra- 

24  tive  processes  to  be  supported  by  the  proposed  investment 

25  in  information  technology  and  has  established  perform- 
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1  ance    measurements    for    determining   improvements    in 

2  agency  performance. 

3  SEC.  342.  SENSE  OF  CONGRESS. 

4  It  is  the  sense  of  Congress  that  executive  agencies 

5  should  achieve  a  5  percent  per  year  decrease  in  the  cost 

6  incurred  by  the  agency  for  operating  and  maintaining  in- 

7  formation  technology,  and  a  5  percent  per  year  increase 

8  in  the  efficiency  of  the  agency  operations,  by  reason  of 

9  improvements  in  information  resources  management  by 

10  the  agency. 

1 1  SEC.  343.  REVIEW  BY  GAO  AND  INSPECTORS  GENERAL. 

12  (a)  Review  Required. — During  fiscal  year  1996 

1 3  and  each  of  the  first  four  fiscal  years  following  that  fiscal 

14  year,  the  Comptroller  General  of  the  United  States  and 

15  the  Inspector  General  of  each  executive  agency  or  (in  the 

16  case  of  an  executive  agency  that  does  not  have  an  Inspec- 

17  tor  General)  an  appropriate  audit  agency  shall,  in  coordi- 

18  nation  with  each  other,  review  the  plans  of  the  executive 

19  agency  for  acquisitions  of  information  technology',  the  in- 

20  formation  technology  acquisition  programs  being  carried 

21  out  by  the  executive  agency,  and  the  information  resources 

22  management  of  the  executive  agency. 

23  (b)  Purpose  of  Reviews. — The  purpose  of  each  of 

24  the  reviews  of  an  executive  agency  is  to  determine,  for 
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1  each  of  the  agency's  functional  areas  supported  by  infor- 

2  mation  technology,  the  following: 

3  (1)  Whether  the  cost  of  operating  and  main- 

4  taining  information  technology  for  the  agency  has 

5  decreased  below  the  cost  incurred  by  the  agency  for 

6  operating  and   maintaining  information   technology 

7  for  the  agency  for  fiscal  year  1995  by  at  least  5  per- 

8  cent  (in  constant  fiscal  year  1995  dollars)  for  each 

9  of  five  fiscal  years. 

10  (2)  Whether,   in  terms  of  the  applicable  per- 
il formance  measurements  established  by  the  head  of 

12  the  executive  agency,  the  efficiency  of  the  operations 

13  of  the  agency  has  increased  over  the  efficiency  of  the 

14  operations  of  the  agency  in  fiscal  year  1995  by  at 

15  least  5  percent  by  reason  of  improvements  in  infor- 

16  mation   resources   management   by  the   agency   for 

17  each  of  five  fiscal  years. 

18  TITLE   IV— INFORMATION  TECH- 

19  NOLOGY  ACQUISITION  PILOT 

20  PROGRAMS 

21  Subtitle  A — Conduct  of  Pilot 

22  Programs 

23  SEC.  401.  REQUIREMENT  TO  CONDUCT  PILOT  PROGRAMS. 

24  (a)  In  General. — 
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1  (1)  Purpose.— The  Chief  Information  Officer 

2  of  the  United  States  shall  conduct  pilot  programs  in 

3  order  to  test  alternative  approaches  for  acquisition 

4  of  information  technology  and  other  information  re- 

5  sources  by  executive  agencies. 

6  (2)     MULTIAGENCY,     MULTIACTIVITY    CONDUCT 

7  OP  EACH  PROGRAM. — Except  as  otherwise  provided 

8  in  this  title,  each  pilot  program  conducted  under  this 

9  title  shall  be  carried  out  in  not  more  than  two  pro- 

10  curing  activities  in  each  of  two  executive  agencies 

11  designated  by  the  Chief  Information  Officer.   The 

12  head  of  each  designated  executive  agency  shall,  with 

13  the  approval  of  the  Chief  Information  Officer,  select 

14  the  procuring  activities  of  the  agency  to  participate 

15  in  the  test  and  shall  designate  a  procurement  testing 

16  official  who  shall  be  responsible  for  the  conduct  and 

17  evaluation  of  the  pilot  program  within  the  agency. 

18  (b)  Limitations. — 

19  (1)   Number. — Not  more  than  five  pilot  pro- 

20  grams  shall  be  conducted  under  the  authority  of  this 

21  title,  including  one  pilot  program  each  pursuant  to 

22  the  requirements  of  sections  421,  422,  and  423,  and 

23  two  pilot  programs  pursuant  to  section  424. 

24  (2)  Amount. — The  total  amount  obligated  for 

25  contracts  entered  into  under  the  pilot  programs  con- 
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1  ducted  under  the  authority  of  this  title  may  not  ex- 

2  ceed  $1,500,000,000.  The  Chief  Information  Officer 

3  shall  monitor  such  contracts  and  ensure  that  con- 

4  tracts  are  not  entered  into  in  violation  of  the  limita- 

5  tion  in  the  preceding  sentence. 

6  (c)    Involvement    of    Federal    Information 

7  Council. — The  Chief  Information  Officer  may — 

8  (1)  conduct  pilot  programs  recommended  by  the 

9  Federal  Information  Council;  and 

10  (2)  consult  with  the  Federal  Information  Coun- 

11  cil  regarding  development  of  pilot  programs  to  be 

12  conducted  under  this  section. 

13  (d)  Period  of  Programs. — 

14  (1)   In   general. — Subject  to  paragraph   (2), 

15  the  Chief  Information  Officer  shall  conduct  a  pilot 

16  program  for  the  period,  not  in  excess  of  five  years, 

17  that  is  determined  by  the  Chief  Information  Officer 

18  to  be  sufficient  to  establish  reliable  results. 

19  (2)  Continuing  validity  of  contracts. — ^A 

20  contract  entered  into  under  the  pilot  program  before 

21  the  expiration  of  that  program  shall  remain  in  effect 

22  according  to  the  terms  of  the  contract  after  the  expi- 

23  ration  of  the  program. 
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1  SEC.  402.  TESTS  OF  INNOVATIVE  PROCUREMENT  METHODS 

2  AND  PROCEDURES. 

3  (a)  L\  General. — The  Chief  Information  Officer  of 

4  the  United  States  shall  exercise  the  authority  of  the  Ad- 

5  ministrator  for  Federal  Procurement  Policy  under  section 

6  15  of  the  Office  of  Federal  Procurement  Policy  Act  (41 

7  U.S.C.  413)  with  regard  to  the  acquisition  of  information 

8  technology  and  other  information  resources  by  executive 

9  agencies. 

10  (b)  Relationship  to  Pilot  Program  Autiior- 

11  ITY. — The  authority  under  paragraph  (1)  is  in  addition 

12  to  the  authority  provided  in  this  title  to  conduct  pilot  pro- 

13  grams.  A  test  program  conducted  under  subsection  (a), 

14  and  each  contract  awarded  under  such  test  program,  are 

15  not  subject  to  the  limitations  on  pilot  programs  provided 

16  in  this  title. 

1 7  SEC.  403.  evaluation  CRITERIA  AND  PLANS. 

18  (a)  Measurable  Test  Criteria. — The  Chief  Infor- 

19  mation  Officer  of  the  United  States  shall  require  the  head 

20  of  each  executive  agency  conducting  a  pilot  program  under 

21  section  401  or  a  test  program  under  section  402  to  estab- 

22  lish,  to  the  maximum  extent  practicable,  measurable  cri- 

23  teria  for  evaluating  the  effects  of  the  procedures  or  tech- 

24  niques  to  be  tested  under  the  program. 

25  (b)  Test  Plan. — Before  a  pilot  program  or  a  test 

26  program  may  be  conducted  under  section  401  or  402,  re- 
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1  spectively,  the  Chief  Information  Officer  shall  submit  to 

2  the  Committee  on  Governmental  Affairs  of  the  Senate  and 

3  the  Committee  on  Government  Reform  and  Oversight  of 

4  the  House  of  Representatives  a  detailed  test  plan  for  the 

5  program,  including  a  detailed  description  of  the  proce- 

6  dures  to  be  used  and  a  list  of  any  regulations  that  are 

7  to  be  waived. 

8  SEC.  404.  REPORT. 

9  (a)  Requirement. — Not  later  than  180  days  after 

10  the  completion  of  a  pilot  program  conducted  under  this 

11  title  or  a  test  program  conducted  under  section  402,  the 

1 2  Chief  Information  Officer  of  the  United  States  shall — 

13  (1)  submit  to  the  Director  of  the  Office  of  Man- 

14  agement  and  Budget  a  report  on  the  results  and 

15  findings  under  the  program;  and 

16  (2)  provide  a  copy  of  the  report  to  the  Commit- 

17  tee  on  Governmental  Affairs  of  the  Senate  and  the 

18  Committee  on  Government  Reform  and  Oversight  of 

19  the  House  of  Representatives. 

20  (b)  Content. — The  report  shall  include  the  follow- 

21  ing: 

22  (1)  A  detailed  description  of  the  results  of  the 

23  program,  as  measured  by  the  criteria  established  for 

24  the  program. 
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1  (2)   A   discussion   of  any   legislation   that   the 

2  Chief  Information  Officer  recommends,  or  changes 

3  in   regulations  that  the   Chief  Information   Officer 

4  considers  necessary,  in  order  to  improve  overall  in- 

5  formation  resources  management  within  the  Federal 

6  Government. 

7  SEC.  405.  RECOMMENDED  LEGISLATION. 

8  If  the  Director  of  the  Office  of  Management  and 

9  Budget  determines  that  the  results  and  findings  under  a 

10  pilot  program  under  this  title  indicate  that  legislation  is 

1 1  necessary  or  desirable  in  order  to  improve  the  process  for 

12  acquisition  of  information  technology,  the  J)irector  shall 

13  transmit  the  Director's  recommendations  for  such  legisla- 

1 4  tion  to  the  Committee  on  Governmental  Affairs  of  the  Sen- 

15  ate  and  the  Committee  on  Government  Reform  and  Over- 

1 6  sight  of  the  House  of  Representatives. 

1 7  SEC.  406.  RULE  OF  CONSTRUCTION. 

1 8  Nothing  in  this  title  shall  be  construed  as  authorizing 

19  the  appropriation  or  obligation  of  funds  for  the  pilot  pro- 

20  grams  or  test  programs  conducted  pursuant  to  this  title. 
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1  Subtitle  B— Specific  Pilot 

2  Programs 

3  SEC.  421.  SHARE-IN-SAVINGS  PILOT  PROGRAM. 

4  (a)  Requirement. — The  Chief  Information  Officer 

5  of  the  United  States  shall  cany  out  a  pilot  program  to 

6  test  the  feasibility  of — 

7  (1)  contracting  on  a  competitive  basis  with  a 

8  private  sector  source  to  provide  the  Federal  Govern- 

9  ment  with  an  information  technology  solution  for  im- 

10  proving  mission-related  or  administrative  processes 

11  of  the  Federal  Government;  and 

12  (2)  paying  the  private  sector  source  an  amount 

13  equal  to  a  portion  of  the  savings  derived  by  the  Fed- 

14  eral  Government  from  any  improvements  in  mission- 

15  related  processes  and  administrative  processes  that 

16  result  from  implementation  of  the  solution,  as  deter- 

17  mined  by  the  Chief  Information  Officer. 

18  (b)  Program  Contracts. — Up  to  five  contracts  for 

19  one  project  each  may  be  entered  into  under  the  pilot  pro- 

20  gram. 

21  (c)  Selection  of  Projects. — The  projects  shall  be 

22  selected  by  the  Chief  Information  Officer  from  among 

23  projects     recommended     by    the     Federal     Information 

24  Council. 
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1  SEC.   422.   SOLUTIONS-BASED   CONTRACTING   PILOT   PRO- 

2  GRAM. 

3  (a)  In  General. — The  Chief  Information  Officer 

4  shall  carry  out  a  pilot  program  to  test  the  feasibility  of 

5  the  use  of  solutions-based  contracting  for  acquisition  of 

6  information  technology. 

7  (b)  Solutions-Based  Contracting  Defined. — 

8  For  purposes  of  this  section,  solutions-based  contracting 

9  is  an  acquisition  method  under  which  the  Federal  Govern- 

10  ment  user  of  the  technology  to  be  acquired  defines  the  ac- 

11  quisition  objectives,  uses  a  streamlined  contractor  selec- 

12  tion  process,  and  allows  industry'  sources  to  provide  solu- 

13  tions  that  attain  the  objectives  effectively.  The  emphasis 

14  of  the  method  is  on  obtaining  from  industry  an  optimal 

15  solution. 

16  (c)  Process. — The  Chief  Information  Officer  shall 

17  require  use  of  the  following  process  for  acquisitions  under 

18  the  pilot  program: 

19  (1)  Acquisition  plan  emphasizing  desired 

20  result. — Preparation  of  an  acquisition  plan  that 

21  defines  the  functional  requirements  of  the  intended 

22  users  of  the  information  technology  to  be  acquired, 

23  identifies  the  operational  improvement  results  to  be 

24  achieved,  and  defines  the  performance  measurements 

25  to  be  applied  in  determining  whether  the  information 
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1  technology   acquired   satisfies   the   defined   require- 

2  ments  and  attains  the  identified  results. 

3  (2)      Results-oriented      statement     op 

4  WORK. — Use  of  a  statement  of  work  that  is  limited 

5  to  an  expression  of  the  end  results  or  performance 

6  capabilities  desired  under  the  acquisition  plan. 

7  (3)   Small  acquisition  organization. — As- 

8  sembly  of  small  acquisition  organization  consisting 

9  of  the  following: 

10  (A)  An  acquisition  management  team,  the 

11  members  of  which  are  to  be  evaluated  and  re- 

12  warded  under  the  pilot  program  for  contribu- 

13  tions  toward  attainment  of  the  desired  results 

14  identified  in  the  acquisition  plan. 

15  (B)   A  small   source   selection  team  com- 

16  posed  of  representatives  in  the  specific  mission 

17  or  administrative  area  to  be  supported  by  the 

18  information  technology  to  be  acquired,  a  con- 

19  tracting  officer,  and  persons  with  relevant  ex- 

20  pertise. 

21  (4)  Use  of  source  selection  factors  em- 

22  PHASIZING       SOURCE       QUALIFICATIONS. — Use       of 

23  source  selection  factors  that  are  limited  to  determin- 

24  ing  the  qualifications  of  the  offeror,  including  such 

25  factors  as  personnel   skills,   previous  experience  in 
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1  providing  other  private  or  public  sector  organizations 

2  with  solutions  for  attaining  objectives  similar  to  the 

3  objectives  to  be  attained  in  the  acquisition,  past  con- 

4  tract   performance,    qualifications   of  the   proposed 

5  program  manager,   and  the  proposed  management 

6  plan. 

7  (5)  Open  communications  with  contractor 

8  community. — Open  availability  of  the  following  in- 

9  formation  to  potential  offerors: 

10  (A)  The  agency  mission  to  be  served  by  the 

1 1  acquisition. 

12  (B)  The  functional  process  to  be  performed 

13  by  use  of  information  technology. 

14  (C)   The  process  improvements  to  be  at- 

15  tained. 

16  (6)  Simple  solicitation. — Use  of  a  simple  so- 

17  licitation  that  sets  forth  only  the  functional  work  de- 

18  scription,  source  selection  factors,  the  required  terms 

19  and  conditions,  instructions  regarding  submission  of 

20  offers,  and  the  estimate  of  the  Federal  Government's 

21  budget  for  the  desired  work. 

22  (7)   Simple   proposals. — Submission  of  oral 

23  proposals   and  acceptance  of  written   supplemental 

24  submissions  that  are  limited  in  size  and  scope  and 

25  contain  information  on  the  offeror's  qualifications  to 
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1  perform  the  desired  work  together  with  information 

2  of  past  contract  performance. 

3  (8)    Simple   evaluation. — Use   of  a   simple 

4  evaluation  process,  to  be  completed  within  45  days 

5  after  receipt  of  proposals,  which  consists  of  the  fol- 

6  lowing: 

7  (A)  Identification  of  the  offerors  that  are 

8  within  the   competitive   range   of  most  of  the 

9  qualified  offerors. 

10  (B)    Issuance   of  invitations   for   at   least 

11  three  and  not  more  than  five  of  the  identified 

12  offerors  to  make  oral  presentations  to,  and  en- 

13  gage  in  discussions  with,  the  evaluating  person- 

14  nel  regarding  the  qualifications  of  the  offerors, 

15  including  how  the  qualifications  of  each  offeror 

16  relate  to  the  approaches  proposed  to  be  taken 

17  by  the  offeror  in  the  acquisition. 

18  (C)  Evaluation  of  the  qualifications  of  the 

19  identified  offerors  on  the  basis  of  submissions 

20  required  under  the  process  and  any  oral  presen- 

21  tations  made  by,  and  any  discussions  with,  the 

22  offerors. 

23  (9)      Selection      op"      most      qualified 

24  OFFEROR. — ^A  selection  process  consisting  of  the  fol- 

25  lowing: 
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1  (A)    Identification    of   the    most   qualified 

2  source,  and  ranking  of  alternative  sources,  pri- 

3  marily  on  the  basis  of  the  oral  proposals,  pres- 

4  entations,  and  discussions,  but  taking  into  con- 

5  sideration  supplemental  written  submissions. 

6  (B)  Conduct  for  30  to  60  days  of  a  pro- 

7  gram  definition  phase,  funded  by  the  Federal 

8  Government — 

9  (i)  during  which  the  selected  source, 

10  in  consultation  with  one  or  more  intended 

11  users,  develops  a  conceptual  system  design 

12  and    technical    approach,    defines    logical 

13  phases  for  the  project,  and  estimates  the 

14  total  cost  and  the  cost  for  each  phase;  and 

15  (ii)   after  which   a  contract  for  per- 

16  formance  of  the  work  may  be  awarded  to 

17  that  source  on  the  basis  of  cost,  the  re- 

18  sponsiveness,   reasonableness,   and   quality 

19  of  the  proposed  performance,  and  a  shar- 

20  ing  of  risk  and  benefits  between  the  source 

21  and  the  Government. 

22  (C)   Conduct  of  as  many  successive  pro- 

23  gram    definition    phases    with    the    alternative 

24  sources  (in  the  order  ranked)  as  is  necessary  in 
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1  order  to  award  a  contract  in  accordance  with 

2  subparagraph  (B). 

3  (10)    System    implementation    phasing. — 

4  System   implementation   to   be   executed   in   phases 

5  that  are  tailored  to  the  solution,  with  various  con- 

6  tract  arrangements  being  used,  as  appropriate,  for 

7  various  phases  and  activities. 

8  (11)   Mutual  authority  to  terminate. — 

9  Authority  for  the  Federal  Government  or  the  con- 

10  tractor  to  terminate  the  contract  without  penalty  at 

1 1  the  end  of  any  phase  defined  for  the  project. 

12  (12)  Time  management  discipline. — ^Apph- 

13  cation  of  a  standard  for  awarding  a  contract  within 

14  60  to  90  days  after  issuance  of  the  solicitation. 

15  (d)  Pilot  Program  Design. — 

16  (1)  Joint  public-private  working  group. — 

17  The  Chief  Information  Officer  shall  establish  a  joint 

1 8  working  group  of  Federal  Government  personnel  and 

19  representatives  of  the  information  technology  indus- 

20  try  to  design  a  plan  for  conduct  of  the  pilot  pro- 

21  gram. 

22  (2)  Content  op  plan. — The  plan  shall  provide 

23  for  use  of  solutions-based  contracting  in  the  Depart- 

24  ment  of  Defense  and  not  more  than  two  other  execu- 

25  tive  agencies  for  a  total  of — 
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1  (A)  10  projects,  each  of  which  has  an  esti- 

2  mated     cost     of    between     $25,000,000     and 

3  $100,000,000;  and 

4  (B)  10  projects,  each  of  which  has  an  esti- 

5  mated     cost     of     between     $1,000,000     and 

6  $5,000,000,  to  be  set  aside  for  small  business 

7  concerns. 

8  (3)  Complexity  of  projects. — (A)  Subject  to 

9  subparagraph  (C),  each  acquisition  project  under  the 

10  pilot  program  shall  be  sufficiently  complex  to  provide 

11  for  meaningful  evaluation  of  the  use  of  solutions- 

12  based    contracting    for    acquisition    of   information 

13  technology  for  executive  agencies. 

14  (B)  In  order  for  an  acquisition  project  to  sat- 

15  isfy  the  requirement  in  subparagraph  (A) — 

16  (i)  the  solution  for  attainment  of  the  exec- 

17  utive    agency's    objectives    under    the    project 

18  should  not  be  obvious,  but  rather  shall  involve 

19  a  need  for  some  innovative  development;  and 

20  (ii)   the  project   shall  incorporate  all  ele- 

21  ments  of  system  integration. 

22  (C)  An  acquisition  project  should  not  be  so  ex- 

23  tensive  or  lengthy  as  to  result  in  undue  delay  in  the 

24  evaluation  of  the  use  of  solutions-based  contracting. 
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1  (e)  Use  of  Experienced  Federal  Personnel. — 

2  Only  Federal  Government  personnel  who  are  experienced, 

3  and  have  demonstrated  success,  in  managing  or  otherwise 

4  performing  significant  functions  in  complex  acquisitions 

5  shall  be  used  for  evaluating  offers,  selecting  sources,  and 

6  carrjing  out  the  performance  phases  in  an  acquisition 

7  under  the  pilot  program. 

8  (f)  Monitoring  by  GAO. — 

9  (1)  Requirement. — The  Comptroller  General 

10  of  the  United  States  shall — 

11  (A)   monitor  the  conduct,  and  review  the 

12  results,  of  acquisitions  under  the  pilot  program; 

13  and 

14  (B)   submit  to   Congress  periodic   reports 

15  containing  the  views  of  the  Comptroller  General 

16  on  the  activities,  results,  and  findings  under  the 

17  pilot  program. 

18  (2)  Expiration  of  requirement. — The  re- 

19  quirement  under  paragraph  (1)(B)   shall  terminate 

20  after  submission  of  the  report  that  contains  the  final 

21  views  of  the  Comptroller  General  on  the  last  of  the 

22  acquisition  projects  completed  under  the  pilot  pro- 

23  gram. 
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1  SEC.  423.  PILOT  PROGRAM  FOR  CONTRACTING  FOR  PER- 

2  FORMANCE  OF  ACQUISITION  FUNCTIONS. 

3  (a)  Requirement. — The  Chief  Information  Officer 

4  of  the  United  States  shall  carry  out  a  pilot  program  which 

5  provides  for  the  head  of  an  executive  agency,  or  an  execu- 

6  tive  agent  acting  for  the  head  of  an  executive  agency,  to 

7  contract  for  the  performance  of  the  contracting  and  pro- 

8  gram   management   functions   for  an   information   tech- 

9  nology  acquisition  for  the  agency. 

10  (b)  Participating  Agencies. — The  Chief  Informa- 

11  tion  Officer  shall  select  five  executive  agencies  to  partici- 

12  pate,  ^\^th  the  consent  of  the  head  of  the  agency,  in  the 

13  pilot  program. 

14  (c)  Obligation  of  Funds  To  Be  by  Federal  Op- 

15  FICIALS. — Funds  of  the  United  States  may  not  be  obli- 

16  gated  by  a  contractor  in  the  performance  of  contracting 

17  or  program  management  functions  of  an  executive  agency 

1 8  under  the  pilot  program. 

19  (d)  GAO  Review  and  Analysis. — The  Comptroller 

20  General  of  the  United  States  shall — 

21  (1)  monitor  and  review  the  results  of  the  pilot 

22  program; 

23  (2)  compare  the  use  of  contract  personnel  for 

24  performance  of  the  contracting  and  program  man- 

25  agement  functions  for  an  information  technology  ac- 
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1  quisition  under  the  pilot  program  with  the  use  of 

2  agency  personnel  to  perform  such  functions;  and 

3  (3)  submit  to  the  Committee  on  Governmental 

4  Affairs  of  the  Senate  and  the  Committee  on  Govem- 

5  ment  Reform  and  Oversight  a  report  on  the  com- 

6  parison,  including  any  conclusions  of  the  Comptrol- 

7  ler  General. 

8  SEC.  424.  MAJOR  ACQUISITIONS  PILOT  PROGRAMS. 

9  (a)  Flexible  Acquisitions  Pilot  Programs. — 

10  The  Chief  Information  Officer  of  the  United  States  shall 

11  carry  out  two  pilot  programs,  one  in  the  Department  of 

12  Defense  and  one  in  another  executive  agency,  to  test  and 

13  demonstrate  for  use  in  major  information  technology  ac- 

14  quisition  programs  flexible  acquisition  procedures  that  ac- 

15  commodate  the  following  during  the  conduct  of  the  aequi- 

16  sition: 

17  (1)  Continuous  refinement  of — 

18  (A)  the  agency  information  architecture  for 

19  which  the  information  technology  is  being  pro- 

20  cured;  and 

21  (B)   the   requirements   to   be   satisfied   by 

22  such  technology  within  that  information  arehi- 

23  tecture. 

24  (2)  Incremental  development  of  system  capabili- 

25  ties. 
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1  (3)  Integration  of  new  technology  as  it  becomes 

2  available. 

3  (4)  Rapid  fielding  of  effective  systems. 

4  (5)  Completion  of  the  operational  increments  of 

5  the     acquisition    within     18     months     (subject    to 

6  supplementation  or  further  evolution  of  the  agency 

7  information  system  through  follow-on  procurements). 

8  (b)  Covered  Acquisition  Programs. — Each  pilot 

9  program  shall  involve  one  acquisition  of  information  tech- 

10  nology  that  satisfies  the  following  requirements: 

11  (1)   The  acquisition  is  in  an  amount  greater 

12  than  $100,000,000,  but  the  amount  of  the  incre- 

13  ments  of  the  acquisition  covered  by  the  pilot  pro- 

14  gram  does  not  exceed  $300,000,000. 

15  (2)   The  information  technology  is  to  be  pro- 

16  cured  for  support  of  one  or  more  agency  processes 

17  or  missions  that  have  been,  or  are  being,  reevaluated 

18  and  substantially  revised  to  improve  the  efficiency 

19  with  which  the  agency  performs  agency  missions  or 

20  delivers  services. 

21  (3)  The  acquisition  is  to  be  conducted  as  part 

22  of  a  sustained  effort  of  the  executive  agency  con- 

23  cerned  to  attain  a  planned  overall  information  archi- 

24  tecture  for  the  agency  that  is  designed  to  support 
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1  improved  performance  of  the  agency  missions  and 

2  improved  delivery  of  services. 

3  (4)   The  acquisition  program  provides  for  an 

4  evolution  of  an  information  system  that  is  guided  by 

5  the  overall  information  architecture  planned  for  the 

6  agency. 

7  (5)  The  acquisition  is  being  conducted  with  a 

8  goal  of  completing  two  or  more  major  increments  in 

9  the   evolution   of  the   agency's   information   system 

10  within  a  3-year  period. 

1 1  (c)  Waiver  of  Procurement  Laws. — 

12  (1)  Waiver  authority. — The  head  of  an  exec- 

13  utive  agency  carrying  out  a  pilot  program  under  this 

14  section  may,  with  the  approval  of  the  Chief  Informa- 

15  tion  Officer  of  the  United  States,  waive  any  provi- 

16  sion  of  procurement  law  referred  to  in  paragraph  (2) 

17  to  the  extent  that  the  head  of  the  agency  considers 

18  necessary  to  carry  out  the  pilot  program  in  accord- 

19  ance  with  this  section. 

20  (2)  Covered  procurement  laws. — The  waiv- 

21  er  authority  under  paragraph  (1)  applies  to  the  fol- 

22  lowing  procurement  laws: 

23  (A)  Title  III  of  the  Federal  Property  and 

24  Administrative  Services  Act  of  1949  (41  U.S.C. 

25  251  et  seq.). 
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1  (B)  Chapter  137  of  title  10,  United  States 

2  Code. 

3  (C)   The   Office   of  Federal   Procurement 

4  Policy  Act  (41  U.S.C.  401  et  seq.). 

5  (D)   Sections  8,   9,  and   15  of  the  Small 

6  Business  Act  (15  U.S.C.  637,  638,  and  644). 

7  (E)  Any  provision  of  law  that,  pursuant  to 

8  section  34  of  the  Office  of  Federal  Procurement 

9  Policy  Act  (41  U.S.C.  430),  is  listed  in  the  Fed- 

10  eral  Acquisition  Regulation  as  being  inapplica- 

11  ble— 

12  (i)  to  contracts  for  the  procurement  of 

13  commercial  items;  or 

14  (ii)  in  the  case  of  a  subcontract  under 

15  the  pilot  program,  to  subcontracts  for  the 

16  procurement  of  commercial  items. 

17  (F)  Any  other  provision  of  law  that  im- 

18  poses  requirements,  restrictions,  limitations,  or 

19  conditions  on  Federal  Government  contracting 

20  (other  than  a  limitation  on  use  of  appropriated 

21  funds),  as  determined  by  the  Chief  Information 

22  Officer  of  the  United  States. 

23  (d)  0MB  Involvement.— 

24  (1)  In  general. — The  Chief  Information  Offi- 

25  cer  of  the  United  States  shall  closely  and  continu- 
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1  ously  monitor  the  conduct  of  the  pilot  programs  car- 

2  ried  out  under  this  section. 

3  (2)  Assignment  of  omb  personnel  to  pro- 

4  GRAM  TEAM. — In  order  to  carry  out  paragraph  (1) 

5  effectively,    the    Chief   Information    Officer   of   the 

6  United  States  shall  assign  one  or  more  representa- 

7  tives  to  the  acquisition  program  management  team 

8  for  each  pilot  program. 

9  (e)  Termination  of  Pilot  Program  for  Unsatis- 

10  FACTORY  Performance. — The  Chief  Information  Officer 

11  of  the  United  States  shall  terminate  a  pilot  program  under 

12  this  section  at  any  time  that  the  Chief  Information  Officer 

13  determines  that  the  acquisition  under  the  program  has 

14  failed  to  a  significant  extent  to  satisfy  cost,  schedule,  and 

15  performance  requirements  established  for  the  acquisition. 

16  (f)  Reports  to  Congress. — 

17  (1)  Requirement. — The  Director  of  the  Office 

18  of  Management  and  Budget  shall  submit  to  Con- 

19  gress   reports   on   each   pilot   program   carried   out 

20  under  this  section  as  follows: 

21  (A)  An  interim  report  upon  the  completion 

22  of  each  increment  of  the  acquisition  under  the 

23  pilot  program. 

24  (B)  A  final  report  upon  completion  of  the 

25  pilot  program. 
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1  (2)  Content  op  final  report. — The  final  re- 

2  port   on    a   pilot   program    shall    include   any   rec- 

3  ommendations  for  waiver  of  the  applicability  of  pro- 

4  curement  laws  to  further  evolution  of  information 

5  systems  acquired  under  the  pilot  program. 

6  TITLE  V— OTHER  INFORMATION 

7  RESOURCES  MANAGEMENT 

8  REFORMS 

9  SEC.  501.  TRANSFER  OF  RESPONSIBILITY  FOR  FACNET. 

10  Section  30  of  the  Office  of  Federal  Procurement  Pol- 

1 1  icy  Act  (41  U.S.C.  426)  is  amended— 

12  (1)  in  subsection  (a),  by  striking  out  "Adminis- 

13  trator"  the  first  place  it  appears  and  inserting  in 

14  lieu  thereof  "Chief  Information  Officer  of  the  United 

15  States";  and 

16  (2)  by  striking  out  "Administrator"  each  place 

17  it  appears  and  inserting  in  lieu  thereof  "Chief  Infor- 

18  mation  Officer". 

19  SEC.  502.  ON-LINE  MULTIPLE  AWARD  SCHEDULE  ORDER- 

20  ING. 

21  (a)  Development  and  Implementation  of  Sys- 

22  TEM  Designs. — In  order  to  provide  for  the  economic  and 

23  efficient   procurement   of  commercial   information   tech- 

24  nology,  the  Chief  Information  Officer  of  the  United  States 

25  shall  establish  competing  programs  for  the  development 
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1  and  testing  of  up  to  three  system  designs  for  pro\iding 

2  for  Governmentwide,  on-line  computer  purchasing  of  com- 

3  mercial  items  of  information  technology. 

4  (b)  Required  System  Capabilities. — Each  of  the 

5  system  designs  shall  be  established  as  an  element  of  the 

6  Federal  acquisition  computer  network  (FACNET)  archi- 

7  tecture  and  shall,  at  a  minimum — 

8  (1)  provide  basic  information  on  the  prices,  fea- 

9  tures,  and  performance  of  all  commercial  items  of 

10  information  technology  available  for  purchasing; 

11  (2)  provide  for  updating  that  information  to  re- 

12  fleet  changes  in  prices,  features,  and  performance  as 

13  soon  as  information  on  the  changes  becomes  avail- 

14  able; 

15  (3)  enable  users  to  make  on-line  computer  com- 

16  parisons  of  the  prices,  features,  and  performance  of 

17  similar  products  and  services  offered  by  various  ven- 

18  dors; 

19  (4)  enable  users  to  place,  and  vendors  to  re- 

20  ceive,  on-line  computer  orders  for  products  and  serv- 

21  ices  available  for  purchasing; 

22  (5)  enable  ordering  users  to  make  payments  to 

23  vendors  by  bank  card,  electronic  funds  transfer,  or 

24  other  automated  methods  in  cases  in  which   it  is 
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1  practicable  and  in  the  interest  of  the  Federal  Gov- 

2  ernment  to  do  so;  and 

3  (6)  archive  data  relating  to  each  order  placed 

4  against    multiple    award    schedule    contracts    using 

5  such  system,  including,  at  a  minimum,  data  on — 

6  (A)  the  agency  or  office  placing  the  order; 

7  (B)  the  vendor  receiving  the  order; 

8  (C)  the  products  or  services  ordered;  and 

9  (D)  the  total  price  of  the  order. 

10  (c)  Use  of  Systems. — Under  guidelines  and  proce- 

11  dures  prescribed  pursuant  to  subsection  (d),  the  head  of 

12  an  executive  agency  may  use  a  system  developed  and  test- 

13  ed  under  this  section  to  make  purchases  in  a  total  amount 

14  of  not  more  than  $5,000,000  for  each  order. 

15  (d)  Guidelines  and  Procedures. — The  Chief  In- 

16  formation  Officer  shall  prescribe  guidelines  and  proce- 

17  dures  for  making  purchases  authorized  by  subsection  (c). 

18  The  guidelines  and  procedures  shall  ensure  that  orders 

19  placed  on  the  system  referred  to  in  that  subsection  do  not 

20  place  any  requirements  on  vendors  that  are  not  customary 

21  for  transactions  involving  sales  of  the  purchased  commod- 

22  ities  to  private  sector  purchasers. 

23  (e)  Report  to  Congress. — Not  later  than  one  year 

24  after  the  date  of  the  enactment  of  this  Act,  the  Chief  In- 

25  formation  Officer  shall  submit  to  Congress  a  report  on  the 
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1  Chief  Information  Officer's  decision  on  implementation  of 

2  an  electronic  marketplace  for  information  technology.  The 

3  report  shall  contain  a  description  of  the  results  of  the  pro- 

4  grams  estabhshed  under  subsection  (a). 

5  SEC.  503.  UPGRADING  INFORMATION  EQUIPMENT  IN  AGEN- 

6  CY  FIELD  OFFICES. 

7  (a)  Authority  To  Use  Micro-Purchase  Proce- 

8  DURES. — Under  the  authority,  direction,  and  control  of 

9  the  head  of  an  executive  agency  and  subject  to  subsection 

10  (b),  the  head  of  a  field  office  of  that  agency  may  use 

11  micro-purchase  procedures  to  procure  up  to  $20,000  of 

12  upgrades  for  the  computer  equipment  of  that  office  each 

13  year  in  increments  not  exceeding  $2,500  each.  Procure- 

14  ments  within  that  limitation  shall  not  be  counted  against 

15  the   $20,000   annual   hmitation   provided  under   section 

16  32(c)(2)  of  the  Office  of  Federal  Procurement  Policy  Act 

17  (41  U.S.C.  428(c)(2)). 

18  (b)  Certification  Requirement. — The  head  of  a 

19  field  office  may  procure  an  upgrade  for  computer  equip- 

20  ment  in  accordance  with  subsection  (a)  only  if  the  head 

21  of  the  field  office  determines  in  writing  that  the  cost  of 

22  the  upgrade  does  not  exceed  50  percent  of  the  cost  of  pur- 

23  chasing  replacement  equipment  for  the  equipment  to  be 

24  upgraded.  The  head  of  the  field  office  shall  include  a  writ- 
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1  ten  record  of  the  determination  in  the  agency  records  of 

2  the  procurement. 

3  (c)  Micro-Purchase  Procedures  Defined. — In 

4  this  section,  the  term  "micro-purchase  procedures"  means 

5  the  procedures  prescribed  under  section  32  of  the  Office 

6  of  Federal  Procurement  PoUcy  Act  (41  U.S.C.  428)  for 

7  purchases  not  in  excess  of  the  micro-purchase  threshold 

8  (as  defined  in  that  section). 

9  SEC.  504.  DISPOSAL  OF  EXCESS  COMPUTER  EQUIPMENT. 

10  (a)  Authority  To  Donate. — The  head  of  an  execu- 

1 1  tive  agency  may,  without  regard  to  the  procedures  other- 

12  wise  apphcable  under  title  II  of  the  Federal  Property  and 

13  Administrative  Services  Act  of  1949  (40  U.S.C.  481  et 

14  seq.),  convey  without  consideration  all  right,  title,  and  in- 

15  terest  of  the  United  States  in  any  computer  equipment 

16  under  the  control  of  such  official  that  is  determined  under 

17  title  II  of  such  Act  as  being  excess  property  or  surplus 

18  property  to  a  recipient  in  the  following  order  of  priority: 

19  (1)   Elementary  and   secondary  schools  ur-der 

20  the  jurisdiction  of  a  local  educational  agency  and 

21  schools  funded  by  the  Bureau  of  Indian  Affairs. 

22  (2)  PubUe  libraries. 

23  (3)  Public  colleges  and  universities. 

24  (b)  Inventory  Required. — Upon  the  enactment  of 

25  this  Act,  the  head  of  an  executive  agency  shall  inventory 
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1  all  computer  equipment  under  the  control  of  that  official 

2  and  identify  in  accordance  with  title  II  of  the  Federal 

3  Property  and  Administrative  Services  Act  of  1949  (40 

4  U.S.C.  481  et  seq.)  the  equipment,  if  any,  that  is  excess 

5  property  or  surplus  property. 

6  (c)  Definitions. — In  this  section: 

7  (1)  The  terms  "excess  property"  and  "surplus 

8  property"  have  the  meanings  given  such  terms  in 

9  section  3  of  the  Federal  Property  and  Administra- 

10  tive  Services  Act  of  1949  (40  U.S.C.  472). 

11  (2)  The  terms  "local  educational  agency",  "ele- 

12  mentary  school",  and  "secondary  school"  have  the 

13  meanings  given  such  terms  in  section  14101  of  the 

14  Elementary  and  Secondary  Education  Act  of  1965 

15  (20  U.S.C.  8801). 

1 6  SEC.  505.  LEASING  INFORMATION  TECHNOLOGY. 

17  (a)  Analysis  by  GAO. — The  Comptroller  General  of 

18  the  United  States  shall  perform  a  comparative  analysis 

19  of— 

20  (1)  the  costs  and  benefits  of  purchasing  new  in- 

21  formation  technology  for  executive  agencies; 

22  (2)  the  costs  and  benefits  of  leasing  new  infor- 

23  mation  technology  for  executive  agencies; 

24  (3)  the  costs  and  benefits  of  leasing  used  infor- 

25  mation  technology  for  executive  agencies;  and 
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1  (4)  the  costs  and  benefits  of  purchasing  used 

2  information  technology. 

3  (b)  Leasing  Guidelines. — Based  on  the  analysis, 

4  tlie  Comptroller  General  shall  develop  recommended  guide- 

5  lines   for   leasing   information   technology-   for   executive 

6  agencies. 

7  SEC.  506.  CONTINUATION  OF  ELIGIBILITY  OF  CONTRACTOR 

8  FOR  AWARD  OF  INFORMATION  TECHNOLOGY 

9  CONTRACT  AFTER  PROVIDING  DESIGN  AND 

10  ENGINEERING  SERVICES. 

11  Notwithstanding  any  other  provision  of  law,  a  con- 

12  tractor  that  provides  architectural  design  and  engineering 

13  services  for  an  information  system  under  an  information 

14  technology  program  of  an  executive  agency  is  not,  solely 

15  by  reason  of  having  provided  such  services,  ineligible  for 

16  award  of  a  contract  for  procurement  of  information  tech- 

17  nology  under  that  program  or  for  a  subcontract  under 

1 8  such  a  contract. 

19  SEC.  507.  ENHANCED  PERFORMANCE  INCENTIVES  FOR  IN- 

20  FORMATION       TECHNOLOGY       ACQUISITION 

21  WORKFORCE. 

22  (a)  Armed  Services  Acquisitions. — 

23  (1)    Clarification   of   requirements   for 

24  SYSTEM  OF  INCENTIVES. — Subsection  (b)  of  section 

25  5001  of  the  Federal  Acquisition  Streamlining  Act  of 
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1  1994   (Public  Law   103-355;   108   Stat.   3350;   10 

2  U.S.C.  2220  note)  is  amended— 

3  (A)  by  redesignating  paragraphs  (1)  and 

4  (2)  as  subparagraphs  (A)  and  (B),  respectively; 

5  (B)  by  designating  the  second  sentence  as 

6  paragraph  (2); 

7  (C)    by    inserting    "(1)"    after    ''(b)    En- 

8  HANGED   System   of   Performance   Incen- 

9  tives. — ";  and 

10  (D)  by  adding  at  the  end  the  following: 

11  "(3)  The  Secretary  shall  include  in  the  enhanced  sys- 

12  tern  of  incentives,  to  the  extent  that  the  system  applies 

1 3  with  respect  to  programs  for  the  acquisition  of  information 

14  technology  (as  defined  in  section  4  of  the  Information 

15  Technology  Management  Reform  Act  of  1995),  the  follow- 

16  ing: 

17  "(A)  Pay  bands. 

18  "(B)  Significant  and  material  pay  and  perform- 

19  ance  incentives  to  be  awarded,  and  significant  and 

20  material   unfavorable   personnel   actions   to   be   im- 

21  posed,  under  the  system  exclusively,  or  primarily,  on 

22  the  basis  of  the  contributions  of  personnel  to  the 

23  performance  of  the  information  technology  acquisi- 

24  tion  program  in  relation  to  cost  goals,  performance 

25  goals,  and  schedule  goals. 

•S  946  IS 


195 

143 

1  "(C)  Pro\isions  for  pay  incentives  and  perform- 

2  ance  incentives  to  be  awarded  under  the  system  only 

3  if— 

4  "(i)  the  cost  of  the  information  technology 

5  acquisition  program  is  less  than  90  percent  of 

6  the  baseline  established  for  the  cost  of  the  pro- 

7  gram; 

8  "(ii)  the  period  for  completion  of  the  infor- 

9  mation  technology  program  is  less  than  90  per- 

10  cent  of  the  period  provided  under  the  baseline 

1 1  established  for  the  program  schedule;  and 

12  "(iii)  the  results  of  the  phase  of  the  infor- 

13  mation  technology  program  being  executed  ex- 

14  ceed  the  performance  baselines  established  for 

15  the  system  by  more  than  10  percent. 

16  "(D)  Provisions  for  unfavorable  personnel  ac- 

17  tions  to  be  taken  under  the  system  only  if  the  infor- 

18  mation  technology  acquisition  program  performance 

19  for  the  phase  being  executed  exceeds  by  more  than 

20  10  percent  the  cost  and  schedule  parameters  estab- 

21  lished  for  the  program  phase  and  the  performance  of 

22  the  system  acquired  or  to  be  acquired  under  the  pro- 

23  gram  fails  to  achieve  at  least  90  percent  of  the  base- 

24  hne  goals  established  for  performance  of  the  pro- 

25  gram.". 
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1  (2)  Recommended  legislation. — Subsection 

2  (c)  of  such  section  is  amended  by  adding  at  the  end 

3  the  following:   "The  Secretaiy  shall  include  in  the 

4  recommendations  provisions  necessary  to  implement 

5  the  requirements  of  subsection  (b)(3).". 

6  (3)    Implementation    op    incentives    sys- 

7  tem. — Section    5001    of    the    Federal    Acquisition 

8  Streamlining  Act  of  1994   is  further  amended  by 

9  adding  at  the  end  the  following: 

10  "(d)  Implementation  of  Incentives  System. — 

11  (1)  The  Secretary  shall  complete  the  review  required  by 

12  subsection  (b)  and  take  such  actions  as  are  necessary  to 

13  provide  an  enhanced  system  of  incentives  in  accordance 

14  with  such  subsection  not  later  than  October  1,  1997. 

15  "(2)  Not  later  than  October  1,  1996,  the  Secretary 

16  shall  submit  to  the  Committees  on  Armed  Services  and 

17  on  Governmental  Affairs  of  the  Senate  and  the  Commit- 

1 8  tees  on  National  Security  and  on  Government  Reform  and 

1 9  Oversight  of  the  House  of  Representatives  a  report  on  the 

20  actions  taken  to  satisfy  the  requirements  of  paragi'aph 

21  (1).". 

22  (b)  Civilian  Agency  Acquisitions. — 

23  (1)    Clarification   of   requirements   for 

24  system  of  incentives. — Subsection  (b)  of  section 

25  5051  of  the  Federal  Acquisition  Streamlining  Act  of 
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1  1994   (Public  Law   103-355;   108   Stat.   3351;   41 

2  U.S.C.  263  note)  is  amended — 

3  (A)  by  redesignating  paragraphs  (1)  and 

4  (2)  as  subparagraphs  (A)  and  (B),  respectively; 

5  (B)  by  designating  the  second  sentence  as 

6  paragraph  (2); 

7  (C)    by    inserting    "(1)"    after    "(b)    En- 

8  HANGED   System   of   Performance   Incen- 

9  TIVES. — ";  and 

10  (D)  by  adding  at  the  end  the  following: 

11  "(3)  The  Deputy  Director  shall  include  in  the  en- 

12  hanced  system  of  incentives,  to  the  extent  that  the  system 

13  applies  with  respect  to  programs  for  the  acquisition  of  in- 

14  formation  technology  (as  defined  in  section  4  of  the  Infor- 

15  mation  Technology  Management  Act  of  1995),  the  foUow- 

16  ing: 

17  "(A)  Pay  bands. 

18  "(B)  Significant  and  material  pay  and  perform- 

19  ance  incentives  to  be  awarded,  and  significant  and 

20  material   unfavorable   personnel   actions   to   be   im- 

21  posed,  under  the  system  exclusively,  or  primarily,  on 

22  the  basis  of  the  contributions  of  personnel  to  the 

23  performance  of  the  information  technology  acquisi- 

24  tion  program  in  relation  to  cost  goals,  performance 

25  goals,  and  schedule  goals. 
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1  "(C)  Provisions  for  pay  incentives  and  perform- 

2  ance  incentives  to  be  awarded  under  the  system  only 

3  if— 

4  "(i)  the  cost  of  the  information  technology 

5  acquisition  program  is  less  than  90  percent  of 

6  the  amount  established  as  the  cost  goal  for  the 

7  program    under    section    313    of   the    Federal 

8  Property   and   Administrative   Services  Act   of 

9  1949  (41  U.S.C.  263); 

10  "(ii)  the  period  for  completion  of  the  pro- 

11  gram  is  less  than  90  percent  of  the  period  es- 

12  tablished  as  the  schedule  goal  for  the  program 

13  under  such  section;  and 

14  "(iii)  the  results  of  the  phase  of  the  pro- 

15  gram  being  executed  exceed   the  performance 

16  goal  established  for  the  program  under  such 

17  section  by  more  than  10  percent. 

18  "(D)  Provisions  for  unfavorable  personnel  ac- 

19  tions  to  be  taken  under  the  system  only  if  the  infor- 

20  mation  technology  acquisition  program  performance 

21  for  the  phase  being  executed  exceeds  by  more  than 

22  10  percent  the  cost  and  schedule  goals  established 

23  for  the  program  phase  under  section  313  of  the  Fed- 

24  eral   Property  and  Administrative   Services  Act  of 

25  1949  (41  U.S.C.  263)  and  the  performance  of  the 
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1  system  acquired  or  to  be  acquired  under  the  pro- 

2  gram  fails  to  achieve  at  least  90  percent  of  the  per- 

3  formance  goal  established  for  the  program  under 

4  such  section.". 

5  (2)  Recommended  legislation. — Subsection 

6  (c)  of  such  section  is  amended  by  adding  at  the  end 

7  the  following:  "The  Deputy  Director  shall  include  in 

8  the  recommendations  provisions  necessary  to  imple- 

9  ment  the  requirements  of  subsection  (b)(3).". 

10  (3)    Implementation    of    incentives    sys- 

11  TEM. — Section    5051    of    the    Federal    Acquisition 

12  Streamlining  Act  of  1994   is  further  amended  by 

13  adding  at  the  end  the  following: 

14  "(d)  Implementation  of  Incentives  System. — 

15  (1)  The  Deputy  Director  shall  complete  the  review  re- 

16  quired  by  subsection  (b)  and  take  such  actions  as  are  nec- 

17  essary  to  provide  an  enhanced  system  of  incentives  in  ac- 

18  cordance  with  such  subsection  not  later  than  October  1, 

19  1997. 

20  "(2)  Not  later  than  October  1,  1996,  the  Deputy  Di- 

21  rector  shall  submit  to  the  Committee  on  Governmental  Af- 

22  fairs  of  the  Senate  and  the  Committee  on  Government  Re- 

23  form  and  Oversight  of  the  House  of  Representatives  a  re- 

24  port  on  the  actions  taken  to  satisfy  the  requirements  of 

25  paragraph  (1).". 
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1  TITLE  VI—ACTIONS  REGARDING 

2  CURRENT  INFORMATION 

3  TECHNOLOGY  PROGRAMS 

4  SEC.  601.  PERFORMANCE  MEASUREMENTS. 

5  (a)  Implementation  of  Requirement  for  Per- 

6  formance  Measurements. — The  chief  information  offi- 

7  eer  of  an  executive  agency  shall  ensure  that  performance 

8  measurements  are  prescribed  for  each  significant  current 

9  information  technology  acquisition  program  of  the  agency. 

10  (b)  Quality  of  Measurements. — The  performance 

1 1  measurements  shall  be  sufficient  to  provide — 

12  (1)  the  head  of  the  executive  agency  with  ade- 

13  quate    information   for   making   determinations   for 

14  purposes  of  subsections  (b)(2)  and  (c)(2)  of  section 

15  146;  and 

16  (2)  the  Director  of  the  Office  of  Management 

17  and  Budget  with  adequate  information  for  making 

18  determinations  for  purposes  of  paragraphs   (1)(B) 

19  and  (2)(B)  of  section  123(g). 

20  SEC.  602.  INDEPENDENT  ASSESSMENT  OF  PROGRAMS. 

21  (a)  Assessment  Required. — The  head  of  each  ex- 

22  ecutive  agency  shall  provide  for  an  assessment  to  be  made 

23  of  each  of  the  current  information  technology  acquisition 

24  programs  of  the  agency  that  exceed  $100,000,000. 
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1  (b)  IXDEPEXDEXCE  OF  ASSESSMENT. — The  head  of 

2  the  executive  agency  shall  provide  for  the  assessment  to 

3  be  carried  out  by  the  Inspector  General  of  the  agency  (in 

4  the  case  of  an  agency  having  an  Inspector  General),  a  con- 

5  tractor,  or  another  entity  who  is  independent  of  the  head 

6  of  the  executive  agency. 

7  (c)  Purposes. — The  purposes  of  the  assessment  of 

8  a  program  are  to  determine  the  follo\ving: 

9  (1)  To  determine  the  status  of  the  program  in 

10  terms  of  performance  objectives  and  cost  and  sched- 

1 1  ule  baselines. 

12  (2)  To  identify  any  need  or  opportunity  for  im- 

13  proving  the  process  to  be  supported  by  the  program. 

14  (3)  To  determine  the  potential  for  use  of  the  in- 

15  formation  technology  by  other  executive  agencies  on 

16  a  shared  basis  or  otherwise. 

17  (4)  To  determine  the  adequacy  of  the  program 

18  plan,  the  architecture  of  the  information  technology 

19  being  acquired,  and  the  program  management. 

20  SEC.  603.  CURRENT  INFORMATION  TECHNOLOGY  ACQUISI- 

21  TION  PROGRAM  DEFINED. 

22  For  purposes  of  this  title,  a  current  information  tech- 

23  nology  acquisition  program  is — 
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1  (1)  an  information  technology  acquisition  pro- 

2  gram  being  carried  out  on  the  date  of  the  enactment 

3  of  this  Act;  and 

4  (2)   any  other  information  technology  acquisi- 

5  tion  program  that  is  carried  out  through  any  con- 

6  tract  entered  into  on  the  basis  of  offers  received  in 

7  response  to  a  sohcitation  of  offers  issued  before  such 

8  date. 

9  TITLE  VII— PROCUREMENT  PRO- 

10  TEST     AUTHORITY     OF     THE 

1 1  COMPTROLLER  GENERAL 

12  SEC.  701.  REMEDIES. 

13  Section  3554(b)  of  title  31,  United  States  Code,  is 

14  amended  by  adding  at  the  end  the  following: 

15  "(4)  If  the  Comptroller  General  makes  a  determina- 

16  tion  described  in  paragraph  (1)  in  the  case  of  a  protest 

17  in  a  procurement  of  information  technology,  the  Comptrol- 

18  ler  General  may  submit  to  the  Chief  Information  Officer 

19  of  the  United  States  a  recommendation  to  suspend  the 

20  procurement  authority  of  a  Federal  agency  for  the  pro- 

21  tested  procurement.". 

22  SEC.  702.  PERIOD  FOR  PROCESSING  PROTESTS. 

23  Section  3554(a)  of  title  31,  United  States  Code,  is 

24  amended — 
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1  (1)   in  paragraph   (1),  by  striking  out   "para- 

2  graph  (2)"  in  the  second  sentence  and  inserting  in 

3  Heu  thereof  "paragraphs  (2)  and  (5)";  and 

4  (2)  by  adding  at  the  end  the  following: 

5  "(5) (A)  The  requirements  and  restrictions  set  forth 

6  in  this  paragraph  apply  in  the  case  of  a  protest  in  a  pro- 

7  eurement  of  information  technology. 

8  "(B)  The  Comptroller  General  shall  issue  a  final  deci- 

9  sion  concerning  a  protest  referred  to  in  subparagraph  (A) 

10  within  45  days  after  the  date  the  protest  is  submitted  to 

1 1  the  Comptroller  General. 

12  "(C)  The  disposition  under  this  subchapter  of  a  pro- 

13  test  in  a  procurement  referred  to  in  subparagraph  (A) 

14  bars  any  further  protest  under  this  subchapter  by  the 

15  same  interested  party  on  the  same  procurement.". 

16  SEC.  703.  DEFINrnON. 

17  Section   3551   of  title   31,   United   States  Code,   is 

1 8  amended  by  adding  at  the  end  the  following: 

19  "(4)  The  term  'information  technology'  has  the 

20  meaning  given  that  term  in  section  4  of  the  Infor- 

21  mation    Technology    Management    Reform    Act    of 

22  1995.". 
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1  TITLE      VIII— RELATED      TERMI- 

2  NATIONS,  CONFORMING 

3  AMENDMENTS,     AND     CLERI- 

4  CAL  AMENDMENTS 

5  Subtitle  A — Related  Terminations 

6  SEC.   801.    OFFICE    OF    INFORMATION   AND    REGULATORY 

7  AFFAIRS. 

8  The  Office  of  Information  and  Regulatory  Affairs  in 

9  the  Office  of  Management  and  Budget  is  terminated. 

10  SEC.    802.    SENIOR    INFORMATION    RESOURCES    MANAGE- 

1 1  MENT  OFFICIALS. 

12  In  each  executive  agency  for  which  a  chief  informa- 

13  tion  officer  is  designated  under  section  143(a),  the  des- 

1 4  ignation  of  a  senior  information  resources  management  of- 

15  ficial  under  section  3506(a)(2)  of  title  44,  United  States 

16  Code,  is  terminated. 

17  Subtitle  B — Conforming 

18  Amendments 

19  SEC.    811.    AMENDMENTS    TO    TITLE    10,    UNITED    STATES 

20  CODE. 

21  (a)  MuLTiYEAR  Contracts. — Section  2306b(k)  of 

22  title  10,  United  States  Code,  is  amended  by  striking  out 

23  "property  to  which  section  111  of  the  Federal  Property 

24  and  Administrative  Services  Act  of  1949  (40  U.S.C.  759) 

25  applies"  and  inserting  in  lieu  thereof  "information  tech- 
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1  nologj'  (as  defined  in  section  4  of  the  Information  Tech- 

2  nology  Management  Reform  Act  of  1995". 

3  (b)  Sensitive  Defense  Activities. — Section  2315 

4  of  such  title  is  repealed. 

5  SEC.    812.    AMENDMENTS    TO    TITLE    28,    UNITED    STATES 

6  CODE. 

7  Section    612    of  title   28,    United   States   Code,   is 

8  amended — 

9  (1)  in  subsection  (f),  by  striking  out  "section 

10  111    of  the    Federal    Property   and   Administrative 

11  Services  Act  of  1949  (40  U.S.C.  759)"  and  inserting 

12  in  lieu  thereof  "the  provisions  of  law,  policies,  and 

13  regulations   applicable  to   executive   agencies  under 

14  the    Information    Technology   Management    Reform 

15  Act  of  1995"; 

16  (2)  in  subsection  (g),  by  striking  out  "sections 

17  111  and  201  of  the  Federal  Property  and  Adminis- 

18  trative  Services  Act  of  1949   (40  U.S.C.   481   and 

19  759)"  and  inserting  in  lieu  thereof  "section  201  of 

20  the  Federal   Property  and  Administrative   Services 

21  Act  of  1949  (40  U.S.C.  481)"; 

22  (3)  by  striking  out  subsection  (1);  and 

23  (4)    by   redesignating  subsection    (m)    as   sub- 

24  section  (1). 
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1  SEC.    813.   AMENDMENTS    TO    TITLE    31,    UNITED    STATES 

2  CODE. 

3  (a)  Availability  of  Funds  Following  Resolu- 

4  TiON  OF  A  Protest. — Section  1558(b)  of  title  31,  United 

5  States  Code,  is  amended  by  striking  out  "or  under  section 

6  111(f)  of  the  Federal  Property  and  Administrative  Serv- 

7  ices  Act  of  1949  (40  U.S.C.  759(f))". 

8  (b)  GAO  Procurement  Protest  System. — Sec- 

9  tion  3552  of  such  title  is  amended  by  striking  out  the  sec- 

10  ond  sentence. 

11  SEC.    814.    AMENDMENTS    TO    TITLE    38,    UNITED    STATES 

12  CODE. 

13  Section    310   of  title   38,    United    States   Code,    is 

14  amended  to  read  as  follows: 

15  "§310.  Chief  information  officer 

16  "(a)  The  Secretary  shall  designate  a  chief  informa- 

17  tion  officer  for  the  Department  in  accordance  with  section 

18  143(a)  of  the  Information  Technology  Management  Re- 

19  form  Act  of  1995. 

20  "(b)  The  chief  information  officer  shall  perform  the 

21  duties  provided  for  chief  information  officers  of  executive 

22  agencies  under  the  Information  Technology  Management 

23  Reform  Act  of  1995.". 
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1  SEC.  815.  PROVISIONS  OF  TITLE  44,  UNITED  STATES  CODE, 

2  AND   OTHER  LAWS   RELATING   TO   CERTAIN 

3  JOINT  COMMITTEES  OF  CONGRESS. 

4  (a)  Joint  Committee  on  Information. — 

5  (1)  Replacement  of  joint  committee  on 

6  PRINTING. — Chapter   1    of  title   44,   United   States 

7  Code,  is  amended  by  striking  out  the  chapter  head- 

8  ing  and  all  that  follows  through  the  heading  for  see- 

9  tion  103  and  inserting  in  lieu  thereof  the  following: 

10  "CHAPTER  1— JOINT  COMMITTEE  ON 

11  INFORMATION 

"See. 

"101.  Joint  Committee  on  Information. 

"102.  Remedial  powers. 

12  **§  101.  Joint  Committee  on  Information 

13  "There  is  a  Joint  Committee  on  Information  estab- 

14  lished  by  section  101  of  the  Information  Technology  Man- 

15  agement  Reform  Act  of  1995. 

16  "§  102.  Remedial  powers'*. 

17  (2)  References  to  joint  committee. — The 

18  provisions    of   title    44,    United    States    Code,    are 

19  amended  by  striking  out  "Joint  Committee  on  Print- 

20  ing"   each   place   it   appears   and   inserting  in   lieu 

21  thereof  "Joint  Committee  on  Information". 

22  (b)  References  to  Joint  Committee  of  Con- 

23  GRESS  ON  the  LIBRARY. — 
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1  (1)  Miscellaneous  references. — Section  82 

2  of  the  Rexised  Statutes  (2   U.S.C.   132a),   section 

3  203(i)  of  the  Legislative  Reorganization  Act  of  1946 

4  (2  U.S.C.  166(i)),  section  1831  of  the  Revised  Stat- 

5  utes  (40  U.S.C.  188),  and  section  801(b)(2)  of  Pub- 

6  He    Law    100-696    (102    Stat.    4608;    40    U.S.C. 

7  188a(b)(2))    are   amended   by   striking   out    "Joint 

8  Committee  of  Congress  on  the  Library"  and  insert- 

9  ing  in  Heu  thereof  "Joint  Committee  on  Informa- 

10  tion". 

11  (2)  Superseded  provision. — Section  223  of 

12  the    Legislative    Reorganization    Act    of    1946    (2 

13  U.S.C.  132b)  is  repealed. 

14  (3)  Continuation  of  authority. — Section  2 

15  of  the  Act   of  March   3,    1883    (22    Stat.    587)   is 

16  amended  under  the  heading  "SENATE."  by  striking 

17  out  the  undesignated  paragraph  relating  to  the  exer- 

18  cise  of  powers  and  discharge  of  duties  of  the  Joint 

19  Committee  of  Congress  on  the  Library  by  the  Senate 

20  members  of  the  joint  committee  during  the  recess  of 

21  Congress  (22  Stat.  592;  2  U.S.C.  133). 

22  (c)  Other  References. — ^A  reference  to  a  joint 

23  committee  of  Congress  terminated  by  section  102(d)  in 

24  any  law  or  in  any  document  of  the  Federal  Government 
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1  shall  be  deemed  to  refer  to  the  Joint  Committee  on  Infor-' 

2  mation  established  by  section  101. 

3  SEC.  816.  PROVISIONS  OF  TITLE  44,  UNITED  STATES  CODE, 

4  RELATING  TO  PAPERWORK  REDUCTION. 

5  (a)  Definition. — Section  3502  of  title  44,  United 

6  States  Code,  is  amended  by  striking  out  paragraph  (9) 

7  and  inserting  in  lieu  thereof  the  following: 

8  "(9)  the  term  'information  technology'  has  the 

9  meaning  given  that  term  in  section  4  of  the  Infor- 

10  mation    Technology    Management    Reform    Act    of 

11  1995;". 

12  (b)  Office  of  Information  and  Regulatory  Af- 

13  FAIRS. — Chapter  35  of  such  title  is  amended — 

14  (1)  by  striking  out  section  3503  and  inserting 

15  in  lieu  thereof  the  following: 

16  "§3503.    Chief   Information    Officer    of   the    United 

17  States 

18  "The   Director  of  the   Office  of  Management  and 

19  Budget  shall  delegate  to  the  Chief  Information  Officer  of 

20  the  United  States  the  authority  to  administer  all  functions 

21  under  this  chapter,  except  that  any  such  delegation  shall 

22  not  relieve  the  Director  of  responsibility  for  the  adminis- 

23  tration  of  such  functions.";  and 

24  (2)  by  striking  out  section  3520. 
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1  (c)  De\^lopmext  of  Standards  and  Guidelines 

2  BY  NIST.— Section  3504(h)(1)(B)  of  such  title  is  amend- 

3  ed  by  striking  out  "section  111(d)  of  the  Federal  Property 

4  and   Administrative   Services   Act   of   1949    (40   U.S.C. 

5  759(d))"  and  inserting  in  lieu  thereof  "paragraphs  (2)  and 

6  (3)  of  section  20(a)  of  the  National  Institute  of  Standards 

7  and  Technology  Act  (20  U.S.C.  278g-3(a))". 

8  (d)     Compliance     With     Directh^s. — Section 

9  3504(h)(2)  of  such  title  is  amended  by  striking  out  "sec- 

10  tions  110  and  111  of  the  Federal  Property  and  Adminis- 

11  trative  Services  Act  of  1949  (40  U.S.C.  757  and  759)" 

12  and  inserting  in  lieu  thereof  "the  Information  Technology 

13  Management  Reform  Act  of  1995  and  directives  issued 

14  under  section  110  of  the  Federal  Property  and  Adminis- 

15  trative  Services  Act  of  1949  (40  U.S.C.  757)". 

16  (e)    Senior   Information   Resources   Manage- 

17  ment  Officials. — Section  3506(a)(2)  of  such  title  is 

1 8  amended — 

19  (1)  in  subparagraph  (A),  by  striking  out  "sub- 

20  paragraph  (B)"  and  inserting  in  lieu  thereof  "sub- 

21  paragraphs  (B)  and  (C)";  and 

22  (2)  by  adding  at  the  end  the  following: 

23  "(C)  An  agency  for  which  a  chief  information  officer 

24  is  designated  under  section    143(a)   of  the  Information 
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1  Technology  Management  Reform  Act  of  1995  may  not 

2  designate  a  senior  official  under  this  paragraph.". 

3  SEC.  817.  AMENDMENT  TO  TITLE  49,  UNITED  STATES  CODE. 

4  Section  40112(a)  of  title  49,  United  States  Code,  is 

5  amended  by  striking  out  "or  a  contract  to  purchase  prop- 

6  erty  to  which  section  111  of  the  Federal  Property  and  Ad- 

7  ministrative  Services  Act  of  1949  (40  U.S.C.  759)  ap- 

8  plies". 

9  SEC.  818.  OTHER  LAWS. 

10  (a)  Computer  Security  Act  op  1987. — Section 

1 1  2(b)(2)  of  the  Computer  Security  Act  of  1987  (Pubhc  Law 

12  100-235;  101  Stat.  1724)  is  amended  by  striking  out  "by 

13  amending  section  111(d)  of  the  Federal  Property  and  Ad- 

14  ministrative  Services  Act  of  1949  (40  U.S.C.  759(d))". 

15  (b)  Public  Law  101-520.— Section  306(b)  of  Public 

16  Law  101-520  (40  U.S.C.  166  note)  is  amended  by  strik- 

17  ing  out  paragraph  (1)  and  inserting  in  lieu  thereof  the 

1 8  foUovnng: 

19  "(1)  the  Information  Technology  Management 

20  Reform  Act  of  1995;  and". 

21  (c)    National    Energy    Conservation    Policy 

22  Act.— Section   801(b)(3)   of  the  National  Energy  Con- 

23  servation  Policy  Act  (42  U.S.C.  8287(b)(3))  is  amended 

24  by  striking  out  the  second  sentence. 
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1  (d)  National  Security  Act  of  1947. — Section  3 

2  of  the  National  Security  Act  of  1947  (50  U.S.C.  403c) 

3  is  amended  by  striking  out  subsection  (e). 

4     Subtitle  B — Clerical  Amendments 

5  SEC.  821.  AMENDMENT  TO  TITLE  10,  UNITED  STATES  CODE. 

6  The  table  of  sections  at  the  beginning  of  chapter  137 

7  of  title  10,  United  States  Code,  is  amended  by  striking 

8  out  the  item  relating  to  section  2315. 

9  SEC.  822.  AMENDMENT  TO  TITLE  38,  UNITED  STATES  CODE. 

10  The  table  of  sections  at  the  beginning  of  chapter  3 

11  of  title  38,  United  States  Code,  is  amended  by  striking 

12  out  the  item  relating  to  section  310  and  inserting  in  lieu 

13  thereof  the  following: 

"310.  Cliief  information  officer.". 

14  SEC.    823.   AMENDMENTS    TO    TITLE    44,    UNITED    STATES 

15  CODE. 

16  (a)  Chapter  1. — The  item  relating  to  chapter  1  in 

17  the  table  of  chapters  at  the  beginning  of  title  44,  United 

1 8  States  Code,  is  amended  to  read  as  follows: 

"1.  Joint  Committee  on  Information  101". 

19  (b)  Chapter  35. — The  table  of  sections  at  the  begin- 

20  ning  of  chapter  35  of  such  title  is  amended — 

21  (1)  by  striking  out  the  item  relating  to  section 

22  3503  and  inserting  in  lieu  thereof  the  following: 

"3.503.  Chief  Information  Officer  of  the  United  States."; 

23  and 
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1  (2)  by  striking  out  the  item  relating  to  section 

2  3520. 

3  TITLE  K— SAVINGS  PROVISIONS 

4  SEC.  901.  SAVINGS  PROVISIONS. 

5  (a)    Regulations,    Instruments,    Rights,   and 

6  Prfvileges. — ^All  rules,  regulations,  contracts,  orders,  de- 

7  terminations,  permits,  certificates,  licenses,  grants,  and 

8  privileges — 

9  (1)  which  have  been  issued,  made,  granted,  or 

10  allowed  to  become  effective  by  the  Administrator  of 

11  General  Services  or  the  General  Services  Adminis- 

12  tration  Board  of  Contract  Appeals,  or  by  a  court  of 

13  competent  jurisdiction,  in  connection  with  an  acqui- 

14  sition  activity  carried  out  under  the  section  111  of 

15  the   Federal   Property  and  Administrative   Services 

16  Act  of  1949  (40  U.S.C.  759),  and 

17  (2)  which  are  in  effect  on  the  effective  date  of 

18  this  title, 

19  shall  continue  in  effect  according  to  their  terms  until 

20  modified,  terminated,  superseded,  set  aside,  or  revoked  in 

21  accordance  with  law  by  the  Director  of  the  Office  of  Man- 

22  agement  and  Budget,  the  Chief  Information  Officer  of  the 

23  United  States,  any  other  authorized  official,  by  a  court 

24  of  competent  jurisdiction,  or  by  operation  of  law. 

25  (b)  Proceedings  and  Applications. — 
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1  (1)  Transfers  op  functions  not  to  affect 

2  proceedings. — This    Act    and    the    amendments 

3  made  by  this  Act  shall  not  affect  any  proceeding,  in- 

4  eluding  any  proceeding  involving  a  claim  or  applica- 

5  tion,  in  connection  with  an  acquisition  activity  car- 

6  ried  out  under  section  111  of  the  Federal  Property 

7  and  Administrative  Services  Act  of  1949  (40  U.S.C. 

8  759)   that  is  pending  before  the  Administrator  of 

9  General  Services  or  the  General  Services  Adminis- 

10  tration  Board  of  Contract  Appeals  on  the  effective 

1 1  date  of  this  Act. 

12  (2)  Orders  in  proceedings. — Orders  may  be 

1 3  issued  in  any  such  proceeding,  appeals  may  be  taken 

14  therefrom,  and  payments  may  be  made  pursuant  to 

15  such  orders,  as  if  this  Act  had  not  been  enacted.  An 

16  order  issued  in  any  such  proceeding  shall  continue  in 

17  effect  until  modified,  terminated,  superseded,  or  re- 

18  voked  by  the  Director  of  the  Office  of  Management 

19  and  Budget,  the  Chief  Information  Officer  of  the 

20  United  States,  or  any  other  authorized  official,  by  a 

21  court  of  competent  jurisdiction,  or  by  operation  of 

22  law. 

23  (3)    Discontinuance    or   modification   of 

24  proceedings  not  prohibited. — Nothing  in  this 

25  subsection  prohibits  the  discontinuance  or  modifica- 

•S  »46  IS 


215 


163 

1  tion  of  any  such  proceeding  under  the  same  terms 

2  and  conditions  and  to  the  same  extent  that  such  pro- 

3  ceeding  could  have  been  discontinued  or  modified  if 

4  this  Act  had  not  been  enacted. 

5  (4)   Regulations   for   transfer   of   pro- 

6  CEEDINGS. — The  Director  of  the  Office  of  Manage- 

7  ment  and  Budget  may  prescribe  regulations  provid- 

8  ing  for  the  orderly  transfer  of  proceedings  continued 

9  under  paragraph  (1). 

10  TITLE  X— EFFECTIVE  DATES 

1 1  SEC.  1001.  EFFECTIVE  DATES. 

12  (a)  In  General. — Except  as  provided  in  subsection 

13  (b),  this  Act  and  the  amendments  made  by  this  Act  shall 

14  take  effect  one  year  after  the  date  of  the  enactment  of 

15  this  Act. 

16  (b)  Title  VI.— Title  VI  shall  take  effect  on  the  date 

17  of  the  enactment  of  this  Act. 

O 
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Mr.  Chairman  and  Mfmbers  of  the  Subconimittre: 

It  IS  a  pleasure  to  be  here  today  to  discuss  the  Information  Technology  Management  Reform 
Act  of  W5  (S   <546),  introduced  by  you  and  Senator  Levin      The  federal  government  will 
never  be  able  to  greatly  improve  its  operations  and  services  to  taxpayers  unless  it  leams  how 
to  take  better  advantage  of  the  tremendous  opponunities  offered  by  modem  information 
technology     Your  legislative  proposal  offers  many  constructive  ways  to  strengthen  the 
government's  management  of  information  and  technology  and  help  reduce  the  many  low- 
value,  high-risk  information  systems  projects  that  continue  to  be  developed  at  great  expense 
without  fully  applying  modem  management  practices 

To  help  frame  the  urgent  need  for  reform  in  this  area,  today  I  will 

#  provide  a  biief  overview  of  the  pervasive  nature  of  the  government's  information 
management  problems, 

#  underscore  how  leading  organizations  manage  information  technology  as  contrasted 
with  typical  federal  agencies,  and 

#  highlight  selected  provisions  in  your  legislative  proposal  that  could  go  a  long  way  to 
address  key  accountability  and  implementation  problems  that  have  been  stumbling 
blocks  towards  getting  real  results. 


The  Urgent  Need  for  Information  Management 
Reform  in  the  Federal  Government 


Growing  budget  pressures  and  widespread  dissatisfaction  with  the  government's  performance 
in  providing  taxpayer  services  and  benefits  have  heightened  the  urgency  to  reform  how 
federal  agencies  acquire  and  manage  information  technology  to  modernize  their  operations. 
Federal  agencies  must  close  the  large  and  widening  gap  between  the  public's  expectations  for 
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efficient,  modem  service  and  the  government's  performance--a  gap  that  is  undermining  the 
effectiveness  and  credibility  of  our  government's  institutions 

More  and  more,  the  American  people  are  enjoying  the  everyday  benefits  of  technology-driven 
service  improvements  in  the  private  sector,  such  as  24-hour  one-stop  customer  service 
numbers,  automated  bank  tellers,  overnight  package  delivery,  and  point-of-sale  or  telephone 
credit  card  payment    Consequently,  citizens  are  perplexed  by  the  government's  inability  to 
provide  equivalent  levels  of  high-quality  sei^'ice  at  reduced  cost 

Much  of  this  disparity  can  be  attributed  to  the  tremendous  problems  being  encountered  by 
federal  agencies  as  they  attempt  to  take  advantage  of  information  technology  to  improve 
mission  process,  business  functions,  and  control  costs.     Most  agencies  have  not  kept  pace 
with  evolving  management  practices  and  skills  necessary  to  (1)  precisely  define  critical 
information  needs  and  (2)  select,  apply,  and  control  changing  information  technologies    The 
result,  in  many  cases,  has  been  wasted  resources,  a  frustrated  public  unable  to  get  quality 
service,  and  a  government  ill-prepared  to  measure  and  manage  its  affairs  in  an  acceptable, 
businesslike  manner. 

The  results  of  this  situation  are  amply  detailed  in  the  Chairman's  own  report,  entitled 
"Computer  Chaos,"  released  last  year.     In  that  report,  you  described  dozens  of  examples  of 
failed  information  technology  efforts,  undersconng  how  the  government  uses  old,  obsolete 
computer  systems  while  wasting  millions  of  dollars  in  failed  modernization  efforts.' 

Similarly,  GAO's  reviews  have  also  found  that  the  government's  information  system  projects 
are  frequently  developed  late,  fail  to  work  as  planned,  and  cost  millions—even  hundreds  of 
millions— more  than  expected.    We  consistently  find  huge,  complex  computer  modernizations 


'Computer  Chaos:    Billions  Wasted  Buying  Federal  Computer  Systems.  Senator  William  S. 
Cohen,  Ranking  Minonty  Member,  Subcommittee  on  Oversight  of  Government  Management, 
Committee  on  Governmental  Affairs,  United  States  Senate,  October  12,  1994. 


219 


at  great  risk  because  of  two  basic  management  problems     (I)  the  failure  to  adequately  select, 
plan,  prioritize,  and  control  system  and  software  projects  and  (2)  the  failure  to  use  technology 
to  simplify,  direct,  and  reengineer  functional  processes  in  ways  that  reduce  costs,  increase 
productivity,  and  improve  service  quality     These  problems  permeate  critical  government 
operations  in  several  agencies,  such  as  the  Federal  Aviation  Administration  (FAA).  the 
Internal  Revenue  Service  (IRS),  the  Department  of  Agriculture  (USDA),  the  Department  of 
Veterans  Affairs  (VA),  the  Social  Security  Administration  (SSA),  and  the  Department  of 
Defense  (DOD) 

The  administration's  National  Performance  Review  (NPR)  also  found  that  the  federal 
government  is  unable  to  use  even  the  most  basic  technology  to  conduct  its  business. 
Currently,  the  administration  has  13  NPR  initiatives  underway  designed  to  improve  how  the 
government  is  managing  and  using  modem  information  technology^    In  addition,  high-risk 
lists  maintained  by  the  President's  Office  of  Management  and  Budget  (0MB),  the  General 
Services  Administration  (GSA),  and  GAO  include  weaknesses  in  financial  management  or 
information  systems.    Because  of  consistent  problems  we  have  cited  in  our  reviews  of  several 
multibillion  dollar  computer  modernization  projects,  we  recently  added  several  large 
modernization  efTorts  as  a  major  category  of  weaknesses  to  our  High  Risk  series.' 

In  short,  there  is  much  to  be  done  to  bring  the  federal  government  into  the  information  age 
New  ways  of  managing  information  and  technology-when  applied  well—can  yield  dramatic 
successes,    however,  when  neglected,  it  can  produce  painful  failures  and  actually  inhibit 
improvement  efTorts.    Despite  obligations  exceeding  S200  billion  on  information  management 
and  systems  in  the  last  12  years,  the  government  has  too  little  evidence  of  meaningful  returns. 
The  consequences—poor  service  quality,  high  costs,  low  productivity,  unnecessaiy  nsks,  and 
unexploited  opportunities»cannot  continue  in  today's  environment.. 


^  Reenpineennp  Through  Information  Technology.  Accompanying  Report  of  the  National 
Performance  Review,  Office  of  the  Vice  President,  Washington,  DC,  September,  1993 

^GAO  High-Risk  Senes:  An  Overview  (GAO/HR-95-1.  Feb   1995). 
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Consequently,  federal  executives  are  expressing  a  growing  interest  in  finding  practical, 
workable  solutions  to  the  myriad  of  complex  information  problems  they  face  in  their 
organizations    To  help  federal  agencies  achieve  their  potential  for  improvement,  we  studied  a 
number  of  successful  private  and  public  sector  organizations  to  leam  how  they  consistently 
applied  information  technology  to  improve  mission  performance. 


Best  Practices  OfTer  Insight  Into  Needed 
Management  Reforms 


In  our  recent  report  on  strategic  information  management  "best  practices,"*  we  described  an 
integrated  set  of  fundamental  management  practices  that  were  instrumental  to  the  success  of 
leading  public  and  private  organizations.    The  most  critical  factor  was  the  leadership  and 
personal  commitment  of  top  executives  to  improve  strategic  information  management.    These 
executives  recognized  that  technology  is  integral  to  providing  information  for  effective 
decision-making  and  supporting  the  work  processes  that  accomplish  the  organizations' 
mission.    They  actively  spent  time  to  reduce  risks  and  maximize  return  on  scarce  investment 
funds. 

These  leaders  managed  through  three  fundamental  areas  of  practice.  The  integrated 
management  approach  taken  by  these  leading  organizations  contrasts  sharply  with  what 
currently  exists  in  the  federal  government. 

#  First,  they  decided  to  work  differently  by  quantitatively  assessing  performance  against  the 
best  in  the  world  and  recognizing  that  program  managers  and  stakeholders  need  to  be  held 
accountable  for  using  information  technology  well.    In  contrast,  federal  agencies 
frequently  fail  to  benchmark  themselves  against  the  best,  ofiten  delegate  information  issues 
to  technical  staff,  and  sustain  rates  of  management  turnover  that  seriously  hinder  true 


'Executive  Guide:    Improving  Mission  Performance  Through  Strategic  Information 
Management  and  Technology  (GAO/AIMD-94-1 15,  May  1994). 
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ownership  and  accountability 


•  Second,  they  directed  scarce  resources  toward  high-value  uses  by  reengineering  critical 
functions  and  carefully  controlling  and  evaluating  the  results  of  information  systems 
spending  through  specific  cost  and  performance  measures    Federal  agencies,  on  the  other 
hand,  often  buy  computer  hardware  before  they  evaluate  their  business  functions,  lack 
discipline  and  accountability  for  their  investments,  and  fail  to  rigorously  monitor  the 
results  produced. 

#  Third,  they  supported  major  cost  reduction  and  service  improvement  efforts  with  the  up- 
to-date  professional  skills  and  organizational  roles  and  responsibilities  required  to  do  the 
job.    The  federal  government  all  too  often  is  held  back  by  an  antiquated  skill  base  and 
confused  roles  and  responsibilities  that  consistently  inhibit  the  effectiveness  of  major 
system  development  and  modernization  efforts 

Figure  1  provides  more  detail  on  the  specific  practices  within  these  management  areas. 


Figure  1:    Key  Management  Areas  and  Fundamental  Practices 
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Our  study  of  leading  organizations  indicated  that  meaningful  short-term  and  long-term  results 
can  accrue  if  these  management  practices  are  applied  over  time    Figure  2  shows  examples  of 
some  short-term  results  (generally  occurring  within  1  to  2  years),  while  Figure  3  demonstrates 
long-term  results  largely  attributable  to  strategic  information  management  "best  practices" 
cited  in  our  report 


Figure  2:    Eiamples  of  Short-term  Results  Cited 
By  Leading  Organizations 
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professional  development 

In  8  months,  prototyped  a  new 
customer  service  operations  that  was 
5  times  faster,  used  4  times  fewer 
staff,  and  5  times  less  information 
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technology  projects  with  questionable 
pay-off  and  shifted  resources  to 
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Management  identified  and  agreed  on 
higfvnsk  areas  on  major  projects  and 
initiated  preventive  actions  early 
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Figure  3:    Eiamples  of  Long-term  Results  Cited 
by  Leadine  Organirations 
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58%  increase  in  workload  handled 
with  the  same  staff  levels; 
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(5  9%  annual  rate)  &  higher  quality 

Number  of  employees  responding  to 
customer  inquiries  reduced  from  16  to 
1 ;  number  of  systems  supporting  the 
process  cut  from  70  to  1 

In  3  years,  realized  benefits  from  IT 
projects  went  from  just  9%  of  that 
projected  to  133% 

From  a  50%  to  85%  on-time 
completion  rate  for  IT  projects  within 
budget,  at  acceptable  risk  levels,  witti 
improvements  in  IT  returns 


Implementing  these  practices  in  the  federal  environment  is  not  only  possible,  but  is  already 
beginning  in  several  agencies    In  fact,  we  found  similar  practices  being  used  in  a  number  of 
federal  agencies  that  we  studied  for  comparison  purposes.   However,  none  of  the  federal  case 
study  organizations  had  all  the  practices  m  place  or  used  them  m  tandem  as  an  integrated 
package    This  was  a  key  difference  with  the  leading  organizations  who,  instead,  used  the 
practices  to  implement  new  ways  of  doing  business  as  a  cohesive  set  of  mutually  reinforcing 
activities,  not  ad  hoc  efforts 


224 


We  have  found  that  many  agencies  need  and  want  help  to  close  the  cost  and  performance  gap 
with  leadmg  organizanons    In  fact,  the  federal  community's  response  to  our  report  has  been 
overwhelmingly  positive.    We  have  received  requests  for  over  16,500  copies  and  have  briefed 
over  2,000  federal  decisionmakers  on  our  work    This  demand  highlights  the  quest  for 
information  about  potential  solutions  and  an  interest  in  change. 

Besides  sharing  our  research  findings,  we  are  taking  steps  to  ensure  that  federal  agencies  have 
the  opportunity  to  apply  what  we  have  learned  to  their  own  organizations.    We  have 
developed  a  methodology  for  agencies  to  use  in  conducting  self-assessments  of  their  strategic 
information  management  pracnces  by  benchmarking  their  practices  against  the  characteristics 
of  our  case  study  organizations      The  objective  is  to  evaluate  strengths  and  weaknesses  in 
current  information  management  practices  and  to  devise  and  execute  widely  supported 
corrective  action  plans  that  focus  on  results. 

Our  approach  has  already  been  used  by  the  IRS,  Coast  Guard,  and  HUD,  and  self-initiated 
evaluations  are  in  process  at  several  other  agencies    We  are  also  working  on  additional 
management  guides  to  help  managers  direct  other  specific  assessments  and  improvement 
efforts,  such  as  information  management  performance  measures  and  business  process  analysis. 
We  are  also  working  jointly  with  0MB  on  an  Information  Technology  Investment  Guide  that 
will  be  available  shortly     Figure  4  illustrates  our  approach  for  facilitating  the  assessment  and 
implementation  of  these  practices  into  government  agencies. 
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Figure  4:    Implementing  Strategic  Information  Management 
Best  Practices 
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Key  Legislative  Provisions  Are  Consistent 
With  Practices  of  Leading  Organizations 


Mr.  Chairman,  you  and  Senator  Levin  have  taken  a  positive  step  in  creating  a  constructive 
dialogue  on  how  to  tackle  key  root  causes  of  the  government's  information  management 
problems.   Your  legislative  proposal  can  help  tremendously  to  solidify  and  enhance  efforts  to 
institute  the  best  practices  of  leading  organizations  into  the  federal  govemment.   First,  your 
proposal  makes  an  important  step  forward  in  fundamentally  changing  the  government's  focus 
of  information  technology  from  a  technical  issue  to  a  management  issue.    Second,  it  makes 
direct  linkages  between  budgetary  and  performance  decisions  impacting  the  approval, 
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continuation,  or  termination  of  major  information  technology  investments.    Third,  provisions 
in  your  legislation  build  upon  important  changes  recently  made  to  other  statutes  and  executive 
policy  guidance  '     In  particular,  it  further  amplifies  and  strengthens  key  information 
management  provisions  of  the  Paperwork  Reduction  Act  of  1995.     Collectively,    these 
changes  can  begin  to  establish  a  solid  foundation  for  instituting  modem  management  practices 
throughout  the  federal  government. 

I  might  add,  Mr.  Chairman,  that  there  are  important  benefits  associated  with  having  a  strong 
statutory  base  for  public  sector  management  tenants  as  well.    Legislative  foundations 
transcend  presidential  administrations,  fluctuating  policy  agendas,  and  the  frequent  turnover  of 
senior  appointees  in  the  executive  branch.    Having  congressional  consensus  helps  to  ensure  a 
continuity  of  purpose  over  time  and  allows  healthy  updates  to  rapidly  changing  management 
and  information  technology  disciplines. 

In  addition,  legislative  provisions  provide  the  Congress  with  effective  oversight  tools  to 
ensure  that  agency  heads  know  how  they  are  being  held  accountable  for  ensuring  that  their 
programs  are  well  managed,  funds  are  properly  spent,  and  initiatives  are  achieving  the 
intended  results.    And  finally,  as  prime  users  of  performance  and  financial  information,  the 
Congress  has  a  major  interest  in  ensuring  that  agencies  give  the  proper  attention  to  addressing 
critical  management  issues. 

Recognizing  that  your  bill  covers  a  wide  range  of  reforms,  let  me  now  focus  on  some  of  the 
key  similarities  between  your  legislative  proposal  and  many  of  the  suggestions  we  have  made 
for  improving  the  government's  management  of  information  and  technology. 


'These  include  the  Chief  Financial  Officers  Act  (CFO)  of  1990,  the  Government  Performance 
and  Results  Act  (GPRA)  of  1993,  the  Government  Management  Reform  Act  of  1994,  the 
Federal  Acquisition  Streamlining  Act  (FAS A)  of  1994,  the  Paperwork  Reduction  Act  (PRA) 
of  1995,  and  the  OMB's  revised  Circular  A- 130— the  basic  policy  circular  for  management  of 
federal  information  resources. 

10 
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Holding  Agency  Executives  Accountable  for  IT  Solutions 
That  Effectively  Support  Mission  Performance 


Your  legislative  proposal  clearly  makes  the  agency  head  and  the  executive  management  team 
accountable  for  ensunng  that  information  technology  investments  will  maximize  mission 
benefits.    For  instance,  agency  leaders  are  to  develop,  maintain,  and  oversee  the 
implementation  of  information  resources  management  (IRM)  plans  that  are  consistent  with  the 
overall  strategic  plan  prepared  under  the  Government  Performance  and  Results  Act  (GPRA) 
Agency  heads  are  also  held  accountable  for  attaining  or  failing  to  attain  success  in  achieving 
objectives  established  for  information  technology  investments    Moreover,  the  0MB  Director 
is  empowered  to  take  actions  in  instances  of  poor  agency  performance,  such  as  reducing 
budgets  or  withdrawing  the  agency's  authority  to  contract  directly  for  information  technology 

These  provisions  appropriately  emphasize  that  information  management  is  an  integral  part  of 
the  government's  overall  management  responsibility,  and  they  help  ensure  that  senior 
managers  are  responsible  for  appropriately  managing  the  risks  associated  with  major 
information  system  initiatives.    Agency  leadership  should  be  held  accountable  for 
understanding  what  their  key  information  assets  are  and  for  protecting  the  value  of  these 
assets. 

Executives  of  successful  private  and  public  firms  we  studied  approached  information 
management  issues  in  a  seamless  fashion:   they  recognized  that  technology  is  integral  to 
providing  the  information  for  effective  decision-making  and  supporting  the  work  processes 
that  accomplish  the  organization's  mission.    Chief  executives  maintained  a  strong  leadership 
role  and  exhibited  personal  commitment  to  strategic  information  management.   Ensuring 
accountability  and  involvement  of  senior  executives  worked  because  it  immediately  focused 
information  management  decision-making  and  systems  development  activities  on  measurable 
mission  outcomes    This  helped  ensure  more  comprehensive  assessments  of  organizational 
risks  and  benefits  projections  and  greater  attention  to  improving  performance. 
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Moreover,  creating  executive  and  line  management  ownership  and  support  for  information 
management  and  technology  decisions  prevents  the  "pushmg  a  stnng"  problem  that  results 
when  IRM  departments  try  too  hard  to  run  the  mission  programs    In  several  case  study 
organizations  we  examined,  major  information  technology  projects  always  had  executive-level 
sponsors  who  were  actively  involved  in  major  project  decisions  that  consider  cost,  schedule, 
and  real  versus  projected  performance  outcomes. 


Using  Chief  Information  Officers  as  Part  of 
Executive  Management  Teams 


Your  proposal  calls  for  the  creation  of  Chief  Information  Officers  (CIO)  in  the  24  major 
federal  agencies  covered  by  the  CFO  Act,  plus  the  Central  Intelligence  Agency.   The  proposal 
is  especially  clear  on  the  cntical  senior  management  role  that  a  CIO  should  have  in  assisting 
the  head  of  the  agency  and  the  Chief  Financial  Officer  on  such  matters  as  (1)  establishing 
control  and  management  processes  for  technology  investment  decisions,  (2)  ensuring  that 
agency  mission-related  and  administrative  processes  are  reviewed  and  that  improvement 
opportunities  are  identified  and  made  before  approving  automated  systems  support,  (3) 
monitoring  IT  project  acquisition  costs  and  schedules,  and  (4)  providing  aimual  information 
technology  performance  reports  to  the  head  of  the  agency.    To  give  the  position  the  stature 
and  focus  it  needs,  your  bill  requires  that  the  agency  head  appoint  the  CIO,  that  this  position 
be  at  the  executive  level  (ES-FV),  and  that  the  CIO  not  be  assigned  any  non-IRM  related 
duties. 

Because  of  the  intrinsic  value  that  this  position  can  bring  to  persistent  problems  in  the 
management  and  use  of  information  technology  that  prevail  across  the  federal  government,  we 
strongly  support  this  provision.    In  previous  testimonies,  we  have  recommended  that  CIOs 
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need  to  be  established  in  major  departments  and  agencies " 

The  CIO  brings  a  necessary  focus  and  level  of  accountability  for  information  technology 
results  that  has  been  missing  under  the  Designated  Senior  Official  for  IRM  approach  outlined 
in  the  PRA.    All  too  often,  top  senior  IRM  Officials  in  the  government  have  additional  nme- 
consuming  responsibilities  and  duties  outside  the  realm  of  information  management,  such  as 
personnel,  administrative  services,  space  and  property  management,  and  contracting     As  a 
result,  information  management  responsibilities  are  often  delegated  to  a  lower  management 
position  that  is  not  a  part  of  the  top  executive  management  team. 

The  use  of  CIOs  has  become  a  common  management  practice  in  most  leading  private 
corporations,  and,  according  to  a  recent  survey,  40  state  governments  report  having  CIOs.' 
Although  specific  roles  and  responsibilities  vary  according  to  organizational  structures,  it  is 
not  uncommon  to  find  both  pnvate  and  public  sector  CIOs  actively  involved  in  strategic 
business  planning  processes  to  identify  opportunities  for  performance  improvement  and  cost 
savings  that  can  be  realized  through  the  application  of  information  technology    In  the  federal 
government,  there  is  a  growing  recognition  of  the  value  of  having  CIOs  and  a  few  agencies 
have  already  created  these  positions. 

The  development  of  the  CIO  position  in  leading  organizations  fits  with  the  integration  of 
information  technology  into  the  organization  as  a  whole.    As  the  focus  of  applications 
development  and  system  support  has  rapidly  expanded  into  business  and  mission  functions— 
and  the  size  of  information  resources  has  grown—leading  organizations  have  recognized  the 


^Improving  Government:    Actions  Needed  to  Sustain  and  Enhance  Management  Reforms 
(GAO/T-OCG-94-1,  Jan.  27,  1994);  Paperwork  Reducnon  Act:    Opportunity  to  Strengthen 
Government's  Management  of  Information  and  Technology  (GAOn"-AIMD/GGD-94-126, 
May  19,  1994),  Government  Reform:   Using  Reengineenng  and  Technology  to  Improve 
Government  Performance  (GAO/T-OCG-95-2,  Feb  2,  1995). 

'The  State  Chief  Information  Officer.  National  Association  of  State  Information  Resource 
Executives,  May  1995. 
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need  for  a  dedicated  managenal  position  focused  on  ensunng  that  information  systems 
decisions  are  contributing  to  business  and  mission  results. 

The  critical  success  factors  for  successful  CIOs  include: 

#  strong  sponsorship  from  the  CEO  and  other  senior  executives  who  recognize  the  value 
of  using  the  CIO  to  focus  and  advise  the  senior  management  team  on  high-value  issues, 
decisions,  and  information  technology  investments, 

#  the  ability  of  the  CIO  to  communicate  the  criticality  of  information  management  and 
technology  investments  to  cost,  quality,  and  speed  of  delivery  of  mission  performance, 

#  having  defined  skills,  role,  and  responsibilities  for  the  CIO  so  that  the  occupant  of  the 
position  does  not  just  hold  a  new  title  in  an  organizational  chart,  represents  more  than 
just  a  narrow  technical  specialist,  and  is  empowered  to  set  and  enforce  organizationwide 
information  management  and  technology  standards,  and 

#  the  ability  of  the  CIO  to  deliver  low-cost,  high-quality  information  technology  products 
and  services  that  provide  both  short-term  performance  improvements  and  long-term 
value  and  stability  to  consistently  successfiil  business  results. 

The  vital  area  of  information  technology  expenditure  also  warrants  a  new  level  of  scnitiny— 
govemmentwide—to  determine  just  where  risks  are  highest  and  how  they  can  be  managed 
more  effectively.   In  diis  regard,  we  have  recommended  that  a  central  CIO  be  established  at 
the  govemmentwide  level.'  Many  information  technology  projects  pursued  by  the  federal 
government  are  of  sufficient  size,  risk,  and  importance  to  warrant  carefiil  attention  by  the 
Executive  Office  of  the  President.   The  creation  of  a  central  CIO  for  the  federal  government 


'Government  Reform:    Using  Reengineering  and  Technology  to  Improve  Government 
Performance  (GAO/T-OCG-95-2,  Feb  2,  1995) 
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could  also  provide  a  stronger,  central  point  of  coordination  for  the  full  range  of 
govemmenrwide  information  management  and  technology  issues  presently  handled  by  several 
different  executive  agencies    These  issues  include  (1)  reengineenng  and/or  consolidating 
interagency  or  govemmentwide  process  and  technology  infrastructure,  (2)  managing  shared 
assets,  (3)  and  evaluating  high-risk,  complex  information  systems  modemizanon  efforts 

We  do  suggest,  however,  that  strong  consideration  be  given  to  the  need  to  clearly  establish 
specific  qualifications  and  credentials  cntical  to  the  success  of  the  proposed  CIO  positions. 
Essential  charactenstics  commonly  associated  with  successful  ClOs  include  requisite 
experience  defining  and  applying  technology  solutions  to  business  opportunities  and  problems, 
proven  leadership  and  management  capabilities,  and  the  ability  to  develop  and  enforce 
organizationwide  technology  architectures. 


Making  Information  Technology  Decisions  Contingent 
Upon  Assessments  of  Existing  Processes 


It  is  imperative  that  agencies  begin  their  analyses  of  information  technology  proposals  after 
business  and  core  mission  functions  have  been  thoroughly  analyzed  for  efficiency  and 
effectiveness  using  process  modeling  techniques.    Without  first  considering  reengineenng  the 
work  or  mission  delivery  processes  associated  with  a  proposed  IT  acquisition,  agencies  cannot 
be  sure  of  the  greatest  technology  improvement  payoff    Your  proposed  legislation  is  very 
clear  on  the  need  for  agencies  to  conduct  process  analyses  and  consider  reengineenng  changes 
before  implementing  information  technology  solutions.    It  specifically  requires  that  the  agency 
head  certify  that  mission-related  and  administrative  processes  are  appropriately  reviewed  and 
performance  measures  established  before  proceeding  with  information  systems  acquisitions. 

Business  process  reengineenng  is  perhaps  the  most  frequently  discussed  improvement 
technique  today.    Its  attraction  is  in  its  promise  of  achieving  high  levels  of  improvement  in 
cost,  quality,  and  timeliness  that  can  help  propel  an  organization  into  a  leadership  position  in 
its  market.    Our  work  with  leading  organizations  indicates  that  accomplishing  significant 
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improvements  in  performance  almost  always  requires  that  critical  work  processes  be 
redesigned  or  reengmeered  in  conjunction  with  the  apphcation  of  information  technology. 

Information  technology  projects  aimed  at  improving  performance  that  do  not  involve  process 
improvement  may  fail  to  yield  any  significant,  long-term  benefits.    Our  reviews  of  major 
system  modernization  efforts  across  the  government  have  shown  that  many  federal  agencies 
continue  to  propose  and  implement  information  technology  solutions  that  automate  existing 
inefficient  procedures  and  processes  of  doing  business.'   This  results  in  the  expenditure  of 
millions  of  dollars  with  little  or  no  benefit  and  lost  opportunities  to  fundamentally  improve 
government  performance  and  public  satisfaction. 


Using  Investment  Approaches  to  Information  Technology 
Decisions  That  Stress  Evaluations  of  Risks  and  Returns 


By  requiring  agency  heads  and  0MB  to  apply  sound  methods  and  approaches  for  realistically 
assessing  and  managing  risks  and  maximizing  mission  benefits  accruing  from  information 
technology,  your  legislation  adopts  an  investment-oriented  approach  for  selecting,  controlling, 
and  evaluating  the  results  of  information  technology  spending.  Provisions  specifically  call  for 
these  assessments  to  be  integrated  with  budget,  financial,  and  program  management  decisions 
to  ensure  a  tight  linkage  among  proposed  information  technology  projects,  changes  m  mission 
outcomes  and  performance  expectations,  and  spending  plans.  Equally  important,  your 
legislation  suggests  comprehensive  risk  and  benefit  measures  that  require  agencies  to  consider 
more  than  just  financial  issues  in  cost-benefit  analyses  and  risk  assessments. 

This  approach  is  directly  in  line  widi  leading  practices  used  by  successful  private  and  public 
sector  organizations  we  have  studied   Senior  executives  in  these  organizations  make 
information  technology  decisions  using  explicit  criteria  assessing  mission  benefits,  risks,  and 


lleengineenng:    Opportunities  to  Improve  (GAO/AIMD-95-67R,  Jan  6,  1995);  (GAO/T- 
OCG-95-2,  Feb  2,  1995  ) 
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costs  of  each  project    As  such,  information  technology  projects  are  treated  more  like 
investments  rather  than  as  expenses.    Quantitative  and  qualitative  cost,  benefit,  and  nsk 
analyses  often  underpin  the  assessment  cntena    This  approach  concentrates  and  broadens  top 
management's  attention  on  assessing  and  managing  risk  and  regulating  tradeoffs  between 
continued  funding  of  existing  operations  and  developing  new  performance  capabilities 

Treating  information  technology  decisions  as  investments  can  help  bring  order  and  rigor  to 
ambiguous  budget  debates  over  the  impact  of  information  technology  on  mission  outcomes 
Information  systems  decisions  can  be  tightly  linked  to  program  budget  decisions  by  focusing 
on  project  outcomes  and  mission  improvement  needs.   For  example,  in  one  private  sector  firm 
we  studied,  the  combination  of  senior  management  involvement,  explicit  critena  for 
measuring  costs,  benefits,  and  nsks,  and  consistent  evaluation  of  IT  projects  until  completion 
resulted  in  a  14-fold  increase  in  return  on  IT  investments  over  a  3 -year  period. 

Moreover,  by  using  tools  and  techniques  associated  with  this  approach,  senior  management 
can  evaluate  the  agency's  entire  "portfolio"  of  proposed  systems  investments  to  ensure  that  the 
best  mix  of  projects  is  being  pursued  to  help  achieve  the  overall  business  strategy  and  meet 
pressing  performance  improvement  goals.   Having  agencies  focus  on  net  benefits,  such  as  cost 
reductions,  decreases  in  program  cycle  time,  increases  in  productivity,  and  enhanced  service 
capability,  can  help  ensure  that  technology  investments  are  evaluated  for  their  impact  on 
performance  as  well  as  cost  and  schedule  milestones. 


Measuring  Information  Technology  Performance  in 
Mission  Outcome  and  Results-oriented  Terms 


Your  legislation  stresses  the  need  for  measuring  the  contribution  of  information  technology  to 
improvements  in  mission  performance  by  requiring  the  CIO  to  (1)  devise  measures  that  can 
be  used  to  assess  how  information  systems  are  contributing  to  program  performance,  (2) 
monitor  and  assess,  in  conjunction  with  senior  managers,  the  results  of  technology  projects 
under  development  and  in  operation,  and  (3)  prepare  annual  reports  on  the  effectiveness  of 
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technology  solutions  in  improving  program  performance  outcomes 

The  government  is  moving  towards  accountability  for  results  by  focusing  on  program  and 
mission  outcomes,  not  output  measures  that  quantify  level  of  activities.    Information 
technology  is  an  important  enabler  of  mission-related  processes,  creating  opportunities  for 
improvements  in  productivity  and  service  quality  to  customers.     With  the  provisions  in  your 
legislation,  agencies  will  be  increasingly  called  upon  to  demonstrate,  through  quantitative  and 
qualitative  measures,  how  information  technology  investments  contnbute  to  mission  outcome 
and  performance  improvement  in  addition  to  measures  related  to  technical  efficiency  and  cost 
and  schedule  goals. 

This  approach  is  very  much  in  line  with  that  of  leading  public  and  pnvate  organizations. '° 
Our  research  revealed  that  these  organizations  use  standard  measurement  practices  that  focus 
on  program  outcomes,  resource  consumption,  and  the  elapsed  (or  cycle)  time  of  specific  work 
processes,  activities,  or  transactions.   They  measure  the  financial,  mission,  and  organizational 
impact  of  their  information  systems  investments  rigorously,  often  benchmarking  them  against 
other  organizations'  performance,  their  own  business  needs,  and  customer  expectations. 
Accountability  structures  are  put  into  place  to  link  priorities,  goals,  and  plans  to  daily 
operational  activities  and  to  help  ensure  Aat  day-to-day  activities  contnbute  to  the  mission, 
goals,  and  objectives  defined  in  the  organization's  performance  improvement  strategy. 


Challenges  For  Implementing  Covemmentwide 
Information  Management  Reform 


Our  experience  with  other  management  reform  legislation,  such  as  the  CFO  Act  and  the 
Government  Performance  and  Results  Act,  shows  that  changes  in  govemmentwide  information 
management  and  technology  reform  will  not  occur  overnight.    As  with  any  change-oriented 


'"Government  Reform:    Goal-Setting  and  Performance  (GAO/AIMD/GGD-95-130R,  March 
27,  1995);  Managing  For  Results:    Critical  Actions  for  Measuring  Performance  (GAO/T- 
GGD/AIMD-95-187,  June  20,  1995) 
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approach,    proposals  in  the  legislation  will  take  significant  effort  and  continuous  commitment 
to  implement.    Even  our  research  of  leading  organizations  indicates  that  a  3  to  5  year  window 
is  essential  for  successful  implementation  of  integrated  management  practices,  such  as  those 
contained  in  your  bill 

The  passage  of  the  CFO  Act  in  1990  and  its  subsequent  implementation  over  the  last  5  years 
has  yielded  some  valuable  "lessons  learned"  which  are  applicable  to  the  current  environment 
confronting  information  management  reforms    First,  it  is  clear  that  legislation  can  make  a 
difference  in  implementing  change    The  CFO  Act  has  provided  continuity  for  financial 
management  reform  that  was  absent  in  the  past.    Second,  effective  leadership  within  the 
agencies  is  paramount  to  successfully  implement  change    Without  the  nght  talent  and  people 
in  top  financial  and  CFO  positions,  the  progress  made  to  date  would  have  been  very  difficult 
to  achieve.    Third,  legislative  provisions  can  give  a  reform  effort  cntically  needed  focus. 
CFOs  and  Inspectors  General  have  had  a  common  base  to  work  from  to  improve  financial 
data  and  management  controls.   These  same  lessons  can  apply  equally  to  legislation  on 
information  management  reform. 

Still,  both  short-  and  long-term  benefits—higher  returns  on  information  technology  investments 
and  lower  nsks  of  failure,  delay,  and  overspending-can  accrue.   Clearly,  as  your  legislative 
proposal  demonstrates,  the  debate  is  shifting  from  whether  to  change  information  management 
practices  to  what  exactly  to  change  and  how  to  do  it.    What  is  important—which  your 
legislation  emphasizes— is  that  a  combination  of  management  practices,  working  in  an 
integrated  fashion,  must  be  in  place  for  change  to  be  successful.    For  example,  the 
appointment  of  a  CIO.  by  itself,  is  not  a  total  solution  to  an  organization's  information 
management  problems  nor  can  it  ensure  successful  outcomes.    The  position  cannot  become  a 
substitute  for  institutionalized  and  effective  information  technology  management  processes 
that  involve  all  top  executives  working  as  an  effective  management  team.    CIO  positions 
have,  in  many  cases,  become  untenable  or  controversial  largely  because  they  are 
overemphasized,  inappropnately  staffed,  lack  adequate  authonty,  and  do  not  focus  exclusively 
on  strategic  information  management  issues. 
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Moreover,  there  is  growing  concern  about  the  need  to  recruit  and  improve  the  existing  skills 
of  information  technology  and  management  professionals  in  government.    This,  too,  will  not 
be  easy  because  of  competition  against  better  salaries  in  the  private  sector  and  budget  cuts 
that  will  no  doubt  affect  training  and  education  programs.    As  a  result,  it  may  be  necessary 
for  agency  leaders  to  employ  innovative  approaches  to  draw  in  needed  talent.    Your 
legislative  proposal  acknowledges  this  by  creating  the  Federal  Information  Council      This 
council  allows  the  creation  of  interagency  IRM  review  groups  and  special  advisory  groups— 
which  may  include  industry  representatives— to  help  resolve  problems  with  complex,  high-risk 
systems  development  projects.     In  addition,  agency  heads  can  establish  one  or  more 
independent  technical  review  committees,  comprised  of  agency  and  outside  experts,  to  provide 
advice  on  specific  IT  projects. 


In  short,  Mr.  Chairman,  there  is  an  urgent  need  to  change  how  the  government  is  managing 
its  information  and  technology  assets  because  of  (1)  the  opportunities  that  modem 
management  practices  and  technology  offer  to  significantly  improve  government  services  to 
the  taxpayer  and  (2)  to  control  the  high  risks  and  costs  and  produce  better  returns  on  the 
significant  federal  investment  being  made  in  information  technology. 

The  key  at  this  critical  time  of  government  downsizing,  as  agencies  seek  to  streamline 
operations  and  processes  to  improve  effectiveness  while  spending  less,  is  to  do  so  in  a 
focused,  planned  way  that  reinforces  accountability  for  modem  management  systems  that  use 
technology  to  produce  real  results.   This  legislation  can  make  an  invaluable  contnbution  by 
bnnging  the  information  management  practices  of  leading  organizations  into  the  government 
to  help  federal  programs  work  better  and  cost  less. 

This  concludes  my  prepared  testimony.   We  look  forward  to  working  with  you  and  the 

Subcommittee  in  your  efforts  to  improve  the  management  of  federal  programs.    I   would  be 
glad  to  answer  any  questions  you  or  other  members  of  the  Subcommittee  may  have  at  this 
time. 
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Good  morning,  Mr.  Chainnan.   I  am  very  pleased  to  be  here  to  give  the  Committee 
my  views  on  the  Information  Technology  Management  Reform  Act  of  1995.   I  find  it 
significant  that  so  many  people  are  working  to  maximize  the  contributions  information 
technology  (IT)  makes  to  improved  program  performance. 

The  Federal  government  continues  to  have  a  mixed  record  in  integrating  IT  into  its 
operations.    Although  it  spent  $25  billion  in  fiscal  year  1994  on  information  technology,  the 
Federal  government  has  lacked  the  consistently  effective  leadership  and  organization  required 
to  assure  that  it  makes  the  most  of  these  resources.   Over  the  years,  this  Committee  and 
others  have  expressed  concern  with  IT  projects  that  substantially  overran  their  budgets  and 
underperformed  their  projections. 

Government  is  not  alone  in  its  difficulties  with  information  technology.   This  year, 
more  than  half  of  the  software  development  projects  initiated  by  large  companies  will  cost 
twice  as  much  as  originally  estimated,  according  to  a  recent  study  by  The  Standish  Group 
International  Inc.   Until  it  set  up  a  project  management  office,  American  Express  Financial 
Advisors  was  experiencing  budget  overruns  of  as  high  as  500  percent  on  IT  projects.'   In 
June  of  1994,  IBM's  Consulting  Group  released  a  survey  of  24  leading  companies  that  had 
developed  large  systems:   55  percent  of  the  projects  cost  more  than  they  expected,  68  percent 
overran  their  schedules,  and  88  percent  had  to  be  substantially  redesigned.'  Rapidly 
changing  technology  makes  IT  projects  inherently  difficult  to  manage. 


'  'Tough  Love, '  Reins  in  IS  Projects,  Computerworld,  by  Julia  King,  June  19,  1995, 
page  1. 

'^Software's  Chronic  Crisis,  Scientific  American,  by  W.  Wayt  Gibbs,  September  1994, 
page  89. 
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ReceDt  History 

During  my  confirmation  hearing  before  the  Governmental  Affairs  Committee,  Senator 
Glenn  asked  what  could  be  done  to  improve  the  government's  acquisition  of  information 
technology.   I  replied  that  my  experience  in  the  private  sector  was  that  difficulties  arose 
when  you  did  not  have  a  clear  idea  of  what  you  needed  a  new  system  for  and  how  you 
expected  it  to  perform.   During  last  year's  budget  season,  the  large  number  of  complex, 
mission-critical  and  troubled  IT  projects  included  in  agency  budget  submissions  made  it  clear 
that  we  have  a  systemic  problem.   I  therefore  convened  a  meeting  of  those  within  0MB 
working  on  this  problem  including  the  Office  of  Information  and  Regulatory  Affairs,  the 
Office  of  Federal  Procurement  Policy,  the  Office  of  Federal  Financial  Management  and  the 
budget  examiners  for  a  number  of  troubled  systems. 

While  our  problems  are  significant,  I  was  pleased  to  learn  how  much  was  going  on 
across  the  government  to  improve  the  situation.  The  National  Performance  Review  had 
considered  IT  so  important  that  a  cross-cutting  team.  Government  Information  Technology 
Services  (GITS),  was  created  just  to  concentrate  on  this  area.   Many  IT  projects  had  been 
nominated  by  the  agencies  to  be  Government  Performance  and  Results  Act  (GPRA)  pilots. 

Recent  revisions  to  0MB  Circular  A-130,  Managemeiu  of  Federal  Information 
Resources,  recognize  the  strategic  importance  of  IT  and  require  agencies  to  establish 
structured  evaluation  criteria  and  decision-making  processes  to  help  them  justify  investments 
in  IT.   These  revisions  also  include  new  requirements  to  tie  investments  in  IT  to  mission 
goals,  to  use  programmatic  performance  measures  in  evaluation  processes,  and  to  link 
management  oversight  processes  for  major  information  systems  to  agency  budget  processes. 

At  the  General  Services  Administration  (GSA),  Roger  Johnson,  the  Administrator, 
had  reached  out  to  IT  experts  throughout  the  government,  by  forming  the  Information 
Technology  Acquisition  Review  Board  (TTARB)  to  bring  their  experience  to  bear  on  troubled 
systems.   The  General  Accounting  Office  (GAO)  had  synthesized  best  practices  for  managing 
IT  in  the  very  useful  Executive  Guide,  Improving  Mission  Performance  Through  Strategic 
Information  Management  and  Technology:  Learning  from  Leading  Organizations.   The  Office 
of  Information  and  Regulatory  Affairs  had  built  on  the  GAO  guide  to  create  an  "Examiner's 
Handbook"  designed  to  educate  budget  examiners,  and  through  them  the  agencies,  about  the 
questions  that  should  be  asked  and  answered  about  IT  projects  throughout  the  budgetary 
cycle.   Shortly  after  our  OMB  meetings  began  last  fall,  you,  Mr.  Chairman,  released  an 
important  report.  Computer  Chaos,  which  proposed  solutions  in  this  area.   Finally,  we  are 
particularly  pleased  with  the  bipartisan  effort  which  culminated  in  the  recent  passage  of  the 
Federal  Acquisition  Streamlining  Act  of  1994  and  the  Paperwork  Reduction  Act  of  1995. 

Building  upon  all  of  these  efforts,  at  the  request  of  the  Vice  President,  Roger  Johnson 
and  I  created  an  interagency  working  group  on  IT  that  included  experts  from  across  the 
Federal  government.   Leaders  of  GITS  and  ITARB,  experts  from  the  National  Performance 
Review  and  representatives  of  the  Departments  of  Defense,  Treasury,  and  Social  Security  all 
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joined  us  to  examine  IT  programs  covered  by  the  Brooks  Act  (40  U.S.C.  759)  and  to  identify 
changes  needed  to  improve  the  Federal  Government's  planning  for,  and  acquisition  and 
management  of  IT. 

On  May  17,  1995,  the  Vice  President  urote  to  you  with  the  results  of  our  work.   Last 
month  you  introduced  with  Senator  Levin,  the  Information  Technology  Management  Reform 
Act  of  1995. 

Common  Fiadlngs 

What  is  particularly  reassuring  to  me  is  that  the  findings  of  the  executive  and 
legislative  branches  have  so  many  commonalities  -  beginning  with  the  idea  that  IT  is  critical 
to  improving  service  delivery  and  is  a  powerful  tool  for  reinvention. 

Although  the  government  may  experience  similar  needs  and  technological  difficulties 
as  the  private  sector,  we  have  created  our  own  unique  institutional  barriers  to  improvement. 
In  the  past,  the  oversight  community  -  0MB,  GSA,  Congressional  committees,  the 
Inspectors  General,  and  the  GAO  —  has  often  over-emphasized  specific  details,  such  as  the 
acquisition  cost  of  individual  IT  projects,  rather  than  assessing  their  effect  on  program 
delivery. 

Today  we  understand  that  we  often  begin  our  analysis  and  oversight  of  IT  projects  too 
late  in  the  process.   The  place  to  start  is  with  an  analysis  of  the  operating  processes  to  be 
improved  with  information  technology.   Before  we  consider  which  IT  systems  to  acquire,  we 
need  to  focus  on  reengineering  how  the  work  is  being  done,  even  asking  whether  the  work 
needs  to  be  done  at  all  or  can  be  done  better  by  someone  else.   Only  after  completing  these 
analyses  should  IT  acquisition  strategies  come  into  play.   In  addition,  the  IT  oversight 
process  needs  to  promote  sound  capital  planning  in  agencies.   We  need  to  know  why  we  are 
acquiring  a  particular  system,  what  benefits  we  will  derive  for  the  costs  expended,  and  how 
that  cost/benefit  analysis  compares  with  similar  analyses  for  other  IT  systems. 

Similarly,  instead  of  depending  on  each  agency  to  maintain  a  core  of  IT  experts  who 
can  deal  with  any  system  no  matter  how  large  or  complex,  we  all  seem  to  agree  that  the 
government  would  do  better  by  leveraging  the  best  experience  and  talent  across  agency  lines. 
Too  often,  individual  agencies  have  been  overwhelmed  by  large,  complex  systems  projects 
which  are  beyond  their  own  capacities  to  manage,  or  have  pursued  isolated  development 
efforts  to  support  functions  that  could  have  cross-agency  or  govemmentwide  economies. 
Furthermore,  since  there  is  a  lack  of  coordination  for  cross-agency  initiatives,  innovative 
solutions  to  a  problem  cannot  be  shared  among  agencies  with  similar  problems. 

Finally,  everyone  agrees  that  we  must  adapt  our  procurement  system  to  promote  the 
use  of  commercial-style  acquisition  techniques  such  as  incremental  and  evolutionary 
approaches  to  major  systems  development  and  acquisition.   Our  procurement  system,  because 
it  is  complicated  and  slow,  often  drives  agencies  to  aggregate  projects,  making  them 
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unwieldy  and  unable  to  keep  up  with  the  advances  in  technology.   Your  Committee  continues 
to  be  a  leader  in  the  area  of  procurement  reform  and  information  resources  management. 

Principal  Criteria  for  Evaluating  Proposals  to  Improve  IT  Management 

These  common  concerns  have  today  placed  a  variety  of  proposals  on  the  table  to 
improve  Federal  IT  management.  It  may  be  useful,  therefore,  to  try  to  agree  upon  the 
principal  criteria  for  evaluating  these  proposals.   First,  of  course,  any  proposal  should 
effectively  address  the  common  findings  of  both  the  executive  and  legislative  branch  —  the 
need  for  early  and  effective  capital  planning,  the  importance  of  reengineering,  the  need  to 
leverage  across  agencies,  and  procurement  reform. 

Second,  reform  should  be  modeled  after  the  best  commercial  practices,  such  as  those 
identified  by  GAO.   Why  start  from  scratch  if  there  are  proven  models  that  can  be  used  to 
our  advantage?  Third,  reform  should  be  built  on  successful  agency  activities.   Again,  why 
reinvent  the  wheel?  Fourth,  reform  should  cut  red  tape.  The  existing  system  of  oversight  is 
complex,  prescriptive,  slow,  and  duplicative.  With  fast-moving  technological  change,  we 
need  better  management,  not  more  oversight.   Finally,  the  proposal  must  be  realistic  and 
feasible  -  a  structure  that  does  not  hinder  or  impede  critical  agency  missions,  including 
national  security,  and  can  be  established  and  sustained  in  today's  fiscal  environment. 

The  Administration's  Proposal 

As  mentioned  earlier,  the  Vice  President  wrote  to  you  describing  a  proposal  that 
Roger  Johnson  and  I  developed  with  the  help  of  many  experts.  Rather  than  take  the  time  to 
describe  our  report  in  detail,  I  ask  that  it  be  included  in  the  record.   I  would  just  like  to 
make  two  points  about  the  proposal. 

First,  many  of  the  initiatives  described  in  the  proposal  can  be  accomplished 
administratively  in  a  timely  fashion.   Essentially,  it  builds  on  the  existing  budget  review 
process,  which,  through  the  efforts  of  this  Committee,  is  increasingly  focused  on 
performance  and  results. 

The  foundation  of  our  structure  is  that  agencies  must  take  responsibility  for  the  capital 
planning  and  budgeting  for  IT  systems  that  will  support  their  missions.  We  need  to  provide 
support  and  resources  to  the  agencies  where  they  can  use  it,  but  we  should  stop  subjecting 
the  agencies,  as  a  regular  matter,  to  oversight  for  IT  acquisition  outside  the  normal  budget 
process.   Because  our  proposal  streamlines  the  oversight  process  and  builds  on  existing 
practices,  we  believe  it  is  realistic  and  feasible. 

Second,  our  proposal  is  modeled  and  builds  on  commercial  best  practices  and  on 
successful  efforts  already  underway  in  the  agencies,  across  agencies,  and  in  GSA  and  0MB. 
Our  proposals  work  together  by  ensuring  sound  investments  "vertically"  within  an  agency, 
and  promoting  "horizontal"  coordination  and  consolidation  across  agencies  and  government. 
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To  help  do  this,  we  propose  three  interagency  groups  which  will  provide  quality  assistance  to 
agencies  in  lieu  of  the  red  tape  of  the  existing  Brooks  Act  procurement  delegations.   These 
interagency  groups  will  provide  information  and  suggestions  to  0MB  for  its  use  in  the  review 
of  agency  IT  budget  requests,  rather  than  exercising  direct  oversight  and  control  of  agency 
IT  acquisitions. 

Interagency  Leadership  Council  (ILC) 

Better  coordination  is  needed  to  ensure  a  sound  govemmentwide  IT  infrastructure  and 
to  promote  common  applications  across  agencies.   Built  on  the  model  usedby  major  firms 
(e.g.,  EOS  Inc.)  and  based  on  the  lessons  learned  from  the  successful  efforts  of  the 
Government  Information  Technology  Services  (GITS)'  working  group,  our  Interagency 
Leadership  Council  (ILC)  would  draw  upon  senior,  experienced  agency  executive  leaders, 
remain  flexible  and  fluid  in  its  membership  and  procedures,  and  improve  coordination  of 
government  IT  activities.   It  is  not  intendul  to  add  an  additional  layer  of  oversight. 

The  ILC  would  establish  a  set  of  priorities  for  services  and  applications  that  have 
cross-agency  or  govemmentwide  use,  including  recommending  agencies  to  be  "executive 
agents"  to  contract  either  for  common  infrastructure  services  (e.g.,  administrative  support 
systems)  on  behalf  of  the  government  as  a  whole,  or  for  resources  to  be  shared  by  multiple 
agencies  (e.g.,  processing  of  import  and  export  transactions).   Agencies  that  chose  not  to 
follow  such  recommendations  would  explain  their  position  during  their  budget  reviews. 

Interagency  Management  Council 

The  convergence  of  information  technology  and  telecommunications  technology  also 
requires  a  unified,  coordinated  approach.   The  Interagency  Management  Council  (IMC)  is 
successfully  coordinating  the  post-FTS2000  acquisition  strategy  as  a  follow-on  to  the  existing 
program  which  provides  a  nationwide,  interagency  telecommunications  system  furnishing 
voice,  data,  and  video  communications  services.   At  a  future  date,  the  activities  of  the  IMC 
could  be  folded  into  the  ILC.   However,  pending  GSA  business  line  reviews  and  further 
work  on  the  post-FrS2(XX)  strategy,  we  do  not  propose  at  this  time  to  include 
telecommunications  in  the  work  of  the  ILC. 

Information  Technology  Acquisition  Review  Board 


'GITS  is  an  interagency  working  group  under  the  Administration's  Information 
Infrastructure  Task  Force.   Chaired  by  Jim  Flyzik  of  the  Treasury  Department,  GITS  is 
charged  with  seeing  that  the  IT  recommendations  of  the  NPR  are  carried  out.  {Creating  a 
Government  that  Works  Better  and  Costs  Less:  Reengineering  Through  Information 
Technology,  accompanying  report  of  the  NPR,  September  1993.) 
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In  some  cases  -  for  large,  complex,  or  risky  systems  —  improved  capital  planning  in 
the  individual  agencies  will  not  be  sufficient  to  ensure  successful  and  cost-effective  systems 
development.   To  address  those  cases  a  system  is  needed  that  leverages  talent  from  across  the 
Federal  government.   We  propose  to  buDd  upon  the  early  success  of  GSA's  Information 
Technology  Acquisition  Review  Board  (TTARB)  to  assist  agencies  in  obtaining  the  advice  of 
experts  from  across  the  Federal  government  for  the  handful  of  major  systems  we  confront. 
In  the  future,  the  ITARB  could  perform  this  function  for  any  large,  complex  or  risky  project, 
identified  by  an  agency,  GSA,  or  0MB,  that  would  benefit  from  additional  technical 
assistance.   Since  the  ITARB  was  Roger's  creation,  I  will  leave  it  to  him  to  elaborate  on  how 
we  got  there  and  how  well  it  is  working. 

The  ILC,  the  IMC,  and  the  ITARB  are  modelled  on  commercial  best  practices  and 
built  upon  successful  agency  efforts.    I  believe  that  these  types  of  structures  are  worth 
experimenting  with  further  before  instituting  a  regime  of  detailed  rules  and  regulations  to  be 
managed  by  a  single,  central  agency. 

Review  of  S.946 

Mr.  Chairman,  your  bill.  The  Information  Technology  Management  Reform  Act  of 
1995,  has  a  number  of  very  important  and  useful  insights  and  ideas.   It  focuses  clear  and 
thoughtful  attention  on  the  importance  of  IT  and  provides  great  impetus  to  the  discussion  of 
how  the  government's  operations  in  this  area  need  to  change.   I  think  it  is  important  to 
realize  that  promoting  agency  success  in  this  area  depends  both  on  the  type  of  oversight  as 
well  as  the  placement  of  the  oversight. 

The  Act  begins  to  forge  links  to  the  budget  process.   We  believe  that  only  the  budget 
process,  rooted  in  the  agency's  strategic  business  plan,  provides  the  opportunity  to  engage 
the  agencies  in  a  dialogue  early  enough  in  the  life  of  a  project  to  have  an  effect  on  its 
direction.   The  Act  appropriately  emphasizes  agency  responsibilities  in  this  context  by 
establishing  a  strong  voice  within  each  agency  to  be  a  champion  for  IT  --  the  agency  CIO. 

Another  significant  step  is  the  elimination  of  the  special  IT  protest  jurisdiction 
exercised  by  the  GSBCA.  The  Act  also  contains  other  useful  procurement  reform  ideas. 
Since  Steve  Kelman,  the  Administrator  of  the  Office  of  Federal  Procurement  Policy,   will 
also  be  testifying,  I  will  let  him  discuss  these  points  in  more  detail. 

The  Act  clearly  recognizes  the  usefulness  of  interagency  sharing  of  expertise  by 
creating  interagency  fora  and  otherwise  attempting  to  facilitate  sharing  of  resources  across 
agencies.   As  I  have  already  discussed,  we  agree  that  such  sharing  is  essential. 

Finally,  the  Act  would  create  a  Joint  Information  Committee  in  the  Congress.   While 
it  is  not  our  place  to  advise  the  Congress  about  its  own  organization,  we  would  welcome 
more  unified  and  consistent  oversight  over  information  management  matters.   This  provision 
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would  transfer  intact  the  authorities  of  the  Joint  Committee  on  Printing.   The  appropriate 
scope  of  those  authorities  are  the  subject  of  ongoing  discussion  between  the  two  branches. 

While  you  can  see  we  find  much  to  admire  in  this  bill,  Mr.  Chairman,  the  bill 
contains  other  provisions  which  we  cannot  support  in  their  present  form. 

Fint,  as  drafted,  the  Act  continues  a  model  of  central  micromanagement  rather  than 
one  in  which  the  agencies  take  responsibility  for  their  systems.   In  light  of  the  Federal 
government's  history  of  problems  in  acquiring  and  managing  IT,  a  desire  to  mandate  detailed 
procedures  is  understandable.    However,  this  tendency  undercuts  many  of  the  improvements 
proposed  in  this  legislation.  To  begin,  while  the  Act  takes  a  major  step  in  the  right  direction 
by  eliminating  the  Brooks  Act's  out-of-date  oversight  structures,  I  do  not  believe  the  case  has 
been  made  for  creating  an  elaborate  process  that  virtually  transfers  the  current  GSA  oversight 
program  to  0MB  and  a  Federal  Government  Chief  Information  Officer  (CIO).  The  lengthy 
assignment  of  duties  to  the  CIO  would  undermine,  not  enhance,  responsibility  and 
accountability  of  agencies  for  management.   However,  there  may  well  be  a  role  for  a 
redefined  CIO  at  the  govemmentwide  level. 

In  addition,  the  Act  would  set  overly  specific  and  rigid  standards,  reviews,  and 
procedures  that  agencies  would  have  to  follow.   For  example,  it  establishes  automatic 
numerical  thresholds  for  termination  or  review  of  IT  projects,  particularly  in  the  area  of 
custom  software,  that  would  not  encourage  innovation  but  merely  create  a  legion  of 
measurers  and  adjusters.   It  could  also  encourage  managers  to  try  to  "game"  the  measures  to 
prevent  cancellation.   We  should  require  that  the  agencies  develop  performance  standards 
which  they  would  be  measured  against.   But  a  preferable  alternative  would  be  for  agencies  to 
develop  performance  standards  for  each  system,  to  be  presented  for  approval  during  the 
budget  process.    Similarly,  the  impact  of  another  improvement,  the  agency  CIO,  is  undercut 
by  detailed  prescriptions  regarding  the  location,  duties,  and  staffing  of  that  official. 

CIO 

Second,  the  Act  places  unrealistic  expectations  on  0MB.   Many  ofOMD's 
contemplated  responsibilities  are  operational  in  nature  and  do  not  fit  with  the  institution's 
policy  role.   Given  our  current  staffing  and  resources,  it  is  particularly  unrealistic  to  task 
0MB  with  such  operational  matters  as  the  development  of  technical  standards,  the 
determination  of  the  applicability  of  certain  procurement  laws,  and  maintenance  of  a  detailed 
past  performance  database  on  Federal  contractors.   I  must  also  note  that  the  elimination  of 
any  statutory  reference  to  the  regulatory  oversight  responsibilities  of  0MB  is  troubling. 

Third,  the  Act  attempts  to  fix  authorities  which  aren't  "broken"  -  eliminating 
important  and  useful  Brooks  Act  and  Computer  Security  Act  provisions  regarding  computer 
security,  confusing  general  IT  oversight  with  oversight  of  IT  acquisitions,  and  eliminating  the 
necessary  and  historically  very  workable  "Nunn-Wamer"  distinction  between  mission-critical, 
national  security  systems  and  other  programmatic  and  administrative  IT. 
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Finally,  the  agency  comments  we  have  received  point  out  a  number  of  instances  of 
drafting  where  the  statute  apparently  conflicts  with  or  overlaps  with  other  laws,  or  may  cause 
other  unintended  effects.   I  would  be  happy  to  provide  a  more  detailed  list  of  agency 
concerns  to  your  staff  over  the  next  several  weeks. 

Next  Steps 

Mr.  Chairman,  this  Committee  has  a  long  history  of  bipartisan  cooperation  on  these 
matters.   The  Administration  has  begun  to  implement  a  series  of  administrative  steps  to 
improve  the  management  of  IT.   I  look  forward  to  working  with  you  and  the  other  members 
of  Congress  to  craft  a  combination  of  legislative  and  administrative  actions  that  will  allow  us 
to  make  progress  in  this  important  area.    I  would  be  pleased  to  answer  any  questions  that  you 
may  have. 
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Mr.  Chairman  and  Members  of  the  Subcommittee,  I  appreciate  the 
opportunity  to  appear  before  you  today  to  discuss  the  reforms 
proposed  by  Senator  Cohen  in  S.  946,  the  Information  Technology 
Management  Reform  Act  of  1995.   I  firmly  believe  that  the 
effective  use  of  information  technology  is  perhaps  the  most 
critical  ingredient  in  creating  a  Government  that  works  better 
and  costs  less. 

While  there  are  some  success  stories  in  implementing  information 
technology  in  the  Government,  in  recent  years  most  attempts  have 
fallen  short  of  excellence.   Even  though  the  United  States  is  the 
world's  leader  in  information  technology,  the  ineffective  use  of 
this  vital  tool  by  the  Government  for  its  own  activities  is  a 
situation  that  cries  out  for  correction. 

I  believe  that,  as  opposed  to  after  the  fact  "oversight"  reviews. 
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it  is  imperative  to  establish  a  management  structure  which  deals 
with  problems  in  the  most  effective  way  -  by  advance  planning  to 
avoid  problems  in  the  first  place.   This  strategy  has  at  least 
three  critical  features:  (1)  planning  to  identify  critical 
mission  goals  which  can  be  achieved  more  effectively  through 
information  technology:  what  performance  improvements  and  what 
savings  will  the  IT  purchase  yield  and  when?;  (2)  leverage  of  the 
existing  government-wide  IT  expertise  throughout  the  executive 
branch;  and  (3)  vigorous  measurement  of  IT  performance  against 
performance  goals  established  in  the  capital  planning  process. 
The  Office  of  Management  and  Budget  (0MB) ,  GSA  and  interagency 
advisory  groups  can  work  together  to  strengthen  the  management  of 
information  technology  throughout  the  government.   This 
management  structure  needs  to  promote  effective  planning. 

With  the  establishment  of  a  capital  planning  discipline  and  sound 
investment  criteria,  OMB,  working  with  GSA  and  advisory  groups, 
can  increase  the  effectiveness  of  the  government's  capitaf 
investment  in  information  technology.   Before  agencies  even 
attempt  to  analyze  their  information  technology  needs,  however, 
they  must  examine  their  missions  to  eliminate  unnecessary 
functions.   Agencies  must  then  determine  the  best  way  of 
performing  necessary  functions  and  analyze  whether  and  how  the 
agency's  missions  can  be  improved  with  the  acquisition  of 
information  technology  resources.   In  short,  managers  must  be 
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required  to  demonstrate  the  criticality  of  a  mission  goal  and  to 
quantify  how  information  technology  is  expected  to  improve  the 
agency's  performance  of  the  mission  goal  before  initiating  a 
major  acquisition. 

I  believe  that  emphasizing  capital  planning  will  result  in  all 
agencies  improving  the  performance  of  their  missions  by 
effectively  using  information  technology.   The  resulting  savings 
for  the  American  taxpayer  will  be  even  greater  savings  than  those 
to  be  achieved  by  improving  the  acquisition  process  for 
information  technology. 

We  should  not  expect  each  agency  to  have  qualified  personnel 
sufficient  to  plan,  manage,  acquire  and  oversee  complex 
information  technology  programs.   I  have,  however,  met  many 
qualified  and  talented  government  personnel.   We  should  leverage 
the  talent  that  exists  throughout  all  of  the  Government  in  the 
information  technology  area  and  harness  that  talent  for  tfi^e  good 
of  all  agencies. 

Based  upon  my  experience  in  the  private  sector  and  with  the 
Federal  Government,  I  have  concluded  that  interagency 
participation  on  advisory  groups  or  boards  provides  agencies  with 
the  means  effectively  to  acquire  information  technology  resources 
by  sharing  the  expertise  of  government  personnel.   GSA  has  been 
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using  advisory  boards  for  some  time.   The  use  of  advisory  groups 
grew  out  of  the  need  to  solve  problems  and  has  already  resulted 
in  several  success  stories.   GSA  presently  uses  an  Interagency 
Management  Council  to  oversee  the  planning  and  acquisition  of 
telecommunications.   The  success  of  the  FTS2000  program  is 
predicated  on  the  cooperation  between  the  agencies  and  GSA 
achieved  through  the  FTS2000  Interagency  Management  Council. 

Another  interagency  review  board  -  -  the  Information  Technology 
Acquisition  Review  Board  —  or  ITARB,  for  short,  also  has 
provided  GSA  extremely  useful  advice  on  improving  the  information 
technology  acquisition  process  and  on  dealing  with  troubled 
systems.    We  need  to  build  on  these  successes. 

The  goal  of  advisory  groups  is  to  leverage  existing  expertise  to 
detect  and  solve  problems  early  on  in  the  process.   It  is  not 
productive  to  "oversee"  a  program  and  find  a  problem  "after  the 
fact".   At  that  point,  it  is  too  late  to  help. 

Capital  planning  also  goes  to  the  heart  of  the  development  of  a 
sound  acquisition  strategy  because  it  is  predicated  on  a  complete 
analysis  of  the  agency's  mission.   With  the  focus  shifted  to 
emphasize  initial  planning  and  analysis,  rather  than  the 
acquisition  process,  an  agency  can  develop  information  technology 
requirements  which  reflect  only  those  mission  needs  determined  by 
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the  agency  to  be  essential  to  the  fulfillment  of  the  agency's 
statutory  mandate.   This  refocus  will  lead  to  clarity  in  defining 
functional  requirements  for  the  supporting  information  technology 
resources,  which  can  be  leveraged  to  the  agency's  benefit  in  the 
competitive  information  technology  marketplace.   An  agency  will 
only  be  expending  taxpayers'  moneys  for  information  resources 
needed  to  support  the  agency's  essential  mission. 

Before  I  go  any  further,  I  would  like  to  mention  the  proposal 
that  John  Koskinen  and  I  developed  with  an  interagency  team  which 
we  believe  will  effectively  reshape  the  management  and  oversight 
of  IT  resources  by  placing  the  right  emphasis  on  the  planning  for 
IT  rather  than  the  current  emphasis  on  the  acquisition  process 
for  IT  resources.   As  noted  by  Mr.  Koskinen  in  his  testimony,  the 
proposal  is  based  on  the  existing  budget  process,  stresses 
performance  and  results,  places  responsibility  on  the  agencies, 
and  effectively  leverages  the  available  government-wide  technical 
expertise.   Mr.  Koskinen  and  his  colleagues  at  0MB  should  "be 
commended  for  their  innovative  approach  to  the  management  of  IT 
planning. 

The  legislation  proposed  by  Senator  Cohen  provides  a  thoughtful 
vehicle  for  constructive  discussion  on  the  issue  of  information 
technology  management  and  acquisition  reform.   The  proposed 
legislation  emphasizes  planning,  management,  and  interagency 
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cooperation.   I  applaud  Senator  Cohen's  emphasis  on  such  issues, 
as  well  as  his  emphasis  on  emulating  commercial  practices  as  part 
of  acquisition  reform,  for  example,  by  emphasizing  incremental 
procurements  and  by  reducing  the  opportunity  for  vendors  to  sue 
their  customers. 

While  I  agree  with  the  bill's  intent,  and,  in  particular,  I  agree 
that  the  structure  put  in  place  by  the  Brooks  Act  has  ceased 
effectively  to  serve  all  of  the  government's  interests  in  IT 
acquisition,  I  feel  that  certain  aspects  of  the  legislation  may, 
without  revision,  result  in  unintended  consequences  for  the 
Government. 

I  believe  that  the  concept  of  a  Chief  Information  Officer  (CIO) 
is  most  useful  when  applied  to  each  agency.   A  CIO  in  each  agency 
will  provide  a  manager  with  appropriate  credentials  to  serve  as 
the  point  of  contact  for  government-wide  cooperation  and  the 
agency  leader  for  planning  and  measurement. 

The  bill  provides  for  the  transfer  of  government-wide  authorities 
from  GSA  to  a  national  CIO  at  0MB,  but  does  not,  I  believe, 
provide  for  sufficient  changes  in  planning  and  management  to 
assure  the  improvement  in  government-wide  use  of  information 
technology  which  we  must  achieve.   Arguably,  the  bill  merely 
creates  a  new  bureaucratic  layer,  the  CIO  at  OMB,  while  removing 
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another  layer,  by  repeal  of  the  Brooks  Act  oversight  by  GSA.   The 
structure  proposed  in  the  bill  does  not  appear  to  me  to  provide 
the  government  with  truly  effective  means  of  influencing 
agencies'  information  technology  acquisitions.   The  tools  of  the 
budget  process  and  the  exercise  of  the  CIO's  authority  to  refuse 
approval  of  "high  risk"  information  technology  acquisitions 
appear  to  me  to  be  incomplete. 

I  believe  that  a  more  effective  management  solution  would 
emphasize  the  responsibilities  of  CIOs  in  each  agency  and  would 
increase  the  use  of  interagency  councils  and  panels  to  provide 
expertise  to  agencies  in  large,  complex  or  risky  information 
technology  procurements. 

A  perhaps  unintended  consequence  of  the  bill  as  currently 
proposed  is  that  it  raises  questions  about  GSA's  ability  to 
continue  to  operate  the  highly  successful  FTS2000  program  and  the 
Post  FTS?000  program.   As  I  mentioned  before,  GSA  currently  uses 
an  interagency  management  council  to  oversee  the  planning  and 
acquisition  of  telecommunications.   The  success  of  the  FTS2000 
program  is  predicated  on  the  cooperation  between  the  agencies  and 
GSA  achieved  through  the  FTS2000  Interagency  Management  Council. 
I  want  to  continue  to  work  with  the  Committee  to  ensure  the 
continued  successful  operation  of  the  governmentwide 
telecommunications  program. 
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I  agree  with  the  purpose  of  the  bill's  inclusion  of  provisions 
for  the  measurement  of  the  quality  of  a  contractor's  performance, 
but  I  am  concerned  that  such  measures  may  be  too  rigid  and  may 
occur  too  late  in  the  process  to  enable  the  agency  to  correct 
problems  prior  to  expending  substantial  money,  time  and 
resources.   In  addition  to  looking  at  the  contractor's 
performance,  we  must  also  take  note  of  the  fact  that  ineffective 
capital  planning  by  the  agency  is  often  the  ultimate  source  of  an 
unsatisfactory  acquisition.   I  strongly  urge  that  a  management 
structure  be  put  in  place  to  monitor  the  entire  process.   In  this 
way,  each  agency,  with  the  assistance  of  qualified  personnel  from 
within  and  outside  the  agency,  can  begin  to  identify  potential 
problems  in  the  early  stages  of  planning  prior  to  the  acquisition 
and  avoid  costly  delays  and  waste  of  taxpayers  funds. 

The  bill  also  addresses  the  important  issue  of  incremental 
procurement.   We  at  GSA  strongly  endorse  the  use  of  incremental 
procurement  as  a  means  for  the  agencies  continually  to  assess  and 
refine  their  needs  without  the  necessity  to  commit  large  sums  of 
money  or  resources  to  the  acquisition.   Placing  the  authority  for 
the  regulations  to  implement  incremental  procurements  under  a 
national  CIO  in  OMB  may  create  conflicts  with  current  regulatory 
authorities  of  other  agencies,  specifically  DOD,  GSA  and  NASA, 
who  are  jointly  responsible  for  the  Federal  Acquisition 
Regulation. 
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I  applaud  Senator  Cohen's  emphasis  on  streamlining  the 
acquisition  process.   I  too  believe  that  significant  improvements 
to  the  acquisition  process  can  be  achieved  by  addressing  the 
protest  process  for  information  technology  resources.   When  I 
came  into  government,  I  was  amazed  by  the  spectacle  of  vendors 
routinely  suing  their  customer,  the  federal  buyers,  an  astounding 
practice  with  no  counterpart  in  my  experience  as  a  CEO  in  the  IT 
industry.   This  process  has  been  responsible  for  delaying  major 
acquisitions  and  for  the  loss  of  valuable  time  and  resources.   I 
believe  that  one  administrative  forum  in  the  General  Accounting 
Office  is  sufficient  to  protect  the  integrity  of  the  procurement 
process  for  IT. 

I  want  to  thank  the  Committee  for  the  opportunity  to  testify 
today  on  this  important  subject.   If  you  have  any  questions,  I 
and  my  colleagues  would  be  pleased  to  answer. 


QO_cn^ 
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Chairman  Cohen,  Senator  Levin,  and  members  of  the  Committee, 
I  am  very  pleased  to  appear  before  you  today  to  discuss  the 
Administration's  views  on  the  procurement  provisions  in  S.  946, 
the  Information  Technology  Management  Reform  Act  of  1995.   1 
applaud  both  of  you  for  recognizing  the  critical  need  to 
streamline  the  way  we  buy  information  technology  (IT) . 

Thanks  to  your  leadership  and  support  in  securing  the 
passage  of  the  Federal  Acquisition  Streamlining  Act  (FASA)  in  the 
last  Congress,  we  have  been  able  to  make  great  strides  in  making 
cur  federal  procurement  system  more  efficient  and  enabling  our 
buyers  to  select  high-quality  contractors  offering  good  prices. 
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We  are  well  on  our  way  to  implementing  major  revisions  to  the 
Federal  Acquisition  Regulation  (FAR)  that  will  enable  our 
agencies  to  buy  commercial  items  more  easily,  to  make  small 
purchases  more  rapidly,  and  to  emulate  better  successful 
commercial  practices,  to  name  just  a  few  things. 

While  the  reforms  made  by  FASA  are  much  needed  and  long- 
awaited  improvements,  there  are,  as  you  well  know,  other  equally 
important  issues  relating  to  our  procurement  process  that  are 
also  in  need  of  immediate  attention  if  we  are  to  bring  about 
lasting  reform.   In  particular,  FASA  did  not  address  the  need  to 
improve  the  procedures  we  use  for  larger  buys,  including  IT  buys. 
We  need  statutory  assistance  in  order  to  be  able  to  better  reap 
the  efficiencies  of  vigorous  competition  without  the  associated 
burden  of  bureaucracy  and  to  ensure  integrity  in  our  process 
without  allowing  an  onslaught  of  disruptive  and  costly  protests. 
As  Philip  Howard  put  it  in  his  Wall  Street  Journal  op  ed  article 
last  Friday,  we  must  ask  ourselves  how  the  "fairness"  that  is 
supposedly  embedded  in  the  rigidities,  paperwork,  and  legalisms 
vhich  we  have  allowed  to  overrun  our  system  can  be  considered 
fair  to  the  taxpayer. 

At  no  time  in  recent  memory  have  so  many  in  both  the  public 
and  private  sectors  been  so  zealously  engaged  and  focused  on 
identifying  and  rectifying  the  problems  that  have  plagued  our 
agencies  in  their  efforts  to  improve  buying  practices.   I  am 
amazed  at  the  enthusiasm  with  which  the  agencies  have  offered 
their  support  in  our  efforts  to  bring  about  additional  reform  — 
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without,  I  must  point  out,  any  diminution  of  their  efforts  to 
fully  and  effectively  implement  FASA.    There  is  no  doubt  in  my 
mind  that  this  enthusiasm  is  attributable  to  the  serious 
commitment  demonstrated  by  the  leadership  both  of  the 
Administration  and  the  Congress  to  move  our  procurement  process 
in  a  direction  that  permits  agencies  to  better  serve  the 
taxpayer. 

I  am  pleased  to  say  that  the  Administration  is  enthusiastic 
about  the  overall  thrust  of  the  procurement  provisions  in  S.  94  6. 
I  have  great  hope  that  we  will  be  able  to  capitalize  on  the 
positive  spirit  of  bipartisanship  and  the  momentum  created  by 
FASA  to  extend  to  larger  dollar-value  procurements  the  benefits 
we  extended  to  smaller  procurements  last  year. 

I  would  make  two  observations  at  the  outset.   First,  we 
should  think  in  terms  of  general  procurement  reform  —  and  not 
limit  ourselves  to  IT  acquisitions.   While  I  certainly  agree  that 
there  are  problems  associated  specifically  with  IT  acquisitions — 
especially  the  handling  of  protests  —  other  types  of 
acquisitions  must  also  be  streamlined.   Second,  we  must  always 
keep  a  careful  eye  towards  making  sure  that  good  ideas  do  not 
become  overly  prescriptive  mandates  when  codified.   The 
Administration  has  been  working  hard  to  ensure  that  the 
flexibilities  afforded  by  FASA  are  not  constrained  in 
governmentwide,  agency,  or  even  local  implementation.   As  you 
further  shape  the  provisions  of  your  bill,  I  hope  you  will 
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continue  to  move  towards  that  structure  which  provides  the 
empowennent  needed  to  achieve  streamlining. 

With  these  general  thoughts  in  mind,  let  me  turn  now  to  a 
more  specific  discussion  of  the  procurement  provisions  in  s.  946. 

Modular  Acquisitions 

As  Mr.  Koskinen  stated,  we  strongly  share  your  view  that  IT 
systems  acquisitions  can  be  better  managed  and  streamlined.   One 
provision  that  would  help  achieve  these  goals  in  many  of  the 
government's  very  large  programs  is  your  provision  promoting  a 
modular  acquisition  approach.   Breaking  large  procurements  into 
smaller  more  manageable  pieces  has  many  advantages,  including 
minimizing  risk  and  the  ability  to  take  advantage  of 
technological  advances.   It  can  also  lessen  the  incentive  to 
protest  that  exists  when  offerors  expend  considerable  resources 
preparing  a  proposal  for  a  major  systems  acquisition.   As  you 
know  from  the  Vice  President's  letter,  Mr.  Chairman,  the 
Administration  has  been  considering  such  an  approach  and  we  are 
most  pleased  to  see  this  provision  in  your  bill. 

While  in  many  cases  agencies  will  wish  to  award  contracts 
for  follow-on  modules  competitively,  the  Administration  urges 
that  you  expressly  permit  an  agency,  where  appropriate,  to  direct 
award  for  a  subsequent  increment  to  a  successful  provider  or 
providers  of  a  previous  increment.   It  is  well  known  that  I  have 
been  on  a  crusade  of  sorts  during  my  tenure  as  Administrator  to 
encourage  agencies  to  make  a  contractor's  past  performance  an 
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essential  consideration  in  the  contract  award  decision.   I  have 
long  believed  that  meaningful  use  of  this  fundamental  commercial 
concept  by  our  government  buyers  is  the  only  way  agencies  will 
ever  be  able  to  routinely  secure  the  high  level  of  quality  that 
users  in  the  commercial  world  have  come  to  expect  from  their 
suppliers. 

While  I  would  strongly  discourage  agencies  from  locking 
themselves  into  dealing  with  a  mediocre  or  poor  incumbent,  I 
believe  there  may  be  important  benefits  that  can  come  from 
continuity  of  a  single  contractor  or  pre-selected  multiple 
contractors  on  a  large,  complex  project.   First,  if  a  contractor 
or  contractors  know  that  they  are  doing  the  first  of  what  is 
likely  to  be  several  increments  of  a  major  system,  they  will  be 
highly  motivated  to  perform  well.   Second,  although  your 
provision  mandates  the  use  of  industry  standards,  thereby  making 
the  architecture  "open,"  there  is  necessarily  a  certain  amount  of 
knowledge  that  incumbent  contractors  will  have  gained  from 
working  on  the  system.   In  fact,  on  major  systems,  the  learning 
curve  may  be  rather  great.   Thus,  when  all  indications  are  that 
the  contractor  or  contractors  are  likely  to  perform  well,  it 
would  make  sense  for  the  government  to  be  able  to  get  the  benefit 
of  that  learning,  especially  considering  that  the  government  has 
already  paid  for  it. 
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Streamlining  Competition 

I  recently  stated  at  a  hearing  before  the  House  Committees 
on  Government  Reform  and  Oversight  and  National  Security  that  the 
Administration's  byword  is:   "competition  yes,  bureaucracy  no." 
At  that  hearing,  I  pointed  out  that  we  have  developed  a 
bureaucratic  process  which  we  call  "competition"  that  would  be  .. 
unrecognizable  to  people  in  the  commercial  marketplace. 

To  remedy  this,  the  Administration  is  seeking  to  remove  some 
of  the  bureaucratic  requirements  for  larger  buys  just  as  FASA  did 
for  smaller  ones.   In  particular,  we  would  authorize  two-phase 
procurements,  permit  more  aggressive  competitive  range 
determinations,  and  allow  the  tailoring  of  requirements  and 
selection  criteria  during  the  course  of  a  competition  for 
commercial  products.   What  each  of  these  approaches  offers  to  a 
contracting  officer  is  the  ability  more  easily  and  effectively  to 
identify  from  among  the  many  sources  that  express  an  initial 
interest  those  that  stand  the  most  likely  chance  of  receiving  an 
award.   If  protected  from  all  but  truly  well  founded  protests 
(for  reasons  I  will  discuss  in  more  detail  a  bit  later) ,  I 
strongly  believe  that  the  authority  to  make  more  efficient 
"downselect"  decisions  will  finally  give  agencies  the  ability  to 
emulate  commercial  market  practices. 

Accordingly,  I  am  pleased  that  S.  946  picks  up  on  some  of 
these  important  competition  concepts.   Working  together,  I  think 
we  can  make  them  even  more  useful.   Let  me  take  a  moment  to 
describe  how  this  might  be  done. 
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Two-phase  Selection 

In  a  typical  procurement,  many  of  those  sources  that  express 
interest  initially  will  ultimately  not  be  competitive. 
Unfortunately,  our  traditional  approach  to  procurement  fails  to 
address  this  issue  adequately.   As  a  result,  sources  can  find 
themselves  devoting  significant  time  and  money  to  compete  for 
work  they  are  unlikely  to  get.   Not  surprisingly,  industry  has 
commented  that  they  would  like  to  know  earlier  in  the  competition 
if  they  do  not  have  a  likely  chance  for  award.   At  the  same  time, 
agencies  can  find  themselves  having  to  expend  resources  they  can 
ill  afford  to  waste  evaluating  offers  that  are  unlikely  to  be 
selected. 

One  way  to  avoid  this  inefficiency  is  to  initiate  a 
competition  with  a  streamlined  process  where  sources  submit  basic 
information  as  requested  by  the  contracting  officer  and  permit  a 
limited  number  of  sources  to  be  selected  to  participate  in  a 
further  competition  that  would  involve  the  submission  of  formal 
offers.   We  were  pleased  to  see  that  your  bill  includes  a 
provision  that  would  authorize  such  a  procedure.   As  I  envision 
it,  sources  in  this  initial  phase  of  competition  would  be  just 
that:  "sources"  —  as  opposed  to  offerors.   They  would  have  a 
full  opportunity  to  compete,  but  would  focus  on  how  their 
capabilities  might  fit  with  what  the  government  is  generally 
looking  for,  rather  than  going  through  the  time  and  expense  of 
thinking  up  a  detailed  solution  to  meet  the  government's  needs. 
This  would  save  participants  the  cost  of  preparing  detailed 
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proposals  and  the  government  the  time  of  evaluating  them  when  a 
simpler  submission  can  effectively  enable  the  government  to 
identify  those  sources  that  are  likely  to  submit  the  most 
competitive  offers. 

However,  I  would  not  prohibit  the  submission  of  cost 
information  in  this  first  phase.   An  agency  should  have  the 
flexibility  to  get,  if  it  wishes,  information  on  overhead  and 
labor  rates,  the  source's  past  performance  in  controlling  costs 
on  similar  projects,  whether  the  source  has  the  reputation  of 
being  low,  middle,  or  high  priced,  and  other  such  information 
short  of  a  detailed  cost  proposal.   Limited  cost  information  can 
help  an  agency  identify  those  contractors  likely  to  offer  the 
best  value.   We  understand  that  Canadian  government  officials, 
who  have  recently  instituted  a  similar  procedure,  are 
reevaluating  their  earlier  decision  that  prohibited  the 
submission  of  cost  information  early  in  the  competition  process. 
In  fact,  the  Canadians  have  started  getting  cost  information, 
such  as  labor  rates,  in  the  first  stage. 

We  would  further  authorize  contracting  officers  to  select  as 
few  as  two  sources  for  the  second  phase  of  competition.   This 
might  be  necessary  in  a  case  where  substantial  design  or 
development  work  must  be  done  to  prepare  a  proposal,  such  as  in  a 
design-build  project.   Allowing  just  two  offerors  to  compete 
would  provide  a  substantial  incentive  for  each  to  invest  in  doing 
the  design  work  necessary  to  prepare  a  proposal. 
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Finally,  we  would  authorize  an  agency  to  establish  from  an 
initial  selection  a  verified  list  of  vendors  who  would  compete 
for  repetitive  procurements  within  the  general  scope  of  the 
initial  competition.   Provided  such  lists  were  opened 
periodically  to  add  or  substitute  sources,  this  authority  would 
enable  agencies  to  much  more  effectively  utilize  the  competitive 
process.   Chairmen  dinger  and  Spence  have  proposed  a  similar 
approach  in  H.R.  1670. 

Limiting  the  Competitive  Range 

Even  in  a  more  traditional  procurement  where  a  two-phase 
approach  is  not  being  used,  there  is  —  for  the  same  reasons 
described  above  —  great  benefit  to  limiting  the  competitive 
range  at  as  early  a  stage  as  is  feasible  while  still  maintaining 
adequate  competition.   Right  now,  a  significant  part  of  source 
selection  time  goes  to  negotiations  with  a  large  number  of 
offerors.   While  the  authority  contained  in  your  bill  is  a  first 
step  in  that  direction,  I  believe  we  can  go  further. 

S.  94  6  would  still  require  that  a  first  round  of  discussions 
be  held  with  every  offeror  in  the  competitive  range,  presumably 
after  reviewing  each  offeror's  proposal.   Best  and  final  offers 
would  then  be  rec[uested  from  the  three  offerors  who  submitted  the 
best  offers.   Unfortunately,  such  a  procedure  would  probably  not 
save  any  significant  time  in  the  procurement  cycle,  as  agency 
evaluators  would  have  to  prepare  for,  and  participate  in, 
discussions  with  all  offerors  in  the  competitive  range. 
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For  this  reason,  we  would  authorize  contracting  officers  to 
make  an  aggressive  competitive  range  determination  earlier  in  the 
process  (after  receipt  of  initial  proposals)  to  that  number  of 
offers  which  would  permit  an  efficient  evaluation  process.   When 
competition  is  limited  for  this  purpose,  the  number  of  offerors 
could  be  limited  to  as  few  as  three.   Modified  in  this  fashion, 
exercise  of  this  authority  would  allow  government  evaluators  to 
focus  their  efforts  on  those  offerors  with  the  best  chance  of 
receiving  award.   This,  of  course,  would  limit  the  number  of 
offerors  with  whom  discussions  would  be  held,  translating 
directly  into  faster  contract  awards. 

Shortening  Discussion  Time 

While  we  are  on  the  subject  of  discussions,  I  might  quickly 
mention  that  we  are  looking  at  ways  to  further  shorten  the 
lengthy  amount  of  time  contracting  officers  and  offerors 
currently  spend  in  discussions.   Agencies  are  presently 
authorized  to  make  awards  without  discussions.   Both  government 
and  industry  have  expressed  interest  in  more  frequent  use  of 
award  without  discussions.   Currently,  however,  if  it  becomes 
necessary  to  communicate  with  an  offeror,  other  than  for  the 
purpose  of  addressing  minor  clarifications,  the  law  requires  that 
discussions  be  held  with  all  responsible  offerors  in  the 
competitive  range. 

There  are  times  when  the  government  may  feel  rather 
confident,  based  on  initial  proposals,  that  one  offeror  is  better 
than  the  others.   However,  a  minor  issue  that  is  more  than  a 
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"clarification"  —  say  the  inclusion  of  a  minor  component  which 
fails  to  meet  a  trade  agreement  requirement  —  needs  to  be 
resolved.   In  this  situation,  there  is  little  benefit  in  making  a 
contracting  officer  establish  a  competitive  range  and  engage  in 
discussions  with  all  offerors  placed  therein  simply  to  affirm  a 
conclusion  that  could  have  easily  been  reached  much  sooner  and 
with  many  fewer  resources.   We  are  continuing  to  look  at  this 
issue  and  may  be  seeking  your  help. 

Evolving  Solicitations 

Mr.  Chairman,  as  you  pointed  out  in  your  report  last  fall  on 
computer  chaos,  the  government  no  longer  buys  the  lion's  share  of 
IT.   In  fact,  we  buy  a  very  small  percentage  when  compared  to  the 
commercial  market.   Commercial  product  vendors,  of  course,  know 
far  more  about  their  products  than  agencies  can  learn  through 
traditional  market  research.   Agencies  should  concentrate  on 
improving  the  efficiency  of  how  they  do  business  rather  than 
attempting  to  define  their  product  needs  in  detailed 
specifications.   Product  specifications  should  be  stated  in  broad 
functional  terms,  and  vendors  should  be  relied  on  to  make  the 
case  for  how  their  products  meet  the  agency's  operational  needs. 

To  purchase  commercial  products  effectively  and  efficiently 
using  broad  functional  specifications  requires  a  flexible 
approach  that  allows  needs  definition  and  product  research  to 
continue  through  the  start  of  the  formal  competitive  process  up 
to  product  selection.   This  emulates  commercial  practice,  which 
appropriately  recognizes  that  buyer  learning  cannot  be 
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artificially  cut  off  with  the  initiation  of  formal  competition. 

Regrettably,  under  traditional  procurement  thinking, 
contracting  officials  are  expected  to  complete  intensive  needs 
and  product  analyses  before  they  initiate  the  formal  competitive 
procurement  process.   As  a  result,  the  needs  definition  and 
market  research  phases  add  substantially  to  acquisition 
leadtimes.   In  addition,  they  are  not  as  effective  as  they  could 
be  in  matching  agency  needs  with  commercially  available 
technologies  and  products.   This  is  particularly  so  in  the 
acquisition  of  IT  where  rapid  technological  advances  quickly  can 
render  moot  requirements  analyses,  analyses  of  alternatives, 
conversion  studies  and  cost  estimates.   And,  if  less  than 
perfect,  specifications  and  evaluation  factors  can 
unintentionally  disqualify  or  undervalue  innovative  products  that 
could  solve  problems  in  new  and  unexpected  ways. 

The  Administration  recommends  that  agencies  be  given  the 
flexibility  to  change  the  specifications  and  selection  factors 
during  the  competitive  process  on  a  commercial  item  acquisition 
to  allow  them  to  combine  needs  definition,  market  research,  and 
competition  into  one  integrated,  highly  dynamic  process.   This 
process  would  enable  the  agency  buying  team  to  learn  efficiently 
about  offered  products  and  use  that  knowledge  to  ensure  products 
are  suitable  for  agency  needs.   It  would  also  enable  them  to 
distinguish  quickly  and  decisively  among  the  products  to  identify 
the  best  value. 
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This  flexible  competitive  procedure  is  yet  another  way  to 
enhance  efficiency  through  a  dovmselect  process,  and  would 
provide  time  and  cost  saving  benefits  to  offerors  and  the 
government  alike.   Agencies  could  save  the  time  and  expense  of 
having  to  develop  detailed  specifications  that  would  be  obsolete 
by  the  time  the  contract  is  awarded.   Offerors  could  do  their 
customary  marketing  without  being  limited  to  a  fixed  government 
evaluation  structure  and  the  tailoring  process  would  allow  them 
to  efficiently  target  their  efforts.   Under  the  test  authority 
granted  by  FASA,  the  Federal  Aviation  Administration  is 
successfully  using  this  approach  to  accelerate  the  purchase  of 
digital  recording  technology. 

Reforming  the  Protest  Process 

As  you  know,  Mr.  Chairman,  the  Administration  has  made 
protest  reform  a  top  priority  in  our  efforts  to  strengthen  our 
procurement  system.   I  applaud  you  and  Senator  Levin  for  doing 
the  same.   In  no  area  of  procurement  is  protest  reform  more 
urgently  needed  than  it  is  for  IT  acquisitions. 

Litigation  is  excessive.   Suppliers  routinely  sue  their 
customers  —  a  situation  unheard  of  in  the  commercial  IT  world. 
Mr.  Chairman,  as  you  so  effectively  stated  in  your  report  last 
fall  on  computer  chaos,  "[w]hat  should  be  the  exception  has  now 
become  the  rule."  This  excessive  litigation  stymies  innovation 
and  increases  bureaucracy.   It  creates  an  unproductive  atmosphere 
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of  animosity  and  exacts  an  expense  and  delay  which  agencies 
simply  cannot  afford. 

Like  you,  I  have  been  asking  myself  why  our  computer 
purchases  should  be  held,  as  you  say,  to  "exalted"  legal 
standards.   While  Congress  obviously  intended  otherwise,  the 
higher  degree  of  scrutiny  imposed  by  the  GSBCA  has  not  prevented 
IT  procurements  from  being  perhaps  the  most  troubled  area  of 
government  contracting.   The  adversarial  environment  established 
by  excessive  litigation  is  particularly  inappropriate  in 
developing  IT  systems  where  trust-filled  relationships  between 
suppliers  and  customers  are  crucial.   In  my  estimation,  the  main 
impact  of  this  more  extensive  review  is  added  disruption, 
increased  risk-aversion,  and  added  costs. 

Disruption  Caused  by  Current  Process 

The  very  nature  of  the  "de  novo"  review  process  used  by  the 
GSBCA  lends  itself  to  second-guessing  and  a  degree  of  examination 
well  beyond  what  is  needed  to  determine  whether  an  agency's 
actions  were  reasonable.   This  occurs  because  de  novo  review 
permits  the  GSBCA  essentially  to  redo  the  procurement  process 
based  on  its  own  analysis  of  the  agency's  actions. 

While  even  the  GSBCA  itself  will  admit  that  an  agency  —  not 
an  outside  adjudicatory  body  —  is  in  a  better  position  to 
determine  how  to  meet  its  mission,  de  novo  review  permits  the 
board  to  substitute  its  judgment  for  that  of  the  agency  by 
sanctioning  it  to  rework  the  entire  evaluation  process.   To 
undertake  such  a  review  simply  to  determine  if  a  contracting 
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officer  decision  was  reasonable  is  wasteful,  intrusive,  and 
invites  precisely  the  type  of  inappropriate  second-guessing  that 
discourages  innovative  and  creative  thinking.   To  use  your  words, 
the  world  of  IT  acquisition  has  become,  due  largely  to  the  threat 
of  GSBCA  protests,  one  in  which  "the  bureaucratic  process  reigns 
supreme . " 

Increased  Cost  Caused  by  Current  Process 

Agencies  find  themselves  having  to  expend  considerable 
resources  to  defend  a  GSBCA  protest.   Your  report  indicated,  for 
instance,  that  the  Army  pays  almost  ten  times  the  cost  to  defend 
a  protest  at  the  GSBCA  than  for  a  protest  lodged  with  the  GAO. 
This  is  probably  due,  in  large  part,  to  parties  having  to 
routinely  engage  in  extensive  and  costly  discovery  at  the  GSBCA 
to  create  hastily  a  voluminous  record  upon  which  the  board  can 
make  an  independent  assessment. 

In  addition  to  resource  costs,  there  is  the  monetary  cost  of 
delay  in  implementation  of  the  contract  —  which  can  be 
significant  if  the  agency  is  forced  to  sign  an  extension  with  an 
incumbent  at  a  cost  considerably  higher  than  that  which  would 
have  been  paid  if  a  contract  was  entered  into  with  the  awardee. 

IT  Industry  Support  for  Bid  Protest  Reform 

Given  these  undesirable  consequences,  Mr.  Chairman,  I  salute 
you  and  Senator  Levin  for  your  bold  and  laudable  efforts  to 
return  the  protest  function  to  its  proper  role  of  ensuring  simply 
that  goods  and  services  are  being  acquired  in  a  rational  manner, 
you  should  note  that  you  are  not  alone  in  your  desire  to  bring 
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about  such  reform.   Although  not  specifically  speaking  to  your 
proposal,  about  15  information  technology  companies  have  recently 
expressed  their  support  to  me  for  aggressive  congressional  action 
to  curb  the  burdens  and  adversarial  environment  created  by  the 
present  process. 

Like  you,  these  organizations  also  understand  that  our 
objective  must  be  to  ensure  rational  judgment  —  not  process 
perfection.   They  appreciate  that  our  system  can  provide  redress 
for  incidents  of  arbitrary  and  capricious  decision-making  and 
other  violations  of  procurement  law  that  would  cause  material 
prejudice  in  a  manner  that  is  relatively  inexpensive  for  both 
parties  and  non-intrusive  to  the  agency.   Finally,  and,  perhaps 
most  importantly,  these  organizations  recognize  that  the  time  for 
such  congressional  action  is  now,  as  agency  budgets  and 
workforces  continue  to  diminish. 

Seeking  Relief  at  the  Agency 

For  our  part,  the  Executive  branch  is  currently  examining 
agency  protest  processes  to  make  sure  they  provide  a  viable 
alternative  to  taking  protests  to  fora  outside  the  agency.   We 
believe  the  agency  protest  process  can  offer  a  cost  effective 
avenue  for  providing  meaningful  relief  for  serious  injustice  and 
hope  that,  as  the  result  of  our  review,  more  protests  will  be 
resolved  within  agencies  —  as  this  will  save  all  parties  the 
time  and  expense  of  seeking  the  involvement  of  an  outside  body. 
And,  it  will  also  reduce  the  resources  needed  by  an  outside  body 
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(which  in  the  case  of  your  bill  would  be  the  GAO  in  terms  of 
administrative  alternatives) . 

Additional  Considerations 

Mr.  Chairman,  while  I  strongly  support  the  direction  of  your 
protest  reform,  I  would  ask  that  you  also  take  into  account  the 
following  additional  important  points: 

First,  it  is  imperative  that  we  insulate  contracting  officer 
"downselect"  decisions  from  all  but  those  protests  that 
demonstrate  abuse  of  discretion  by  a  clear  and  convincing 
showing.   A  few  moments  ago,  I  described  for  you  how  the 
Administration  seeks  to  make  it  easier  for  contracting  officers 
to  take  advantage  of  the  efficiencies  of  robust  competitions  by 
giving  them  the  authority  to  quickly  eliminate  those  who  are 
unlikely  to  be  selected.   As  I  mentioned,  exercise  of 
"downselect"  authority  will  benefit  both  the  government  and 
contractors  —  whether  it  be  through  a  more  efficient 
establishment  of  the  competitive  range,  expedient  selection  of  a 
few  sources  from  a  simplified  initial  phase  of  unrestricted 
competition,  or  the  targeting  of  best  value  products  by  tailoring 
of  specifications  and  selection  criteria  during  the  competition. 

VThile  I  know  you  share  our  confidence  in  the  great  potential 
of  this  type  of  reform,  I  am  concerned  that  such  authority  —  no 
matter  how  streamlined  and  empowering  its  design  —  will  be 
crippled,  if  not  protected  from  all  but  truly  well  founded 
protests.   This  concern  comes  from  conversations  I  have  been 
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having  in  recent  months  with  agency  front  line  procurement 
personnel  about  our  competition  concepts.   The  feedback  for  such 
authority  has  been  overwhelmingly  positive.   For  the  two-phase 
approach,  for  example,  they  see  significant  savings  for  vendors 
through  reduced  bid  and  proposal  preparation  costs  and  for  the 
taxpayer  in  not  having  the  government  be  required  to  evaluate 
offers  that  are  not  likely  to  be  selected.   Yet,  at  the  same 
time,  these  front  line  personnel  are  telling  me  that  they  would 
have  strong  reservations  about  using  such  authority  for  one 
reason:   fear  of  increased  protest  vulnerability  given  the  high 
degree  of  discretion  and  reduced  documentation  involved  in  the 
downselect  decision. 

For  this  reason,  Mr.  Chairman,  I  strongly  urge  you,  as  you 
design  your  reforms,  to  make  clear  that  any  protest  arising  under 
or  relating  to  a  downselect  decision  of  the  contracting  officer 
occurring  prior  to  final  selection  can  be  sustained  only  upon  a 
clear  and  convincing  showing  that  the  contracting  officer's 
decision  was  an  abuse  of  discretion. 

Second,  we  should  cease  awarding  protest  costs  to  prevailing 
protesters.   I  strongly  support  the  elimination  of  any  payment  of 
bid  protest  costs  except  in  the  case  of  successful  protests  by 
small  businesses.   This  idea  was  recently  suggested  in  testimony 
by  the  Public  Contract  Law  Section  of  the  American  Bar 
Association  to  the  House  Committees  on  Government  Reform  and 
Oversight  and  National  Security.   We  have  always  been  concerned 
that  the  one-sided  nature  of  the  current  set-up  —  where 
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prevailing  protesters  may  recover  their  costs  and  fees  but  the 
government  may  not  recover  its  expenses  when  it  prevails  — 
induces  litigation,  not  to  mention  the  additional  strain  it 
places  on  decreasing  government  resources. 

Some  may  say  that  the  payment  of  bid  protest  costs  to 
prevailing  protesters  serves  the  public  interest  by  encouraging 
vendors  to  act  as  "private"  attorneys  general  in  policing  our 
system.   I  suggest  to  those  who  take  such  a  position  to  remember 
that  the  public  is  certainly  not  served  by  the  increased  lead 
times  and  less  innovative  thinking  generated  by  excessive  protest 
activity,  a  significant  percentage  of  which  is  ultimately 
resolved  in  the  government's  favor  (with  no  reimbursement  of  its 
costs) .   Therefore,  we  do  not  believe  that  the  public  interest  is 
served  by  the  current  one-sided  arrangement. 

Third,  we  should  consolidate  judicial  bid  protest 
jurisdiction  in  the  Court  of  Federal  Claims.   Currently,  this 
Court  shares  its  protest  authority  with  federal  district  courts. 
With  its  nationwide  jurisdiction  and  contract  expertise,  the 
Court  of  Federal  Claims  could  effectively  and  efficiently  serve 
as  a  unified  judicial  forum  operating  in  the  national  interest. 
This  would  avoid  the  unfairness  of  forum  shopping.   At  the  same 
time,  it  would  not  prevent  small  businesses  from  having  their  day 
in  court  inasmuch  as  the  Court  of  Federal  Claims  is  authorized  to 
hold  hearings  throughout  the  country  to  minimize  inconvenience 
and  expense  to  litigants.   I  know  the  Senate  endorsed  this  idea 
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during  the  development  of  FASA.   I  hope  that  you  will  do  so 
again. 

Test  Authority 

Mr.  Chairman,  I  am  pleased  to  see  that  S.  946  would  provide 
authority  to  engage  in  pilot  programs  to  test  alternative  and 
innovative  acquisition  procedures  for  IT.   There  is  widespread 
consensus  about  the  need  for  testing  major  innovations  in  the 
procurement  system.   At  the  same  time,  however,  there  is 
hesitation  about  instituting  such  changes  in  statute  before  they 
have  been  tried  out  to  see  whether  they  work. 

For  this  very  reason,  the  Administration  has  sought  test 
authority.   As  you  know,  our  bill,  S.  669,  would  delegate  waiver 
authority  to  the  Administrator  of  OFPP  for  the  purpose  of 
conducting  tests  to  encourage  acquisition  officials  to  experiment 
with  more  efficient  and  effective  ways  of  conducting 
competitions. 

Accordingly,  I  would  strongly  support  provisions  that  would 
authorize  the  Administrator  of  OFPP  to  grant  waivers  of 
procurement  laws  based  on  carefully  developed  agency  plans 
identifying,  among  other  things,  the  methodology,  duration, 
anticipated  costs,  and  metrics,  although  I  would  not  favor  such 
waivers  for  civil  rights  laws  applicable  to  federal  contractors. 
This  sort  of  authority  promotes  precisely  the  kind  of  independent 
and  creative  thinking  that  has  been  embraced  by  the  National 
Performance  Review. 
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Commercial  Item  Requisitions 

As  you  know,  the  Administration  has  been  a  strong  proponent 
of  action  to  facilitate  the  purchase  of  commercial  items.   We 
very  much  appreciate  the  greater  flexibility  your  bill  would 
provide  in  broadening  the  categories  of  laws  subject  to  waiver, 
although  we  have  some  concerns  about  the  specific  procedures 
prescribed  and  would  not  favor  waivers  for  civil  rights  laws 
applicable  to  federal  contractors.   We  would  hope  to  be  able  to 
work  with  the  Committee  to  resolve  these  issues. 

Other  Miscellaneous  Provisions 

Let  me  briefly  mention  concerns  regarding  three  other 
provisions.   One  of  them  would  require  a  clause  to  be  included  in 
all  cost-type  or  incentive-type  procurements  of  IT  that  would 
provide  for  awards  to  contractors  for  exceeding  the  contract 
cost,  schedule  or  performance  goals,  and  penalties  applied  to  the 
contractor  if  such  goals  were  not  met.   Through  its  performance 
measurement  provisions,  FASA  is  already  providing  proper 
incentives  for  agencies  to  improve  the  performance  of  their 
contractors.   I  believe  the  decision  of  selecting  the  most 
appropriate  contractor  incentive  in  any  given  situation  is  best 
left  to  an  agency. 

A  second  provision  would  require  the  establishment  of  a 
governmentwide  electronic  data  base  on  contractor  performance 
under  IT  contracts.   Clearly,  use  of  past  performance  information 
will  be  most  effective  if  federal  agencies  have  easy  and 
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cost-effective  access  to  such  information.   However,  I  have 
significant  reservations  about  the  feasibility  of  creating  a 
governmentwide  data  base,  in  terms  of  maintenance  burden  and 
cost.   In  our  recently  issued  best  practices  guide  on  past 
performance,  we  have  asked  agencies  to  utilize  a  uniform 
government-wide  format  for  recording  contractor  performance  that 
can  be  easily  used  by  source  selection  official  in  subsequent 
procurements.   We  left  the  decision  to  the  agencies  to  decide  for 
themselves  whether  it  was  more  cost  effective  to  utilize  an 
electronic  data  base  to  store  the  information  or  keep  the  written 
records  on  each  contract  in  the  file.   At  this  point,  we  think  it 
is  premature  to  attempt  to  establish  a  governmentwide  data  base. 
We  would  glad  to  discuss  the  issue  in  more  detail  with  your 
staff. 

A  third  provision  would  require  that  when  an  agency  wished 
to  use  a  task  order  contract  for  the  acquisition  of  IT,  multiple 
awards  would  have  to  be  made  in  all  but  the  most  unusual  of 
circumstances.   As  you  may  know,  I  am  a  strong  proponent  of 
nultiple  award  contracts.  X  believe  the  authority  to  maka 
multiple  awards  for  the  same  requirement  (and  from  the  same 
solicitation)  and  to  subject  individual  orders  to  a  limited, 
quick  and  easy  competition  amongst  the  contract  awardees  promises 
to  reduce  costs  and  improve  contractor  performance  as  contractors 
compete  for  business  in  real  time.   I  am  personally  working  hard 
•to  encourage  the  spread  of  this  contracting  vehicle  and  I  was 
pleased  to  see  a  recent  article  in  The  Washington  Post  praising 
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the  IRS  for  an  award  of  a  major  task  order  contract  to  multiple 
awardees.   At  the  same  time,  however,  I  believe  it  is 
inappropriate  to  require  in  statute  the  use  of  multiple  awards  in 
all  but  "unusual"  situations. 

There  will  be  legitimate  circumstances  —  not  necessarily 
"unusual"  —  when  a  single  award  will  be  preferable,  such  as  when 
the  nature  of  the  work  to  be  performed  under  each  order  is 
integrally  related,  when  more  favorable  terms  and  conditions 
(including  pricing)  can  be  obtained  through  a  single  award,  or 
when  only  one  contractor  is  capable  of  providing  performance  at 
the  level  of  quality  required  because  the  supplies  or  services 
are  unique  or  highly  specialized.   FASA  recognizes  this  and 
directs  that  the  FAR  provide  appropriate  exceptions.   My  office 
has  been  working  closely  with  the  team  implementing  this 
authority  in  the  FAR  to  ensure  that  the  exceptions  do  not 
undercut  the  preference. 

Electronic  Commerce 

Before  concluding,  Mr.  Chairman,  I  would  like  to  take  just  a 
moment  to  express  my  appreciation  to  Senator  Levin  for  promoting 
the  acceleration  of  electronic  commerce  (EC)  in  S.  675.   It  is 
clear  that  there  are  many  possible  approaches  for  using  EC  as  an 
enabling  technology  for  government-wide  procurement  strategies. 
Publicly  broadcasting  requests  for  quotes  on  smaller  buys 
electronically  represents  an  early  government  effort  in  EC.   We 
are  finding,  however,  that  the  trend  commercially  is  towards 
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electronic  catalogs.   Senator  Levin,  we  view  what  is  termed  in 
your  bill  as  the  "automation  of  Multiple  Award  Schedule  (MAS) 
Contracting"  to  be  a  form  of  electronic  catalog  that  would 
provide  buyers  maximum  choice  among  vendors  and  products,  and 
promote  competition  by  allowing  quick  on-line  price  changes, 
while  eliminating  the  bureaucratic  burdens  of  the  current  MAS 
negotiation  process.   We  need  to  be  open  to  alternate  approaches 
towards  how  both  EC  and  centralized  purchasing  can  best  aid  the 
taxpayer.   The  automated  MAS  approach  deserves  serious 
consideration  and  testing  as  one  promising  model  for  delivering 
best  value  through  EC. 

To  date,  technology  questions  have  dominated  conversations 
about  EC.   But  equally  deserving  of  our  attention  are  questions 
regarding  the  business  strategies  needed  to  take  full  advantage 
of  the  cost-saving  opportunities  available  through  emerging 
technologies.   In  devising  business  strategies,  we  are  well 
advised  to  consider  the  continuing  debate  in  the  GSA  reinvention 
effort  and  the  private  sector  about  the  appropriate  role  of 
central  purchasing.   In  addition  to  the  "automated"  MAS,  we  are 
looking  at  other  EC  models,  such  as  prime  vendor  electronic 
catalogs,  to  provide  the  best  prices  and  quality  in  a  central 
purchasing  environment. 

The  Administration  firmly  believes  that  EC  offers  the 
potential  for  both  agencies  and  industry  to  realize  substantial 
savings  and  we  would  like  to  work  with  the  Congress  to  ensure 
that  potential  is  fully  utilized  in  the  procurement  process. 
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Conclusion 

We  are  in  a  time  of  rapid  change  which  demands  that  we 
question  the  traditional  ways  of  conducting  procurement  business. 
Change  is  never  easy  or  risk-free.   In  this  environment,  however, 
not  changing  is  more  risky  than  trying  to  innovate  and  change. 
If  we  simply  stick  to  what  we've  done  in  the  past,  progress  will 
never  occur  and  citizen  trust  in  government  will  never  be  won 
back.   We  cannot  afford  to  let  this  happen  and  for  cynicism  to 
continue  to  reign  in  the  attitudes  of  citizens  towards  their 
government. 

Mr.  Chairman,  Senator  Levin,  and  members  of  the  Committee,  I 
commend  you  for  having  the  vision  and  fortitude  to  change 
tradition  where  it  is  not  working.   I  believe  we  are  on  the  verge 
of  making  historic  reform  and  look  forward  to  our  bipartisan 
effort  to  bring  this  much  needed  change  about. 

This  concludes  my  prepared  remarks.   I  will  be  happy  to 
answer  any  questions  you  may  have. 
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Mr.  Chairman  and  members  of  the  Committee,  it  is  a  pleasure  to  testify  on  t>ehalf  of  the 
Department  of  Defense  on  S.  946,  the  Infomfiation  Technology  Management  Refomi  Act 

I  believe  that  we  are  all  in  agreement  there  is  a  pressing  need  to  refonn  both  the 
management  and  acquisition  of  infomiation  technology  (IT)  assets  of  the  Federal  govemment 
to  include  ensuring  that  we  are  effectively  maximizing  the  use  of  IT  as  one  of  the  many  tools 
enabling  us  to  reengineer  the  business  processes  of  the  Federal  govemment    We  in  the 
Department  of  Defense  strongly  support  these  efforts,  and  applaud  this  committee  for  its 
initiative  in  this  area.  Most  particularly,  we  wholehearte:fly  endorse  the  committee's  attempt  to 
modernize  agency  analyses  and  practices,  especially  the  introduction  of  business  process 
reengineering  analysis  in  the  use  of  IT. 

It  would  not  be  an  exaggeration  to  say  that  we  could  not  execute  virtually  any  of  the 
missions  given  to  the  Department  of  Defense  without  information  technology.  We  have 
recognized  that  it  Is  a  cost  of  doing  business,  and,  our  core  infrastructure  business  processes, 
such  as  command  and  control,  research,  development,  acquisition,  intelligence,  personnel, 
logistics,  and  finance,  have  been  heavily  supported  by  IT  for  decades.  Therefore,  I  would  like 
to  summarize  for  you  briefly  the  current  structure  of  IT  acquisition  and  management  within 
DoD,  describe  our  ongoing  efforts  to  improve  that  process,  and  then  analyze,  from  an 
agency's  perspective,  the  provisions  of  S.946. 

DOD  INFORMATION  TECHNOLOGY 
Current  law  requires  the  establishment  of  a  Senior  Information  Resources  Management 
(IRM)  Official  in  each  executive  branch  agency.  In  DoD,  the  Assistant  Secretary  of  Defense 
(Command,  Control,  Communications  and  Intelligence)  (ASD(C3I)) ,  the  Honorable  Emmett 
Paige,  Jr.,  sen/es  as  the  DoD  Senior  IRM  Offiaal  and  reports  directly  to  the  Secretary  of 
Defense.  The  duties  assigned  to  the  DoD  Senior  IRM  official  not  only  fulfill  all  of  the  statutory 
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rMponstbiiities  for  the  position,  but  also  include  ttw  related  defense  functions  of  command, 
control,  communications  and  inteUigence.  This  individual  supervises  the  extensive  DoD 
infomiation  technology  program  through  acquisition  oversight  mechanisms  that  are  similar  in 
many  ways  to  those  for  major  weapon  system  acquisitions. 

The  Senior  IRM  Offidat  is  also  responsible  for  the  Department-wide  Corporate 
Information  Management  (CIM)  initiative  to  provide  the  tools  and  capabilities  to  help  Improve 
our  business  processes.  Overall,  the  functions  performed  by  the  Senior  IRM  Official  at  DoD 
are  substantially  identical  to  those  of  ttie  proposed  agency  Chief  Information  Officer  (CIO)  in 
S.946.  We  believe  those  functions  should  remain  in  the  Office  of  the  ASD(C3I)  and  that  it 
would  be  inappropriate  to  reassign  those  responsibilities  to  the  Office  of  the  Under  Secretary 
of  Defense  (Acquisition  and  Technology). 

DOD  IT  PROGRAM  MANAGEMENT 

As  the  principal  staff  assistant  and  advisor  to  the  Secretary  of  Defense  regarding  all 
matters  relating  to  the  acquisition  of  information  technology  and  the  management  of 
information  resources.  The  ASD(C3I)  formulates  and  ensures  implementation  of  IRM  life-cycle 
management  and  information  technology  acquisition  policies  and  procedures  and  chairs  the 
DoD  Major  Automated  Information  Systems  Review  Council  (MAISRC).  The  Deputy  Assistant 
Secretary  (C3I  Acquisition)  leads  the  C3I  Systems  Overarching  Integrated  Product  Team  that 
supports  the  USD(A&T)  (the  "C3I  Team"). 

The  MAISRC  is  the  Department's  oversight  and  review  body  for  major  automated 
information  systems  (AIS).  The  MAISRC  assesses  the  return  on  investinent,  design, 
development,  deployment  operation,  support  and/or  disposal  (i.e.,  total  life-cycle 
management)  of  AISs  that  support  all  DoD  mission  areas  -  including  command  and  contax>l.  An 
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emphasis  is  placed  on  requiring  agencies  to  engage  in  functional  economic  analysis  (FEA), 
that  is,  what  the  function  is,  should  the  agency  be  doing  it  and  should  it  be  automated.  The 
MAISRC  process  is  patterned  on  the  weapon  system  acquisition  process  with  appropriate 
differences  to  reflect  the  smaller  dollar  value  of  AISs  (In  comparison  to  many  major  defense 
systems  acquisitions),  the  off-the-shelf  nature  of  most  of  the  information  technology  hardware 
acquired  under  AIS  programs,  and  the  fact  that  many  AIS  are  developed  and  fielded  in  an 
evolutionary  or  incremental  manner. 

The  threshold  for  MAISRC  oversight  is  $100  million  total  program  costs,  $25  million 
program  costs  in  a  year,  or  $300  million  life-cycle  costs.  Senior  IRM  officials  of  the  Military 
Departments  and  the  Defense  Agencies  oversee  AISs  below  those  thresholds,  under  life-cycle 
management  policies  and  procedures  issued  by  the  Deputy  Secretary  of  Defense  and  the 
ASD(C3I).    Currently  there  are  43  DoD  AISs,  with  an  estimated  aggregate  life-cycle  cost  of 
over  $42  billion,  under  review  by  the  MAISRC.  During  the  last  12  months,  8  AIS  were  added  to 
the  MAISRC  oversight  list 

The  MAISRC  was  established  in  1978  and  has  proven  to  be  an  effective  forum  for  the 
oversight  of  the  department's  major  AIS  programs.  To  ensure  representation  by  all  primary 
stakeholders  in  the  major  AIS  program  under  review,  its  members  include  the  OSD  Principal 
Staff  Assistants  who  manage  the  functional  areas  supported  by  the  AIS,  i.e.,  the  Director  of 
Program  Analysis  and  Evaluation:  the  Director  for  Operational  Test  and  Evaluation;  a 
representative  from  the  Joint  Staff;  and  the  Senior  IRM  official  for  the  AIS  program  subject  to 
review. 

While  the  MAISRC  has  been  successful  in  managing  many  large  programs,  It,  like 
almost  all  aspects  of  Defense  management.  Is  undergoing  review  so  that  it  can  be  more 
responsive  to  the  rapid  pace  of  change  in  the  DoD,  in  technology,  and  in  international 
warfighting  requirements.  The  ASD(C3I)  is  re-engineering  the  MAISRC  process  to  make  it 
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more  efTictent  and  effective.  A  number  of  streamlining  measures  are  already  in  place.  For 
example: 

•  The  Secretary  of  Defense  has  mandated  the  use  of  Integrated  Product  Teams  in  the 
Department  to  ensure  Office  of  the  Secretary  of  Defense  (OSD)  staff  and  the  program 
office  staff  worV  much  more  cooperatively  to  ensure  program  success.  Early  interaction 
between  the  program  office  and  t)oth  service  or  agency  staff/oversight  officials  -  that  is,  to 
shift  to  'early  insighf  of  pertinent  officials  rather  than  'after-the-fact  oversight'  This 
process  allows  for  the  expertise  of  the  senior  acquisition  staffs  to  be  shared  with  program 
managers  as  plans  are  being  fonmulated,  rather  than  grading  a  program  manager's  worl^ 
after  the  fact  or  just  t>efore  a  milestone  review.  One  benefit  of  this  change  is  that  major 
issues  are  identified  and  resolved  early  on  in  the  process.  Also,  problems  can  be  resolved 
while  they  are  still  small,  instead  of  after  becoming  a  major  risk  to  a  program's  success. 
This  concept  is  being  implemented  in  the  MAISRC  and  will  ensure  a  joint  commitment  to 
the  success  of  DoD's  AIS  programs. 

•  New  policy  directives  will  integrate  the  weapon  system  acquisition  directives  of  the  DoD 
5000  series  and  the  AIS  acquisition  directives  in  the  8000  series.  We  will  streamline  and 
merge  the  weapon  system  and  AIS  life-cyde  management  guidance  while  maintaining  the 
independent  nature  of  the  MAISRC  and  the  role  of  the  ASD(C3I)  as  the  milestone  decision 
authority  for  major  automated  information  systems. 

•  Many  major  AIS  program  review  decisions  will  now  result  from  staff-level  reviews.  This 
staff  review  will  ensure  that  decisions  can  be  made  in  a  more  timely  fashion,  with  formal 
meetings  of  the  MAISRC  principals  convened  on  an  'as  needed*  basis.  This 
empowerment  of  appropriate  staff  has  required  that  the  DoD  MAISRC  staff  be  among  the 
best  trained  and  most  experienced  in  the  Defense  Acquisition  Corps,  ar>d  we  have 
invested  time  and  money  in  the  training  and  education  of  this  hand-picked  staff. 
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•  We  are  also  emphasizing  the  importance  of  tailoring  the  oversight  process  to  the  individual 
characteristics  and  strategies  of  each  AIS,  rather  than  forcing  a  one-size-rits-all  approach 
to  oversight 

*  To  foster  change  and  growth  along  with  the  desire  to  provide  better  planning,  budgeting, 

program  implementation,  and  program  evaluation,  and,  in  keeping  with  the  effort  to 
improve  management  practices,  DoD  is  developing  an  IRM  performance  measurements 
guide.  The  guide  will  assist  management  planing  by  establishing  measurable  IRM  program 
performance  criteria  from  cradle  to  grave.  DoD  is  committed  to  ensuring  that  well-defined, 
meaningful,  measurable  and  useful  evaluation  criteria  and  perfonmance  measures  are 
incorporated,  as  appropriate,  into  its  strategic  plans,  acquisition  processes,  and  program 
performance  reviews. 

In  addition  to  major  AISs.  the  Office  of  the  ASD(C3I),  through  leadership  of  the  C3I 
Team,  maintains  program  oversight  over  the  Department's  management  of  Federal 
government  information  technology  in  major  defense  acquisition  programs.  There  are 
currently  24  C3I  "weapons  systems,*  such  as  the  Space  Based  Infrared  (SBIR)  program  and 
the  Maneuver  Control  System,  under  0ASD(C3I)  purview.  These  systems  have  an  estimated 
expenditure  of  over  $13  billion  annually. 

DoD  has  also  recently  implemented  additional  major  streamlining  Initiatives  in  its 
oversight  of  these  systems.  The  C3I  Team  responsible  for  these  programs  are  also  operating 
on  an  Integrated  Product  Team  basis,  and  our  initial  experiences  with  this  approach  have 
produced  successes.  Decisions  have  been  made  expeditiously,  without  major  'show- 
stoppers,'  and  with  dramatically  reduced  paperworic.  For  example,  the  former  oversight 
process  for  the  SBIR  program  would  have  required  180  days  of  OSD  and  Component  staff 
review  of  thousands  of  pages  of  documentation.  Under  the  redesigned.  Integrated  Product 
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Team  approach  ,  review  was  completed  in  63  days,  the  single  decision  document  from  this 
team  effort  was  only  47  pages  long. 

DOD  IT  ACQUISITION 

The  ASD(C3I)  also  maintains  oversight  and  final  approval  authority  for  the 
procurements  that  provide  information  technology  to  DoD.  These  procurements  fall  into  two 
categories:  Brooks  Act  (that  is,  those  subject  to  GSA  oversight  where  GSA  may  delegate  its 
procurement  authority  to  the  agencies)  and  Nunn-Wamer  Amendment-exempt  (those  critical  to 
national  security  that  are  subject  to  the  exclusive  authority  of  the  Secretary  of  Defense).  While 
the  ASD(C3I)  has  redelegated  some  of  that  oversight  authority  to  the  Military  Services,  he  still 
conducts  oversight  reviews  for  their  major  acquisitions  ($100  million  or  more  during  the  full 
contract  life). 

Currently,  there  are  51  major  DoO  IT  acquisitions  under  direct  ASD(C3I)  oversight.  On 
June  19,  1995,  GSA  raised  the  DoD  agency  procurement  authority  threshold  to  $100  million 
per  contract.  The  increased  delegation  of  procurement  authority  (DPA)  granted  to  the  DoD  on 
June  19  of  this  year  will  enhance  DoD's  ability  to  coordinate  its  IT  acquisitions.  All 
acquisitions  will  be  reviewed  to  ensure  compliance  with  a  DoD-wide  AIS  Strategic  Plan.  The 
end  result  of  the  higher  DPA  threshold  already  granted  from  GSA  will  be  more  effective, 
efficient  oversight  with  more  payoff  In  identifying  opportunities  to  reduce  risk  and  save  money. 
Further,  former  C3I  acquisition  oversight  staff  will  have  more  time  to  conduct  periodic  spot- 
checks  on  Component  processes,  procedures,  and  acquisitions,  provide  advice  and  training, 
assure  compliance  and  obtain  feedback  needed  to  continuously  improve  policies. 

The  ASD(C3I)  also  maintains  direct  oversight  of  all  DoD  Nunn-Wamer  amendment- 
exempt  acquisitions  that  meet  the  following  criteria: 


QO-OTtA  -   Qfi  -    10 
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-  have  an  estimated  cost,  actual  cost  or  maximum  order  limitation  of  $100  million  or 
more  during  the  full  contract  life; 

-  have  a  cost  of  $25  million  or  more  in  a  single  year  or 

-are  designated  as  being  of  special  interest  by  the  Department. 

In  the  last  calendar  year,  ODASD(C3l))  has  reviewed  18  Nunn- Warner-exempt 
acquisitions  with  a  total  estimated  value  of  $4.65  billion.  They  expect  to  review  an  additional  3 
Nunn-Wamer  amendment-exempt  acquisitions  from  the  Navy  during  this  fiscal  year.    For 
future  Nunn-Wamer  amendment-exempt  acquisitions,  each  DoD  component  will  be  required  to 
provide  to  the  ASD(C3I),  45  days  prior  to  release  of  the  request  for  proposal  or  contract  award, 
a  detailed  synopsis  of  the  proposed  acquisition.  0ASD(C3I)  review  vA\l  focus  on  the  early 
Identification  of  areas  of  concern  and  appropriate  management  actions  to  address  identified 
deficiencies.  Through  this  oversight ,  the  Department  will  ensure  that  future  NunrvWamer- 
exempt  acquisitions  are  acquired  (1)  in  a  cost-effective  manner  consistent  with  sound  capital 
investment  planning  and  (2)  when  the  requirement  for  these  IT  resources  supports  the 
Department's  mission  requirements. 

DOO  INFORMATION  MANAGEMENT 

Defense  Information  Management  activities  are  led  by  the  ASD(C3I)  but  are  the 
responsibility  of  the  managers  of  each  functional  area  of  the  Department.  It  is  the  policy  of  the 
DoD  that  functional  management  is  held  accountable  for  all  benefits  and  all  directly 
controllable  costs  of  developing  and  operating  their  information  systems. 

DoD's  information  management  policies  are  the  outgrowth  of  its  Corporate  Information 
Management  (CIM)  initiative.  The  CIM  initiative  has  been  undenA^ay  in  the  Department  of 
Defense  since  late  1989.  This  is  a  long-temn  initiative  to  bring  procedural  and  cultural  changes 
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in  all  Defense  business  areas.  The  underlying  premise  of  CIM  is  Business  Process  Re- 
engineering.  Infonnation  systems  and  data  are  supportive  of  more  efficient  and  effective 
mission  accomplishment  and  management 

Business  process  re-engineering  (BPR)  seeks  to  move  away  from  traditional,  accepted 
ways  of  doing  business  to  streamlined,  more  effective  and  efTicient  methods.  While  some 
BPR  results  can  be  found  and  implemented  rapidly,  large  scale  BPR  projects  can  take  years  to 
complete. 

It  has  been  the  experience  of  the  DoD  that,  while  information  technology  investments 
can  produce  the  greatest  benefits  in  overall  function  performance  when  made  as  the  result  of 
BPR  studies,  these  studies  may  take  years.  In  the  mean  time,  DoD  must  achieve  any  and  all 
incremental  savings  that  may  be  available.  Concurrently  with  its  BPR  efforts,  DoD  is  pursuing 
reducing  its  number  of  data  processing  centers  from  59  to  16,  determining  standard  data 
elements,  eliminating  legacy  information  systems,  and  moving  to  an  open  systems 
environment.  DoD  is  also  aggressively  attacking  its  software  base  through  a  Software 
Management  Initiative,  jointly  led  by  the  ASD(C3I)  and  the  Principal  Deputy  Under  Secretary  of 
Defense  (Acquisition  and  Technology). 

The  interweaving  of  DoD's  information  systems  has  necessitated  special  attention  to 
data  standardization  and  systems  architectures.  For  example,  most  of  the  data  in  DoD 
financial  systems  comes  from  outside  the  financial  community  (such  as  from  contracting  or 
personnel).  Data  is  being  addressed  a  Defense-wide  issue  that  must  be  solved  to  gain  full 
benefit  from  the  systems  to  support  re-engineered  business  processes. 
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S.946 

It  is  in  this  context  -  the  context  of  an  advanced,  sophisticated  agency  system  of  IT 
oversight  that  encourages  business  process  reengineering  and  requires  capital  investment 
planning  -  that  we  address  our  comments  regarding  S.  946. 

THE  BROOKS  ACT  REPEAL 

First,  we  wholeheartedly  endorse  the  proposed  repeal  of  the  Brooks  Act,  with  the  caveat 
that  some  centralized  administrative  oversight  within  the  executive  branch  remains  appropriate 
in  limited,  defined  circumstances.  Generally,  however,  this  repeal  is  long  overdue.  Enacted  in 
1965,  the  Brooks  Act  grants  the  General  Services  Administration  (GSA)  the  authority  to 
coordinate  and  provide  for  the  purchase,  lease,  and  maintenance  of  automatic  data 
processing  equipment  (refen'ed  to  here  as  IT)  and  related  services  for  federal  agencies.  While 
GSA  delegates  that  authority,  to  varying  degrees,  to  the  individual  agencies,  It  still  retains 
extensive  managerial  oversight  of  this  acquisition  process.  GSA  fulfills  its  oversight 
responsibilities  under  the  Brooks  Act  by  performing  Information  Resources  Management  (IRM) 
reviews.  In  its  IRM  review  program,  GSA  conducts  comprehensive  infonnation  resources 
procurement  and  management  review  of  federal  agencies,  including  the  Department  of 
Defense.  The  IRM  reviews  include  assessment  of  pre-acquisition  studies,  procurement  and 
contracting  practices,  oversight  of  acquisition  activities,  internal  delegations  of  procurement 
authority  and  specific  agency  delegation  requests. 

The  Brooks  Act  was  designed  for  the  era  of  centralized  ADPE  processing  services, 
reutilization  of  large  computer  systems  and  centralized  collection  of  ADPE  management 
information.  These  basic  premises  are  antiquated  in  today's  commercial  microcomputer 
environment,  where  decentralization  is  the  watchword.  Also,  individual  agencies  have  at  times 
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been  able  to  achieve  greater  economies  of  scale  than  GSA  when  purchasing  IT  on  their  own. 
This  conclusion  is  tme  with  respect  to  all  federal  agencies,  but  is  particularly  true  of  DoD,  the 
federal  sector's  largest  single  IT  purchaser 

In  addition,  as  I  have  described,  under  the  Nunn-Wamer  Amendment,  the  Department  of 
Defense  components  have  developed  their  own  intemal  mechanisms  for  IT  procurement.  The 
overlap  between  the  agency  structures  and  the  GSA  review  process  has  created  a  confusing 
hierarchy  for  IT  procurement,  one  that  is  complicated  by  the  statutory  exemption  in  the  Nunn- 
Wamer  Amendment  and  by  the  legal  issues  surrounding  the  definition  of  IT  under  the  Brooks 
Act  Significant  delays  are  also  associated  with  GSA  oversight  of  IT  procurement,  and  this 
oversight  has  spawned  overlapping,  and  arguably  unnecessary,  layers  of  bureaucracy. 

The  Brooks  Act  also  grants  the  General  Services  Administration  Board  of  Contract 
Appeals  (GSBCA)  the  authority  to  consider  bid  protests  for  IT  procurements.  The  bid  protest 
process  that  has  been  created  under  this  authority  also  weighs  In  favor  of  repeal  of  the  Brooks 
Act.  Currently,  the  GSBCA  reviews  protests  with  virtually  no  limits  on  the  evidence  that 
protesters  are  able  to  present  to  the  Board.  Protesters  are  allowed  to  introduce,  and  agencies 
are  required  to  defend  their  decisions,  in  light  of  evidence  beyond  that  contained  in  the 
agency's  file,  even  if  such  evidence  was  never  brought  to  the  attention  of  the  agency  nor 
available  to  the  contacting  officer  at  the  time  the  decision  was  made.  This  review  is  both 
costiy  and  labor  intensive.  Suggestions  to  reform  the  IT  protest  process  made  in  a  recent 
report  by  this  Committee  Chairman  (see  Computer  Chaos:  Billions  Wasted  Buvino  Federal 
Computer  Systems.  Investigative  Report  of  Senator  William  S.  Cohen,  October  12,  1994)  call 
into  question  the  benefits  of  subjecting  a  deliberative  decision  by  the  agency  to  review  based 
on  a  new  record  hastily  created  in  an  adversarial  proceeding. 
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agency  actions  in  other  fora,  gives  little  if  any  deference  to  the  government  action.  This 
'second  guessing*  standard  of  review  is  extremely  detrimental  to  the  exercise  of  sound 
judgment  by  a  contracting  officer,  particularly  where  an  award  Is  intended  to  be  based  on  a 
"best  value*  determination  where  the  government  may  be  prioritizing  value  other  than  lowest 
price. 

The  DoD  supports  a  standard  of  review  that  would  require  that  the  board  uphold  a 
protest  only  if  the  disappointed  bidder  is  prejudiced  and  either  (I)  that  the  decision  was 
obtained  in  violation  of  procedures  required  by  law  or  regulation,  or  (ii)  that  the  decision  was 
arbitrary  or  capricious.  The  National  Performance  Review  has  endorsed  this  type  of  review 
because  it  holds  decision  makers  accountable  for  their  actions,  without  curtailing  innovation 
and  creativity  through  a  fear  of  t>eing  second-guessed.  It  would  also  help  to  avoid  the  type  of 
wasteful  effort  on  protest  avoidance  (extensive  agency  documentation  and  quantification  of 
decision-making  process)  that  the  Senate  report  found  was  occurring  in  IT  acquisitions.  For 
these  reasons  as  well,  we  strongly  endorse  repeal  of  the  Brooks  Act. 

0MB  AS  CIO 

We  understand  that  the  intent  of  the  drafters  of  this  legislation  was  to  afford  DoD  a  virtual 
exemption  from  its  provisions.  Nonetheless,  because  we  are  unsure  whether  the  language 
accomplishes  that  goal,  we  would  like  to  comment  generally  on  the  structure  that  would  be 
created  by  this  bill. 

For  many  of  the  same  reasons  that  we  believe  the  Brooks  Act  no  longer  serves  a  valid 
purpose,  the  Department  of  Defense  also  strongly  opposes  the  establishment  of  any  new, 
centralized  bureaucracy  to  oversee  federal  sector  IT  procurement,  as  is  proposed  by  this  bill. 
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I  no  |juipu:>ea  ui  uio  pruposea  legisiauon  wi[i  noi  oe  met  Dy  tnis  new  Dureaucracy    instead, 
there  will  merely  be  another  layer  of  bureaucracy  introduced  at  the  same  time  as  agencies  are 
seeking  improved,  more  streamlined  IT  acquisition  procedures. 

Tha  critical  factor  Is  the  type  of  review  engaged  In  by  the  agencies  as  they  acquire 
and  manage  IT  resources.  Changing,  and  improving,  agency  analyses  (including  some 
centralized  technical  review  where  appropriate)  can  be  accomplished  without  introduction  of  a 
new  bureaucracy.  Centralized  oversight  within  the  executive  branch  should  occur  only  when  it 
will  facilitate: 

(1)  common  infrastructure  economies  within  the  government, 

(2)  enhanced  technical  review  in  cases  where  the  agency  cannot  provide  that  review  Itself, 
or    (3)  improved  business  process  reengineering  and  capital  investment  planning  by  the 
agencies  themselves. 

We  do  support,  however,  the  intent  of  the  bill  to  generate  these  types  of  improvements  in 
federal  sector  IT  acquisition  and  management.  Indeed,  the  proposed  required  analyses 
mirrors  that  which  the  DoD  has  implemented  on  its  own  initiative,  with  demonstrated  success. 
For  example,  using  business  process  reengineering,  the  medical  logistics  area  -  which 
provides  the  commodities  necessary  to  the  operation  of  DoD  medical  facilities  in  both  peace 
and  war  -  has  generated  a  one  time  inventory  cost  reduction  of  $96  million  and  an  expected  12 
year  savings  of  $1 .1  billion.  In  addition,  the  Strategic  Warfare  Planning  System,  a  joint  service 
nuclear  war  planning  system  designed  to  respond  rapidly  to  changing  military  scenarios  -  used 
up  front  business  process  reengineering  to  lead  to  a  reduction  in  planning  cycle  time  from  18 
months  to  6  months. 

However,  the  bill  would  specify  that  numerous  actions  and  studies  must  be  completed 
"before"  the  application  of  any  information  technology.  A  reasonable  balance  needs  to  be 
allowed  between  re-engineering  and  information  technology  invesbnents  with  rapid  payoffs  or 
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incremsntal  process  improvement  The  Federal  government  needs  to  gamer  savings  as  they 
t>ecome  available.  Economies  that  can  be  achieved  within  the  framework  of  a  re-engineered 
information  technology  environment  must  be  pursued. 

Specific  features  of  the  proposed  0MB  structure  that  are  troublesome  to  us  indude: 
Mandatory  Termination 

•  The  mandatory  termination  proposal  is  strongly  opposed  by  DoD.    No  one  would  disagree 
that  failure  to  reach  50%  of  the  target  performance,  or  exceeding  the  schedule  or  cost  on  a 
program  by  50%  is  a  problem  in  any  program  that  must  t>e  addressed,  and  that  agencies 
should  do  a  better  job  of  attempting  to  react  to  perturbations  in  the  program  that  cause 
such  conditions,  e.g.,  a  decision  by  Congress  to  stretch  out  the  program,  failure  of  a 
contractor  to  meet  ambitious  technology  challenges,  or  gross  inaccuracies  in  the  estimates 
of  schedule  or  cost 

•  Estimating  the  cost  and  schedule  of  any  infonnation  technology  program  is  inexact  at  best 
This  problem  pertains  to  industry  and  govemment  alike.  It  is  not  reasonable  to  mandate 
strict  adherence  to  inexact  estimates,  and  legislation  requiring  termination  of  IT  programs 
that  breach  these  thresholds  is  not  the  answer.  Mandating  termination  is  a  draconian 
measure  that  eliminates  any  flexibility  within  the  agency  to  make  the  best  management 
decisions  on  how  to  proceed.  Agency  senior  leadership,  when  confronted  with  such  a 
situation,  must  assess  the  value  of  the  program's  potential  capability  against  the  need  to 
meet  established  program  goals. 

•  The  bill's  provisions  on  strict  adherence  to  initial  cost  and  schedule  estimates  promotes  the 
'grand  design'  philosophy  of  system  development  in  which  deviations  from  initial  designs 
are  seen  as  anomalies  rather  than  assets.  The  "grand  design'  philosophy  has  been 
demonstrated  as  rigid  and  unable  to  respond  to  changing  mission  requirements  and 
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technology  advances.  Rather  than  rewarding  system  flexibility,  this  section,  instead, 
discourages  it  Any  program  that  does  not  undergo  appropriate  change  will  not  satisfy  user 
needs.  The  program  may  meet  exactly  the  initial  requirements,  be  under  the  original  cost, 
and  come  in  ahead  of  the  original  schedule,  but  be  useless  if  the  mission  has  been 
changed. 
Information  Technology  Budget  Adjustments 

•  Decrementing  agency  information  technology  accounts,  as  proposed  by  the  bill,  will 
prevent  the  Federal  agencies  from  being  able  to  implement  process  improvements  that 
involve  information  technology.  While  the  bill  recognizes  that  the  bulk  of  the  savings 
accrued  from  IT  investments  will  be  in  areas  outside  the  information  technology  arena,  the 
bill  does  not  promote  the  use  of  information  technologies  that  will  enable  these  savings. 

•  Funding  the  Innovation  Loan  Account 

•  Levying  five  per  cent  (5%)  of  the  total  amount  available  for  an  agency's  infonmation  resources 
would  effectively  constitute  a  transfer  of  funding  from  each  executive  agency  to  other 
govemment  entities.  This  levy  severely  penalizes  any  agency  if  a  high  percentage  of  the 
agency's  budget  is  devoted  to  information  resources.  Also,  the  amount  that  the  agency  could 
reasonably  expect  to  receive  in  "loans"  may  be  quite  limited  since  their  projects  may  not  have  a 
wide  range  of  coverage  wtien  compared  to  the  Federal  govemment  in  its  entirety.  Therefore, 
the  amount  of  savings  and  benefits  may  have  a  limited  area  of  coverage.  These  benefits  may 
be  greatiy  important  to  our  nation,  even  though  ttieir  dollar  size  may  be  small.  In  the  case  of 
small  but  high-qualitative-value  benefits,  an  agency  vrould  not  be  able  to  recover  its  investment 
funds.  The  Act  indicates  that,  although  an  agency  can  borrow  funds  from  the  Innovation 
Loan  Account  to  finance  productivity  savings  measures,  50  percent  of  the  funds  borrowed 
for  these  efforts  must  be  repaid  to  the  account.  This  eliminates  much  of  the  capability  of 
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any  executive  agency  to  recoup  the  amount  of  money  it  invests  in  the  Innovation  Loan 
Account. 

•  The  way  the  innovation  fund  is  established,  it  penalizes  agencies  that  have  had  the 
foresight  to  plan,  program  and  budget  for  their  information  technology  programs.  Agencies 
who  have  underbudgeted  and  have  not  planned  their  programs  adequately  would  benefit 
by  having  lower  reductions  in  their  information  technology  budgets,  but  be  able  to  draw 
larger  amounts  from  the  common  use  account  Thus,  the  funding  mechanism  works 
against  good  information  technology  management  The  funding  mechanism  does  not 
recognize  that  federal  agencies  may  already  be  contributing  to  the  development,  operation 
and  maintenance  of  information  technology  infrastructure  components  that  are  commonly 
used  by  multiple  agencies.  The  funding  of  the  common  use  account  would  thus  reduce 
agencies'  ability  to  support  components  that  provide  economies  of  scale  in  providing 
information  technology  capabilities. 

Mandatory  Annual  IT  Budget  Reductions  and  Agency  Operations  Increases 

•  Mandatory  annual  reductions  in  operations  and  maintenance  will  reduce  the  ability  of  the 
Federal  govemment  to  perform  its  functions.  For  information  technology  programs, 
generally  about  60  percent  of  the  funding  over  the  program's  software  life  cycle  is  for 
maintenance.  The  textbook  definition  of  "maintenance*  generally  includes  the  correction  of 
errors,  upgrades  to  respond  to  technology  changes,  and  changes  to  computer  programs 
that  are  necessary  to  keep  up  with  mission  needs  and  current  laws.  Maintenance  is  the 
lifeblood  of  information  technology  programs.  Also,  with  more  use  of  evolutionary  and 
incremental  development  approaches,  which  are  more  reliable  and  more  responsive  to 
mission  needs,  a  greater  portion  of  system  work  may  be  categorized  as  'maintenance' 
under  the  above  definition. 
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Mandated  5  percent  annual  improvement  in  agency  operation 

•     The  requirement  for  a  5%  annual  improvement  in  agency  operation,  achieved  solely 
through  information  technology,  is  not  consistent  with  experience  and  common  sense. 
This  requirement  makes  it  appear  that  technology  alone  can  make  a  difference  in  agency 
operation.  It  also  the  exaggerates  the  effect  that  the  infomfiation  technology  alone  can 
have  on  agency  operations.  It  is  the  restructuring  of  agencies'  work  and  the  re-engineering 
of  business  processes  that  provide  the  bulk  of  improvements  in  agency  operations. 

NATIONAL  SECURITY  AND  THE  NUNN-WARNER  AMENDMENT 

The  Department  of  Defense  would  strongly  oppose  any  dilution  of  the  authority  granted 
to  the  DoD  by  the  Nunn-Wamer  Amendment  (10  U.S.C.  2315)  as  called  for  in  Section  811  of 
the  bill.    We  recognize  the  bill  would  provide  a  revocable  delegation  of  authority  in  IT 
management  and  acquisition  to  DoD  (as  well  as  to  the  CIA).  We  understand  from  staff 
communications  that  the  intent  of  this  provision  is  in  fact  to  broaden  the  authority  DoD  has 
over  its  IT,  that  is,  that  the  delegation  would  be  revoked  by  the  0MB  CIO  only  In  the  most 
extreme  situations.  However,  neither  that  criteria,  nor  any  other,  Is  set  forth  in  the  bill  as  a 
proposed  statutory  standard  for  when  the  delegation  could  be  revoked.  Therefore,  it  appears 
that  the  bill  language  may  not  fully  accomplish  your  intended  result.    We  believe  that  the  bill 
not  only  does  not  provide  the  DoD  with  broader  authority  over  its  IT  management,  but  also 
does  not  provide  the  DoD  with  the  same  scope  of  existing  authority  it  has  by  virtue  of  the 
Nunn-Wamer  Amendment. 

DoD  does  not  support  any  legislative  initiative  that  would  dilute  its  existing,  exclusive 
authority  (subject,  of  course,  to  normal  OMB  budget  review  constraints)  under  the  Nunr>- 
Wamer  Amendment,  to  manage  mission  critical  and  intelligence  related  IT.  Dilution  of  the 
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Nunn-Wamer  Amendment  would  significantly  decrease  the  ability  of  the  Secretary  of  Defense 
to  acquire  and  manage  information  technology  that  is  critical  to  the  national  defense. 

The  Nunn-Wamer  Amendment  grants  the  Department  of  Defense  exclusive  authority  to 
acquire  the  following  resources,  without  first  obtaining  a  Delegation  of  Procurement  Authority 
from  General  Services  Administration:  Information  technology  that 
(1)  Involve  intelligence  activities 

(2)  Cryptologic  activities  related  to  national  security 

(3)  Command  and  control  of  military  forces 

(4)  Equipment  which  is  integral  to  a  weapon  or  weapon  system 

(5)  Critical  to  the  direct  fulfillment  of  military  or  intelligence  missions  which  does 
not  apply  to  use  in  administrative  and  business  applications. 

This  exclusive  authority  must  continue  to  exist  even  if  8.  946  is  enacted  and  the  0MB 
becomes  the  CIO  of  the  federal  sector. 

Congress  has  recognized  that  information  "[s]ystems  involving  intelligence  activities, 
cryptologic  activities  related  to  national  security,  direct  command  and  control  of  military  forces 
[and]  equipment  that  is  integral  to  a  weapons  system  or  direct  fulfillment  of  military  or 
intelligence  missions'  are  "highly  specialized  in  their  functions'  and  consequently  "have  been 
traditionally  exempted  from  government-wide  standards  and  regulations  applying  to  general 
purpose  computer  systems.*  [reference:  H.R.  Rep.  No.  100-153  (i),  100th  Cong.,  1st  sess.  25 
(1987),  reprinted  in  1987  u.s.c.c.a.n.  3120,  3140].  Congress  has  codified  this  "traditional 
exempt[ion]'  in  a  set  of  legislative  provisions  collectively  referred  to  as  the  Nunn-*Wamer 
amendmenr  [reference:  see  10  U.S.C.  §  2315;  15  U.S.C.  5  278g-3  (a)  (3);  40  U.S.C  §  759  (a) 
(3)  (c);  44  use.  {  3502  (2)]  to  the  Brooks  Act. 
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Systems  that  DoD  determines  to  be  NunivWamer  Amendment  exempt  are  caicial  or 
indispensable  to  specific  military  or  intelligence  missions;  e.g.,  security  systems  wtiich  prevent 
terrorist  attacks  on  nuclear  weapon  systems.  These  Nunn-Wamer  Amendment  systems  are 
more  'highly  specialized,'  complex  and  sensitive  today  than  they  were  when  the  amendment 
was  first  enacted. 

The  acquisition  and  management  of  national  security-related  information  technology 
requires  an  understanding  of  the  national  security  programs  and  goals  that  it  supports  as  well 
as  the  hardware,  software  and  other  technical  specifications  needed  for  it  that  addresses 
those  programs  and  goals.  This  expertise  resides  within  the  Department  of  Defense.  The 
NunrvWamer  Amendment  authority  Is  "not  broken'  and  has  done  exactly  what  Congress 
intended:  provided  our  national  security  apparatus  with  rapidly  obtained  state-of-the  art 
technology  that  allows  the  U.S.  to  deter  or  defeat  any  potential  aggressor.  We  urge  in  the 
strongest  terms  continued  maintenance  within  DoD  of  the  authority  to  manage  and  oversee 
information  technology  systems  for  national  security,  as  now  defined  by  the  Nunn-Wamer 
Amendment 

MODULAR/INCREMENTAL  ACQUISITION 

DoD  supports  generally  the  concept  of  incremental,  modular  acquisition  (as  authorized 
in  Sec.  203  of  the  bill)  as  a  useful,  even  preferred,  model  in  IT  acquisition,  but  we  would  not 
require  if  s  usage,  as  this  bill  does.  Rather,  we  would  authorize  it  as  a  type  of  acquisition 
procedure  available  at  the  discretion  of  the  contracting  officer. 

We  also  support  authority  to  use  a  type  of  two-phase  selection  procedures  (sec.  208). 
The  Department  of  Defense  generally  supports  the  concept  of  permitting  some  discretionary 
downselecting  of  the  pool  of  offerors  as  a  type  of  competitive  procedure.  However,  we  would 
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not  limit  this  procedure  to  IT  or  to  only  those  contract  situations  where  substantial  design  work 
must  be  performed  and  expenses  incurred  to  prepare  offers.  Rather,  a  broader  statement  of 
this  authority  should  be  made  that  has  applicability  to  IT  and  a  range  of  other  types  of 
procurements. 

DoD  generally  supports  the  direction  of  the  authority  proposed  in  Section  204  to  pemnit 
agencies  to  limit  the  size  of  the  competitive  range.  Currently,  after  initially  evaluating  each 
offeror's  proposal,  agencies,  according  to  General  Accounting  Office  (GAO)  and  General 
Services  Administration  Board  of  Contract  Appeals  (GSBCA)  decisions,  must  look  for  the 
"natural  break"  in  making  a  competitive  range  determination.  If  there  is  any  question  as  to 
whether  an  offeror  should  be  included  in  the  competitive  range,  the  offeror  is  kept  in  the 
competitive  range.  The  result  is  that  agencies  generally  will  not  leave  any  offeror  out  of  the 
competitive  range  unless  that  offeror  dearly  has  no  chance  whatsoever  of  being  awarded  the 
contract  This  is  particularly  so  given  the  likelihood  of  protest. 

The  proposed  authority  is  useful  to  address  this  problem.  However,  DoD  would  support 
more  explicit  authority  to  allow  agencies  to  limit  the  number  of  offerors  in  the  competitive  range 
to  three  when  the  contracting  officer  determines  that  it  is  warranted  by  considerations  of 
efficiency.  In  addition  to  enabling  agencies  to  expedite  the  procurement  process,  limiting  the 
size  of  the  competitive  range  will  allow  offerors  that  do  not  have  a  real  chance  of  receiving 
award  to  save  time  and  money  by  t>eing  removed  sooner  rather  than  later. 

Mandatory  cancellation  of  a  solicitation  or  termination  of  award,  as  also  required  by  the 
bill,  are  not  useful  methods  of  ensuring  that  the  latest  technologies  are  obtained  by  the 
government,  and  may  simply  deter  vendors  who  are  able  to  provide  such  technologies  from 
government  business.  Also,  the  use  of  mandatory  contract  sources  for  the  acquisition  of 
commercial  items  will  unduly  limit  the  availability  of  such  items  in  IT  systems.  Such  provisions 
needlessly  limit  our  range  of  procurement  methods  and  ignore  the  concept  of  best  value. 
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(Section  203  would  also  require  an  agency,  when  procuring  a  commercial  item  used  in  the 
development  of  an  infomnation  system  or  otherwise  being  acquired  for  an  executive  agency,  to 
use  a  multiple  award  schedule  contract,  a  task  or  delivery  order  contract,  or  a  federal 
government  on-line  purchasing  network  established  by  the  CIO  of  the  U.S.) 

Further,  we  do  not  support  those  provisions  in  the  bill  (sections  201 ;  202)  that  would 
require  OMB  to  develop  procurement  procedures  for  different  classes  of  IT  acquisitions 
(defined  monetarily),  and  would  require  quantifiable  measures  for  making  benefit/risk  analyses, 
including  evaluation  of  the  value  of  the  investment  to  the  agency  mission.  There  is  no 
continued  need  for  separate,  complex,  IT  procurement  regulations,  particulariy  in  this  era  of 
acquisition  streamlining.  With  the  repeal  of  the  Brooks  Act,  the  Federal  Information  Resources 
Management  Regulation  could  be  eliminated.  IT  could  be  procured  using  available  procedures 
in  the  FAR  and  the  Defense  FAR  Supplement.  IT  procurements  will  benefit  from  the  FAR 
provisions  developed  in  response  to  the  Federal  Acquisition  Streamlining  Act  of  1994  (FASA) 
including  creation  of  a  micro-purchases  threshold,  simplified  acquisition  threshold,  and 
enhanced  procedures  for  buying  commercial  items.  Should  unique  FAR  provisions  for  IT 
procurements  be  deemed  necessary,  they  should  be  developed  using  the  existing  structure  for 
developing  FAR  regulations.  In  addition,  there  is  little  benefit  to  arbitrary  monetary  procedural 
differentiation  among  IT  acquisitions,  with  no  regard  to  other  aspects  of  the  acquisition. 

The  Department  of  Defense  does  support  a  TINA  exception  for  all  commercial  items, 
including  those  that  are  IT  systems{as  proposed  in  Sec.  205).  We  oppose,  however,  a 
requirement  (Sec.  206)  to  use  full  and  open  competition  for  every  procurement  of  commercial 
off-the-shelf  IT  items.  Rather,  we  endorse  the  type  of  approach  utilized  in  H.R.  1670,  as 
introduced  by  Representative  dinger.  There,  the  bill  would  authorize  use  of  simplified 
procedures  for  commercial  items.  A  requirement  for  full  and  open  competition,  without 
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exception,  is  unreasonable.  IT  procurements  should  follow  the  same  competition  requirements 
in  Title  10  as  other  DoD  procurements.  Section  206.  however,  also  requires  a  FASA-like  list  in 
the  FAR  of  provisions  of  law  that  are  inapplicable  to  contracts  for  the  procurement  of 
commercial,  off-the-shelf  IT  items.  We  support  this  aspect  of  the  proposal. 

We  question  the  requirement  (sec.  207)  that  at  least  2  task  or  delivery  order  contracts 
be  awarded  for  the  same  or  similar  IT  services  or  property.  For  other  than  contract  advisory 
and  assistance  services,  FASA  created  a  preference  for  multiple  award  task  and  delivery  order 
contracts.  Several  exceptions  to  multiple  awards  were  established,  including  contracts  with  an 
estimated  value  of  less  than  the  simplified  acquisition  threshold,  and  cases  where  the 
contracting  officer  determined  that  multiple  avi^rds  were  not  in  the  best  interests  of  the  United 
States.  The  flexible  FASA  approach  should  be  retained  for  all  procurements  including  IT. 

We  find  similarly  inflexible  the  proposal  for  a  mandatory  contract  clause  (sec.  209)  in  all 
cost  type  IT  contracts  requiring  a  system  to  reward  a  contractor  when  cost,  schedule  or 
performance  goals  are  exceeded  or  penalizing  the  contractor  when  they  are  not  adhered  to. 
The  FAR  permits  contracting  officers,  exercising  sound  business  judgment,  to  include  positive 
and  negative  cost,  schedule,  and/or  performance  incentives  in  fixed-price  and  cost- 
reimbursement  contracts.  Incentive  contracts  must  be  carefully  structured  in  order  to 
effectively  motivate  the  contractor's  pursuit  of  the  desired  cost  and  technical  outcome.  The 
additional  provision  mandated  by  this  provision  is  unnecessary  in  incentive  contracts,  which 
are  by  definition  designed  to  reward  superior  and  penalize  inferior  perfonmance.  For  those 
cost-type  contracts  that  otherwise  contain  no  incentive  clause,  this  proposed  provision 
mandates  that  they  be  converted  to  incentive  contracts.  The  Department  of  Defense  is 
opposed  to  a  "one  size  fits  all"  approach  to  contract  incentives  via  a  standard  clause. 


21 


301 


INCENTIVESrtMSINCENTIVES  FOR  PROGRAM  MANAGEMENT 

Section  507  of  the  bin  would  require  the  Secretary  of  Defense  to  establish  an  enhanced 
system  of  irKentives  unique  to  IT  acquisition.  The  Department  of  Defense  has  a  number  of 
orvgoing  actions  to  identify  incentives  for  performance  by  program  managers,  program 
executive  officers,  and  their  teams.  DoD  also  supports  the  use  of  pay  bands,  as  demonstrated 
in  the  China  Lake  experiment  As  an  example,  DoD  is  considering,  as  part  of  its 
implementation  of  section  5001  of  Public  Law  103-355,  the  Federal  Acquisition  Streamlining 
Act  of  1994,  options  to  expand  the  use  of  pay  banding.  And,  we  understand  that  the  National 
Performance  Review  will  soon  be  proposing  comprehensive  civil  service  reform  legislation  that 
will  make  pay  bandir>g  available  throughout  the  government  We  will  continue  to  examine  all 
options  under  this  legislative  direction,  including  examining  analogous  commercial  practices. 
Not  all  of  these  irKentives,  however,  will  involve  pay  and  promotions. 

Program  managers  are  charged  vtnth  the  effective  and  efficient  use  of  the  resources 
they  are  provided,  but  they  seldom  have  control  over  the  resources  they  receive.  For  example, 
the  attainment  of  cost  goals  is  largely  dependent  on  stable  funding.  Everyone  from  the 
Program  Executive  Officer  to  Congress  has  the  ability  to  make  perturbations  in  program 
funding  and  make  attainment  of  the  previously  defined  cost  goals  impossible.  Likewise,  the 
attainment  of  performance  goals  is  largely  a  function  of  the  level  of  technology  growth  being 
pursued  and  the  contractor's  ability  to  translate  technology  into  a  system.  Again,  both  of  these 
elements  of  program  funding  and  technology  growth  are  largely  outside  the  program 
manager's  control. 

The  attainment  of  schedule  goals  is  largely  dependent  on  authorizations  and 
appropriations  levels,  stat>ility  of  funding,  and  the  contractor's  ability  to  meet  technology 
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challenges.  Many  outside  factors  that  affect  the  success  or  failure  of  a  program  that  the 
program  manager  or  Program  Executive  Officer  cannot  control;  thus,  it  is  virtually  impossible  to 
judge  how  well  a  program  manager  or  PEO  manages  based  solely  on  the  cost,  schedule,  and 
performance  goals,  without  consideration  of  the  many  external  factors  that  may  affect  program 
accomplishment .  The  worst  performance  incentive  to  adopt  is  one  that  is  largely  outside  the 
individual's  ability  to  control. 

In  addition,  a  band  of  target  goal  plus  or  minus  10  percent  is  very  narrow  considering 
the  complexity  and  state-of-the-art  technologies  being  pursued  in  DoO.  Further,  this  narrow 
band  restricts  the  tradeoff  of  cost,  schedule,  and  performance  to  achieve  best  value.  Finally, 
the  proposed  legislation  appears  to  be  endorsing  the  creation  of  "point  estimate'  goals.  Such 
goals  are  hard  to  define  early  in  the  life  of  a  program  and  do  not  allow  for  the  trade-off  of  cost, 
schedule,  or  performance  goals  that  is  necessary  over  the  life  of  a  program.  The  use  of  such 
goals  does  not  encourage  the  application  of  innovative  techniques  that  are  identified  in  the 
course  of  program  development  DoD  uses  both  an  objective  and  a  threshold  in  establishing 
its  goals  for  acquisition  program  baselines  (under  10  U.S.C.  2435). 

The  proposed  unfavorable  personnel  actions  to  be  taken  if  a  system  exceeds  cost  or 
schedule  goals  by  10  percent  or  fails  to  achieve  at  least  90  percent  of  performance  goals 
could  have  the  effect  of  making  program  managers  even  more  risk  adverse,  rather  than,  as 
most  highly  successful  corporations  are  attempting,  establishing  an  environment  of  managing 
reasonable  risks.  This  outcome  would  tend  to  lengthen  acquisition  cycles  and  increase  cost 
just  the  opposite  of  what  is  intended  in  the  bill.  This  type  of  punitive  action  will  discourage 
talented,  experienced,  educated  personnel  from  pursuing  work  in  acquisition  program 
management,  and  will  instead  steer  them  toward  jobs  with  more  stable  and  consistent  income 
levels. 
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Making  pay  and  promotion  incentives  or  disincentives  worV  will  require  significant 
changes  in  the  current  military  pay  and  civilian  personnel  systems.  Today,  military  personnel 
can  only  be  paid  for  purposes  authorized  by  statute.  Except  for  suggestion  awards,  those 
purposes  apply  equally  to  everyone  with  similar  circumstances  (e.g.,  aviators,  submariners, 
recruits  with  certain  desired  skills).  The  proposed  provision  does  not  change  Title  10  to 
authorize  payment  of  incentives  to  military  program  managers  as  well  as  civilian  program 
managers,  and  DoO  will  not  support  any  pay  or  performance  incentives  that  cannot  be  equally 
applied  to  high  performing  military  and  civilian  members  of  the  acquisition  worl^force.  Also, 
dviilan  grades  are  based  on  a  specific  position,  not  given  to  the  person  holding  that  position. 
Promoting  a  civilian  based  on  performance  will  make  the  person,  not  the  position,  have  a 
grade  (much  like  military  rank). 

In  order  for  pay  incentives  to  work,  they  must  be  adequately  funded.  There  is  no 
irKJication  in  the  proposed  legislation  that  DoO  will  receive  additional  funding  to  pay  the  kind  of 
bonuses  that  wiH  erKourage  good  performance. 

SUMMARY 
The  intervled  goal  of  S.946  is  highly  commendable.  The  repeal  of  the  Brooks  Act  Is 
lor>g  overdue,  and  many  of  the  other  provisions  of  the  bill  are  extremely  useful,  particularly 
those  that  would  require  agerKaes  and  the  federal  sector  overall  to  make  more  effective  use  of 
tHJSiness  process  reerigineering  in  IT  acquisition  and  management  However,  the  fundamental 
provision  of  the  biH  -  the  establishment  of  a  centralized,  0MB  bureaucracy  through  which 
agencies  can  procure  most  IT  systems  -  Is  not  conducive  to  improving  the  operations  of  the 
Department  of  Defense  arvJ  improving  national  security.  It  would  replace  one  information 
technology  acquisition  bureaucracy  with  another,  which  may  be  more  detailed  and  lengthy. 
Moreover,  although  we  recognize  the  intent  of  the  bill  was  otherwise,  the  bill  has  potentially 
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jeopardized  national  defense  infomnation  security  by  moving  overarching  responsibilities  from 
the  National  Security  Agency  to  0MB  and  apparently  diluting  the  Nunn-Wamer  Exemption 
authority  DoD  currently  maintains.  We  welcome  the  opportunity  to  work  with  the  Committee  to 
develop  a  proposal  that  may  more  fully  meet  the  Committee's  intent  in  this  area. 

DoD  appreciates  the  boldness  of  the  Committee  in  proposing  solutions  to  information 
technology  management  problems  that  have  plagued  the  Federal  government  for  many  years. 
Where  there  are  differences  of  opinion  on  implementation  procedures,  the  Department  would 
like  to  contribute  to  their  resolution. 

I  would  like  to  thank  the  Committee  for  the  opportunity  to  appear  today  and  state  the 
Department's  unequivocal  willingness  to  wotk  with  the  Committee  to  improve  federal  sector 
information  technology  management. 


25 


305 


NOT  FOR  RELEASE  UNTIL 
DELIVERY  July  25,  1995 


STATEMENT  OF  RENATO  A  Dl  PENTIMA 

VICE  PRESIDENT  AND  CHIEF  INFORMATION  OFFICER 

SYSTEMS  RESEARCH  AND  APPLICATIONS  CORPORATION 

BEFORE  THE 

SUBCOMMITTEE  ON  OVERSIGHT  OF 

GOVERNMENT  MANAGEMENT  AND  THE 

DISTRICT  OF  COLUMBIA 
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Mr  Chairman,  Senator  Levin,  and  Members  of  the  Committee,  I  am  very  pleased  to 
appear  before  you  today  to  discuss  the  key  provisions  of  the  Information  Technology 
Management  Reform  Act  of  1995  (S.  946)    If  enacted,  I  believe  this  legislation  will  introduce 
long  needed  eflBcient  and  efifisctive  practices  into  the  federal  government's  information  technology 
and  acquisition  processes 

Last  month,  after  32  years  of  service,  I  retired  from  the  federal  government  as  Deputy 
Commissioner  for  Systems  for  the  Social  Security  Administration    During  my  career,  I  have 
witnessed  first  hand  and  actively  participated  in  the  management  of  the  federal  information 
technology  and  acquisition  processes.  Last  year,  I  had  the  privilege  of  chairing  an  interagency 
team,  chartered  by  Roger  Johnson,  Administrator  of  the  General  Services  Administration,  to 
improve  the  federal  information  technology  acquisition  process    The  provisions  of  S  946  are 
wholly  consistent  with  the  team's  report 

The  potential  benefits  of  improved  management  and  simplified  acquisition  of  information 
technology  by  the  federal  government  are  significant  As  a  former  senior  executive  of  a  major 
federal  agency,  I  know  only  too  well  the  pressures  on  the  federal  budget,  the  need  to  reduce  the 
size  of  the  federal  workforce,  and  the  absolute  necessity  of  assuring  that  federal  fiinds  are  spent 
wisely  and  for  good  results.  I  believe  that  information  technology  holds  the  greatest  potential  for 
allowing  the  govenunent  to  work  better  and  cost  less,  but  the  processes  of  acquiring  and 
managing  that  technology  must  be  improved  and  simplified. 

I  believe  S.  946  will  help  achieve  this  improvement  in  a  number  of  important  ways: 

1 .    There  is  a  need  for  better  upfront  planning  of  major  IT  projects    Agencies  must  begin 
by  asking  a  number  of  basic  questions  such  as:  does  this  work  have  to  be  done?,  does 
it  have  to  be  done  by  us?,  and,  if  it  does,  what  is  the  best  way  of  doing  it?  Major 
projects  must  be  business  driven  and  must  include  Business  Process  Reengineering  as 
a  first  step,  so  as  not  to  merely  automate  old  processes.  In  short,  information 
technology  must  be  managed  and  it  must  focus  on  outcomes    S  946  addresses  these 
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with  the  establishment  of  CIOs  in  each  agency    I  will  say  more  about  this  in  a 
moment 

2  There  has  to  be  change  in  focus  from  large,  expensive,  uniquely-developed  systems 
that  take  many  years  to  implement — usually  with  frequent  time  and  cost  slippage — to 
more  modular,  incremental  systems  that  allow  agencies  to  see  results  faster    This 
requires  not  only  a  change  in  how  systems  are  designed,  funded,  and  managed,  but 
also  it  requires  greater  use  of  commercial  off-the-shelf  technology    S  946  encourages 
agencies  to  take  this  approach  by  making  it  easier  to  buy  commercially  available 
products 

Similarly,  information  technology  procurements  take  too  long  From  the  time  an 
agency  conceives  a  need  until  a  contract  is  awarded  can  take  several  years    The 
procurement  cycle  can  actually  exceed  the  new  technology  cycle.  As  a  result,  the 
procured  "solution"  is  then  out  of  date    The  procurement  cycle  must  be  accelerated, 
and  I  would  like  to  see  this  addressed  in  S  946 

3  Discussion  between  agencies  and  the  private  sector  are  essential  in  order  to  understand 
agencies  goals  and  needs  as  well  as  industry  solutions    Unfortunately,  such 
discussions  are  often  discouraged  or  prohibited,  often  at  the  time  they  are  most 
needed    S  946  puts  greater  emphasis  on  the  need  for  better  communications  with  the 
private  sector  to  improve  program  results  I  applaud  this  and  point  out  that  it  was  one 
of  the  earliest  and  most  important  recommendations  of  the  acquisition  improvement 
team  I  chaired 

With  respect  to  the  Chief  Information  OfBcer  position  I  referred  to  earlier,  this  may  be  one 
of  the  more  controversial  provisions  of  the  proposed  legislation    Most  agencies  have  someone 
who  is  performing  that  role,  in  whole  or  in  part,  today,  and  S.  946  would  formalize  that  at  the 
agency  level.  Being  the  CIO  was  a  big  part  of  my  responsibilities  at  the  Social  Security 
Administration  and  it  is  my  new  responsibility  at  Systems  Research  and  Applications  Corporation 
I  believe  that  the  CIOs  role  and  responsibilities  should  include: 

1 .  Setting  the  corporate  IT  strategy  and  investment  goals 

2.  Planning  the  company's  technical  architecture  and  being  the  company's  information 
strategist 

3.  Participating  in  planning  the  company's  business  architecture  and  linking  it  to  the 
company's  technical  architecture,  thus  becoming  a  strategic  business  partner. 

4.  Understanding  how  to  build  and  manage  systems  and  being  the  technology 
representative  of  the  company 

S     Identifying  and  understanding  emerging  technologies,  and 
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6.    Distinguishing  data  from  information  and  planning,  developing,  and  implementing  the 
technical  architecture  needed  to  capture  strategic,  business-related  information 

These  roles  and  responsibilities  should  be,  of  course,  virtually  the  same  for  business  or 
government,  and  in  my  opinion,  are  essential  at  the  agency  level    My  concern  with  the  CIO 
provision  of  the  legislation  has  to  do  with  the  establishment  of  a  government-wide  CIO  position 
I  fear  that  at  the  national-level  such  a  position  could  quickly  lead  to  large  staffs,  over- 
centralization,  and  reinstitution  of  the  multiple  approval  level  gridlock  that  the  legislation  is 
attempting  to  reduce    If  there  is  to  be  such  a  position,  then  the  question  is  how  do  you  fashion  it 
so  that  it  does  not  become  an  out  of  control,  overly-centralized  bureaucracy,  stymying 
empowerment  and  quick  action  rather  than  fostering  it? 

Finally,  I'd  like  to  say  a  word  about  the  protest  process  This  subject  has  drawn  a  great 
deal  of  attention  throughout  the  government  IT  community  and  was  a  major  focus  of  discussion 
for  the  IT  acquisition  improvement  team    Notwithstanding  certain  data  which  has  been 
configured  by  some  to  suggest  there  are  no  problems,  the  overwhelming  belief  of  the  government 
IT  professionals  and  many  of  their  counterparts  in  industry  is  that  the  process  is  broken    Simply 
put,  no  company  would  ever  treat  a  private  sector  customer  the  way  it  does  the  government 
customer  when  it  in  essence  sues  that  customer  nearly  half  of  the  time  on  major  procurements  of 
$25  million  or  more    I  believe  that  the  protest  process  is  essential  to  assure  fair  and  equitable 
treatment  and  to  provide  a  forum  to  address  grievances  of  the  private  sector  contractors    But  the 
process  should  not  be  used  as  a  strategic  tool  to  delay  procurements  or  to  obtain  information  that 
either  should  not  be  disclosed  or  should  have  been  readily  and  openly  provided    I  believe  that 
S  946  takes  the  first  steps  towards  improving  this  process  and  is  consistent,  in  this  respect,  with 
the  recommendations  of  the  IT  acquisition  improvement  team's  report 

This  concludes  my  prepared  remarks.  I  will  be  happy  to  answer  any  questions  you  might 
have. 
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In  April  of  1992,  Governor  Engler  told  me  he  was  frustrated  that  many  of  the  changes 
he  wanted  to  make  to  improve  customer  service  either  couldn't  be  done  because  of  our 
dated  technology,  or  the  people  supporting  the  technology  lacked  the  ability  or 
motivation  to  make  the  changes  happen.  As  his  trouble-shooter,  the  Governor  asked 
me  to  come  up  with  a  management  strategy  that  would  enable  technology  to  be  more 
responsive. 

One  of  the  recommendations  of  that  plan  was  that  we  emulate  the  private  sector  and 
create  the  position  of  Chief  Information  Officer  with  policy  responsibility  for  the  entire 
state  government.  After  serving  several  months  as  acting  CIO,  in  December  of  1992, 
the  Governor  formally  named  me  the  state's  first  ever  CIO.  He  gave  me  5  charges  at 
that  time; 

1.  Development  and  implementation  of  statewide  data  processing  architecture  and 
standards. 

2.  Development  and  management  of  a  statewide  telecommunications  network 
including  distance  learning. 

3.  Coordination  of  re-engineering  of  business  processes. 

4.  Coordinating  the  procurement  of  all  information  technology  systems. 

5.  The  consolidation,  connectivity,  and  rightsizing  of  the  state's  data  centers. 

Since  then,  we  have  gone  about  successfully  implementing  these  responsibilities.  We 
are  consolidating  our  data  centers.  The  Governor  recently  signed  an  Executive  Order 
transferring  operational  -  not  just  policy  -  responsibility  to  me.  Data  centers  will  be 
operated  like  a  utility.  Agencies  will  buy  what  they  need  and  pay  for  what  they  use 
without  having  to  support  massive  data  processing  enterprises  on  their  own. 

He  has  also  signed  an  Executive  Order  transferring  management  responsibility  for  all 
wide  area  networks  to  me.  Our  Consolidated  Network  Operations  Center  opens  this 
summer.   It  will  enable  us  to  manage  every  state  network  from  one  location. 
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He  also  just  recently  signed  an  Executive  Order  giving  me  the  authority  to  coordinate 
the  development  of  and  manage  the  Michigan  Information  Network,  Michigan's 
portion  of  the  information  superhighway.  It  will  have  robust  distance  learning  and 
telemedidne  capability  for  the  entire  state. 

However,  rather  than  focusing  on  what  we  are  doing  with  technology,  I  thought  it  most 
appropriate  to  share  some  thoughts  about  how  we're  using  the  CIO  position  which  you 
might  find  provocative  in  your  deUberations. 

My  biggest  asset  in  my  role  as  CIO,  aside  from  a  Governor  who  is  a  genuine  change 
agent  who  wants  government  to  work,  is  that  I  understand  how  state  government 
works  and  how  its  programs  are  supposed  to  serve  its  customers.  I  am  not  a 
technology  expert. 

Organizationally,  I  ami  within  the  Department  of  Management  &  Budget  -  an  agency 
much  like  a  combined  0MB  and  GSA.  I  maintain  a  dual  appointment  as  Deputy 
Director  of  that  department  with  responsibility  for  several  non-budget  areas. 

It  is  also  worth  noting  that  the  Governor  created  the  CIO  position  and  endowed  it  with 
significant  authority  without  any  involvement  from  the  Legislature.  We  relied  on 
interpretations  of  existing  statutory  authority  and  the  use  of  revolving  funds  to  avoid 
direct  involvement  in  the  appropriations  process.  My  customers  must  still  get 
appropriations,  but  I  usually  don't.  So,  with  all  due  respect  to  each  of  you,  it  is 
imperative  that  the  CIO  not  be  micro-managed  by  a  commission  or  by  committees  of 
Congress. 

Additionally,  when  I  was  asked  to  become  the  CIO,  I  indicated  that  even  once  we 
identified  the  technology  which  would  solve  our  problems,  I  would  be  ineffective  unless 
I  was  able  to  buy  the  "right "  technology.  Consequently,  I  was  also  given  responsibility 
for  the  whole  state  purchasing  process. 

While  I  do  not  recommend  putting  the  entire  federal  purchasing  apparatus  under  the 
Federal  CIO,  I  do  strongly  recommend  giving  that  position  wide  authority  and  latitude 
in  technology  procurements.  Technology  and  the  needs  of  government  agencies  are 
simply  evolving  much  too  rapidly  to  rely  on  traditional  rule-bound  procurement 
techniques. 

Parenthetically,  I  might  note  we  have  made  major  changes  in  our  overall  purchasing 
process.  I  speak  with  Steve  Kelman  of  OFPP  periodically  to  compare  notes  and  I  think 
he  is  envious  of  the  changes  we  have  been  able  to  make  because  our  state  laws  are  not 
as  restrictive  as  federal  law.  I  urge  you  to  loosen  up  federal  statutes  in  this  area  and 
empower  federal  workers  to  make  the  right  decision  rather  than  rely  on  processes  that 
ostensibly  assure  "fairness "  but  which  in  reality  accomplish  nothing  other  than  giving 
unsuccessful  bidders  grounds  for  litigation. 
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Some  of  the  key  changes  we've  made  in  purchasing  policy  may  be  of  interest  to  you: 

Partnerships:  If  a  vendor  is  capable  and  we  can  negotiate  a  fair  deal,  we 
use  existing  contractors  to  perform  additional  work  not  originally 
anticipated  in  a  competitive  bid.  If  a  sole  source  is  in  the  best  interest  of 
our  taxpayers,  we  do  it.  Time  is  money. 

Bid  process  flexibility:  Our  procedures  are  not  nearly  as  rigid  as  they 
used  to  be.  Further,  we  reserve  the  right  to  change  the  process,  even  as 
it  is  under  way,  if  it  is  in  the  state's  best  interest  to  do  so. 

Protests;  They  are  already  virtually  non-existent  and  will  soon  be 
extinct.  Under  our  new  procedures,  losing  bidders  will  be  allowed  and 
encouraged  to  contact  the  buyer  to  determine  why  they  lost.  If  the  bidder 
believes  the  buyer's  decision  was  based  on  malfeasance,  further  appeal 
is  allowed.  Bidders  may  not  protest  outcomes  on  technical  matters. 

Pre-qualification:  Increasingly,  we  are  pre-qualifying  vendors  to  be 
bidders  either  on  specific  projects,  or  to  be  available  for  fast  turnaround 
on  projects  to  be  identified.  This  speeds  the  responses  when  actual 
bidding  does  occur  by  limiting  responses  to  the  work  required  and  only 
from  the  pre-qualified  bidders. 

These  and  many  other  changes  have  made  our  procurement  system  -  particularly  as 
it  relates  to  technology  -  fast,  responsive,  and  bordering  on  "popular "  among  users. 

In  addition  to  procurement  reform,  you  have  also  asked  me  to  address  2  specific 
aspects  of  the  CIO  position  in  my  comments. 

wSummary  of  Benefits: 

In  Michigan,  there  have  been  many  benefits  to  the  creation  of  the  CIO  position.  These 
are  the  most  important  ones. 

1.  The  position  helps  assure  coordination  of  technology  acquisition  and 
deployment.  The  ability  to  set  standards  and  minimize  duplication  saves 
enormous  amounts  of  effort,  time,  and  money. 

2.  Policy  makers  have  a  source  to  turn  to  for  help  determining  what  technology,  if 
any,  can  help  achieve  policy  goals.  The  CIO  position  can  also  help  translate 
techno-babble  for  policy  makers. 

3.  The  biggest  obstacle  to  effective  use  of  technology  is  organizational  barriers. 
The  CIO  position  in  Michigan  is  empowered  to  find  and  eliminate  those 
barriers. 
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4.  In  ray  roles  as  deputy  director  of  DMB,  I  "own"  several  processes.     Our 

underlying  statutes  afford  discretion  to  change  processes  if  it's  in  the  best 
interest  of  our  citizens.  We  get  things  done  very  quickly  because  we  recognize 
time  is  money  and  that  "quick  and  approximate"  is  often  better  than  "slow  and 
precise." 

Roles  and  Responsibilities: 

1.  Create  the  CIO  position  with  sufficient  authority  to  force  changes  across 
organizational  barriers.  The  hardest  part  of  this  job  is  not  technology,  it's  turf. 

2.  It  is  more  important  that  the  Federal  CIO  be  a  person  who  understands  what 
the  federal  government  is  supposed  to  do  rather  than  being  a  technology  whiz 
kid.  The  CIO  position  is  about  management,  not  techno-toys. 

3.  Involve  the  CIO  in  policy  development.  Many  of  the  obstacles  (though  not  all) 
to  effective  development  and  implementation  of  policy  can  be  accomplished  with 
technology.  Use  that  position  as  a  resource. 

4.  Since  S.  946  places  the  CIO  in  0MB,  use  that  organizational  placement  to  give 
the  CIO  voice  in  project  funding.  The  CIO  should  have  the  authority  to  approve 
or  deny  projects  that  do  not  comply  with  standards  or  strategies. 

5.  Enable  the  CIO  to  effect  changes  in  federal  business  processes.  Using 
technology  to  automate  existing  processes  may  result  simply  in  doing  the  wrong 
thing  faster.  Some  times,  to  serve  customers  correctly,  you've  got  to  start  over. 
Empower  the  CIO  to  initiate  business  process  re-engineering  in  agencies. 

6.  Give  the  CIO  significant  authority  over  the  procurement  process.  If  you  can't 
buy  the  right  solutions,  you  will  accomplish  little. 

7.  I  personally  believe  the  federal  government  should  have  no  voice  in  state 
procurement  policy.  It  is  wrong  for  mid-level  bureaucrats  in  Washington  to  be 
able  to  overrule  the  Governor  of  a  state  on  procurement  issues  as  recently 
happened  to  us.  However,  short  of  that,  I  recommend  that  when  working  on 
initiatives  involving  the  federal  government  and  states,  or  between  a  group  of 
states,  give  the  CIO  authority  to  suspend  agency  rules  which  inhibit  flexibility 
and  appropriate  decisions. 

8.  And,  with  all  due  respect,  don't  micro-manage.  Hold  the  CIO  responsible  for 
outcomes,  not  processes.  The  nature  of  technology  demands  that  an  effective 
CIO  be  able  to  move  fast  and  flexibly  without  being  second-guessed  at  every 
turn. 
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Finally,  I  commend  you  for  giving  this  concept  the  attention  it  deserves.  The  citizens 
of  our  country  will  be  the  beneficiaries  of  improved  management  and  use  of  technology 
by  our  government.  Because  we  government  CIO's  sail  in  uncharted  waters,  especially 
during  these  rapidly  changing  times,  I'd  like  to  close  with  a  quote  from  President 
Theodore  Roosevelt  which  is  very  appropriate  for  the  CIO  job; 

'In  a  moment  of  decision,  the  best  thing  you  can  do  is  the  right  thing,  the  next 
best  thing  is  the  wrong  thing,  and  the  worst  thing  you  can  do  is  nothing. " 
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The  Senate  of  the  United  States 

Governmental  affairs  Subcommittee  on  Oversight  of 
Government  Management 

hearings  on  s.  946 
information  technology  management  reform  act  of  1995 

TESTIMONY  OF  PAUL  A.  STRASSMANN,  JULY  25,  1995 


Executive   Summary 

The  federal  government  should  appoint  a  Chief  Information  Officer 
to  fill  the  existing  vacuum  in  directing  and  coordinating  information 
resources  management  policies  of  the  government.  However,  the  job 
should  be  structured  more  like  the  powers  vested  in  the  Chief  Financial 
Officer  of  the  United  Stales,  rather  than  focused  on  improving  existing 
information  technology  acquisition  practices.  The  Committee  should 
consider  augmenting  the  INFORMATION  TECHNOLOGY  MANAGEMENT 
REFORM  ACT  with  the  following  missions: 

•  Recognize  the  primacy  of  information  resources  management  by 
federal  operating  executives  over  the  supporting  roles  of  information 
systems  managers. 

•  Articulate  the  roles  of  the  CIO  in  OMB  planning  and  budget 
reviews. 

•  Elevate  the  importance  of  outsourcing  and  privatization  to  reduce 
information  systems  expenses  and  to  accelerate  modernization  of 
information  technologies. 

•  Emphasize  the  urgency  of  information  security. 

•  Focus  on  the  preservation  and  improved  sharing  of  knowledge 
how  to  improve  the  effectiveness  of  information  resources. 
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Biographical  Summary 


Paul  A.  Strassmann  is  Distinguished  Visiting  Professor  of 
Information  Warfare  at  the  National  Defense  University,  Adjunct 
Professor  of  Systems  Engineering  at  the  U.S.  Military  Academy  at  West 
Point  and  Member  of  the  Army  Science  Board.  He  also  serves  on  a  number 
of  Boards  of  Directors  of  organizations  concerned  with  improving  the 
management  of  information  systems. 

Strassmann's  information  technology  career  began  in  1954.  He 
served  as  Chief  Information  Officer  and  Vice  President  of  Information 
Technology  Planning  for  some  of  the  largest  U.S.  multinational 
corporations  for  twenty  six  years.  From  1991  until  1993  he  held  the  post  of 
Principal  Deputy  Assistant  Secretary  of  Defense  for  Command,  Control, 
Communications  and  Intelligence,  and  the  Director  of  Defense 
Information,  with  responsibility  for  DoD's  Corporate  Information 
Management  program.  Strassmann  has  been  member  of  government 
advisory  committees  which  addressed  government  information 
management  policies  since  1963. 

Harnessing  information  technology  in  support  of  effective 
organizational  management  has  been  Strassmann's  lifetime  occupation.  It 
is  the  subject  of  his  1995  book  which  devotes  more  than  hundred  pages  to 
the  roles  and  missions  of  an  organizational  Chief  Information  Officer. 


Oral  Presentation 

Mr.  Chairman  and  distinguished  member  of  the  Committee.  It  is  an 
honor  and  privilege  to  be  asked  by  your  Committee  to  testify  about  the 
proposed  legislation. 

I  support  the  Information  Technology  Management  Reform  Act.  It 
offers  significant  improvements  over  existing  information  management 
practices  in  the  Federal  government.  The  appointment  of  a  Chief 
Information  Officer  (CIO)  of  the  United  States  adopts  commercial 
practices  which  recognize  that  efficient  management,  protection  and 
preservation  of  information  assets  warrants  the  oversight  by  a  top-level 
executive.  In  many  corporations  the  position  of  the  CIO  is  similar  to  that 
of  the  Chief  Financial  Officer.  The  CFO  is  charged  with  the  efficient 
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management,  protection  and  preservation  of  the  organization's  financial 
resources  and  assets.  As  I  see  it,  the  role  of  the  CIO  is  to  assure  the  efficient 
management,  protection  and  preservation  of  all  information  resources 
and  assets.  To  this  end,  I  recommend  that  the  Act  be  amended  to  deliver 
what  is  tnily  needed  by  our  government: 

A.  The  Act  should  specify  in  greater  detail  how  the  CIO  will  influence 
the  management  of  the  government's  overall  information  resources  by 
other  means  than  exercising  oversight  over  the  acquisition  of  information 
technology.  In  its  present  form  the  Act  primarily  addresses  measures  which 
reform  the  management  of  the  $5-$8  billion  of  annual  information 
technology  acquisition  expenses.  Very  little  attention  is  paid  to  controlling 
and  guiding  information  resources  management  practices  that  are 
estimated  to  cost  over  $200  billion  per  annum,  once  the  acquisitions  are 
completed. 

Fixing  deficiencies  in  the  current  acquisition  process  is  fine,  but  that 
misses  the  point  of  where  the  principal  benefits  from  any  reform  in 
information  resources  would  come  from.  Right  now  the  estimated  total 
annual  costs  of  maintaining  the  government's  information  resources  are 
over  twenty  five  times  greater  than  the  annual  cost  of  acquiring 
information  technologies. 

B.  The  Act  should  provide  more  explicit  guidance  on  the  roles  and 
responsibilities  of  the  CIO  for  outsourcing  and  privatization  of 
information  technologies.  In  the  next  few  years  outsourcing  initiatives  will 
surely  exceed  the  funds  spent  on  acquiring  new  systems.  At  present  the  Act 
focuses  on  reforming  acquisition  procedures  and  omits  much  needed 
direction  on  how  to  integrate  what  is  left  after  most  of  the  information 
technologies  and  information  systems  are  managed  by  contractors. 

C.  The  Act  must  address  more  thoroughly  policies  and  roles  of  the 
CIO  in  minimizing  the  demonstrated  vulnerability  of  information  systems 
to  disruption,  corruption  and  destruction.  Before  corporate  CIOs  are 
allowed  to  introduce  improvements  through  innovative  and  modern 
systems,  they  must  first  be  able  to  answer  if  what  is  already  on  hand  will 
survive  and  function  as  expected.  I  estimate  the  current  accumulated 
installed  value  of  computer  operations  in  the  Federal  government  to  be 
well  in  excess  of  a  half  trillion  dollars.  If  federal  computers  cease  to 
function,  the  damage  to  the  safety  and  well-being  of  our  Nation  could  be  a 
large  ntultiple  of  that  amount.  The  proposed  Act  as  now  written  does  not 
adequately  acknowledge  the  severity  of  threats  to  government  operations 
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from  information  crime  and  information  terrorism.  Until  that  is  remedied 
by  insertion  of  Sections  that  will  specifically  empower  the  CIO  to  deal  with 
matters  related  to  information  security,  this  new  office  will  be  open  to 
public  and  Congressional  censure  as  soon  as  there  is  a  major  breach  in  the 
security  of  government  information  systems. 

D.  The  Act  must  explicitly  address  the  preservation  and  improved 
sharing  of  intellectual  assets  held  by  the  government  that  are  embodied  in 
the  accumulations  of  software,  databases,  archival  files  and  personal 
knowledge  which  is  represented  in  the  understanding  of  business  processes 
by  experienced  and  highly  trained  government  workers. 

It  is  fine  to  accumulate  comprehensive  records  on  contractor 
performance  and  to  assure  completion  of  projects  on  time  and  on  schedule 
as  currently  detailed  in  the  Act.  It  is  far  more  important  to  ensure  that  each 
unit  of  our  government  benefits  from  our  information  resources 
investments  by  sharing  the  accumulated  knowledge  about  information 
management  practices  in  an  open,  accessible,  timely  and  equitable  manner. 
The  Act  does  not  offer  the  necessary  principles,  policies,  institutional 
changes  and  financial  means  for  achieving  an  information  technology 
infrastructure  that  would  compare  favorably  with  those  enjoyed  by  some 
of  the  largest  corporations.  I  find  that  large  multinational  organizations 
achieve  their  largest  savings  and  gains  in  effectiveness  through 
simplifying  and  standardizing  of  basic  business  processes  rather  than  by 
placing  most  of  their  emphasis  on  how  information  technologies  are 
procured. 

Mr.  Chairman,  I  respectfully  request  that  the  balance  of  my 
testimony  which  supports  my  oral  presentation  be  entered  into  the  Record. 
Thank  you. 


Supporting  Testimony 


2  A.  UNBALANCED  EXPECTATIONS  OF  WHAT  THE  CIO  IS  SUPPOSED 

3  TO  ACCOMPLISH 

4  The  Act  accurately  defines  the  concepts  of  "Information  Resources", 

5  "Information  Resources  Management,"   "Information  Systems,"   and 

6  "Information  Technology." 
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1  The  1995  "Information  Resources"  for  the  Federal  Government  are 

2  at  least  $200  billion.  Most  of  this  amount  is  for  salaries  and  benefits  of 

3  federal  employees  who  collect,  process,  maintain,  use,  disseminate  and 

4  dispose  of  information.  Information  technology  represents  only  about  13% 

5  of  that  amount,  accounting  for  approximately  $7,200  of  expense  per 

6  Federal  employee.   This  is  comparable  in  magnitude   to  per  capita 

7  expenditures  for  commercial  organizations  that  perform  similar  business 

8  functions. 

9  If  the  Federal  Government  is  not  severely  overspending  or  under- 

10  spending  for  information  technologies,  why  then  call  for  an  Information 

11  Technology   Management  Reform   Act?  Will  fixing   the  information 

12  technology  acquisition  process  -  which  indeed  has  much  merit  -  deliver  to 

13  taxpayers  more  effective  information  management  for  a  government 

14  which  is  largely  an  information  enterprise? 

15  Government  computers,  as  quoted  from  a  paper  issued  by  this 

16  Committee,  do  not  "...detect  fraud  in  federal  student  loans,"  "...prevent 

17  excess  inventories  at  the  Defense  Department,",  "...collect  millions  in  civil 

18  penalties  or  billions  in  overdue  tax  bills,"  and  "...detect  rampant  fraud  in 

19  Medicare  programs."  Only  organizations  that  have  organized  their 

20  human  administrative  and  technology  systems  processes  into  a  well 

21  integrated  whole  can  accomplish  that.  Computers  are  dumb  and  do  only 

22  what  they  are  programmed  to  do.  The  programs  are  supposed  to  reflect 

23  what  managers  require.  That  does  not  seem  to  work  well  in  the  federal 

24  government  because  of  fundamental  flaws  in  its  present  information 

25  resources  management  practices. 

26  Mischief  and  malfunctions  in  government  operations  are  largely 

27  attributable  to  faulty  information  resource  management  practices,  such  as 

28  business  processes  that  have  never  been  subject  to  reengineering.  There 

29  are  hardly  any  computer  mistakes  because  technical  reliability  of  99.9%  is 

30  not  only  achievable,  but  can  demonstrate  mean-time-to  failure  well  in 

31  excess  of  ten  years.  When  systems  failures  are  reported  they  can  be  always 

32  traced  to  managerial  mistakes,  faulty  business  processes  and  lapses  in 

33  elementary  good  housekeeping. 

34  While  Director  of  Defense  Information  I  could  demonstrate  in  a 

35  large  number  of  cases  that  unit  cost  operating  savings  of  up  to  70%  were 

36  attainable  over  a  seven  year  time  period.  Over  three  quarters  of  these 

37  savings  had  nothing  to  do  with  information  technology.  They  were 

38  obtainable  primarily  from  streamlining  and  consolidation  of  redundant 
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1  functions  and  from  business  process  redesign.  Only  after  information 

2  resources  management  had  delivered  reformed  business  practices  did  it 

3  make  any  sense  to  computerize  what  remained. 

4  The  glaring  malfeasance  that  GAO  writes  about  are  managerial  and 

5  organizational  failures  first  and  foremost.  In  successful  commercial 

6  businesses  information  technology  professionals  and  contractors  are  very 

7  likely  to  deliver  what  is  contracted  for,  especially  if  there  are  additional 

8  financial  incentives  to  do  so.  In  successful  firms  the  accountability  and 

9  responsibility  for  information  resources  management  resides  in  the  hands 

10  of  operating  managers.  "Line"  management  remains  accountable  for 

11  benefits.  Computer  specialists  are  held  accountable  only  for  a  small  share 

12  of  total  information  resource  costs.  Successful  firms  do  not  abdicate  the 

13  management  of  information  resources  to  technology  experts.  I  do  not 

14  think  that  the  Federal  Government  should  conduct  its  affairs  otherwise. 

15  Computers  should  not  be  budgeted  and  justified   as  separate 

16  functional  line  items  by  CIOs.  Computers  should  be  proposed,  budgeted 

17  and  justified  by  operating  managers  as  catalytic  contributors  to  achieving 

18  their  business  improvement  plans.  A  CIO  should  not  be  asked  to  explain 

19  the  benefits  from  computer  investments  or  to  explain  how  the  overall 

20  computer  budget  of  a  firm  relates  to  a  firm's  profits.  Only  business 

21  managers  who  balance  all  resources  can  do  that. 

22  The  Act  should  not  legislate  that  Federal   and   Agency  Chief 

23  Information  Officers  become  solely  accountable  to  the  President  and  to  the 

24  Congress  for  the  government's  information  resources.  You  should  not 

25  expect  CIOs  to  be  solely  accountable  for  directing  and  improving  these 

26  resources.  We  do  need  CIO's,  but  their  primary  job  should  be  to  provide 

27  the  leadership  in  showing  how  such  accountability  and  responsibility  for 

28  the  $200  billion  of  information  resources  can  be  delivered  by  each  Federal 

29  manager.  After  that  is  accomplished,  you  can  then  demand  that  the  CIOs 

30  guide  the  $5-6  billion  of  annual  information  technology  acquisition 

31  expenses  so  that  the  remaining  $20  billion  per  annum  for  information 

32  technology  operating  and  maintenance  expenses  are  efficient,  of  high 

33  quality  and  responsive  to  the  needs  of  the  diverse  customer  constituencies. 

34  In   the   information   age   information   resource   management   is 

35  inseparable  from  all  other  acts  of  management.  Effective  information 

36  resources  management  always  should  come  first  in  organizational 

37  priority,  efficient  information  systems  designs  and  architectures  come 

38  second    and    information    technology    acquisition    must    come    last. 
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1  Unfortunately,  n:\any  unsuccessful  corporations  learn  this  lesson  too  late.  I 

2  believe  that  one  should  render  to  managers  the  responsibilities  of 

3  management,  and  render  unto  the  CIOs  only  that  which  is  the  CIO's. 

4  Improved  information  resource  management  will  not  arise  as  the 

5  result  of  an  improved  computer  technology  acquisition  process.  That  is 

6  what  was  wrong  with  the  Brooks  Act.  While  the  original  intention  was  to 

7  force  an  improvement  in  the  efficiency  of  information  resources  by  means 

8  of  unique  and  stringent  acquisition  regulations,  in  actual  practice  it 

9  regressed  to  its  lowest  and  least  relevant  common  denominator. 

I  do  not  underestimate  the  cultural  change  that  will  be  necessary  to 
transform  government  managers,  who  have  been  reluctant  to  learn  how 
to  manage  information  technologies  for  the  past  forty  years.  One  of  the 
principal  missions  of  the  federal  CIO  is  to  make  it  possible  for  all  federal 
managers  to  become  proactive  owners  of  their  own  information  processes, 
whether  computerized  or  not.  Technology  has  now  progressed  so  that 
operating  managers  can  articulate  their  information  requirements  with 
confidence  what  they  need,  without  having  to  master  the  details  of  how 
that  may  be  accomplished.  This  hold  true  especially  if  the  systems 
innovation  cycle  is  kept  much  shorter  than  the  managerial  learning  cycle. 

I  recommend  that  you  consider  improving  this  Act  to  better  balance 
the  responsibilities  between  the  CIOs  and  agency  managers.  After 
studying  S.  946  I  concluded  that  you  expect  too  much  from  the  new  CIO 
position.  The  Act  does  not  place  the  appropriate  responsibility  on 
information  resources  management  where  investment  justification  and 
budget  accountability  must  always  belongs. 

B.  INSUFFICIENT  GUIDANCE  IN  MANAGING  OUTSOURCING 

The  investigative  report  of  this  Committee  of  October  12,  1994 
"Computer  Chaos:  Billions  Wasted  Buying  Federal  Computer  Systems" 
correctly  focuses  on  the  flawed  acquisition  processes  for  major  contracted 
information  systems.  The  report  did  not  diagnose  why  the  federal 
government  does  not  possess  adequate  means  to  manage  outsourced 
information  systems.  The  report  failed  to  reveal  that  it  was  not  only  the 
acquisition  process  that  was  faulty,  but  that  systems  malfunctioned  after 
they  were  finally  delivered. 

35  The  federal  government's  neglect  can  be  found  through  the  absence 

36  of  attention  to  business  process  improvement  methods,  organizational 
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1  design,  benchmarking  comparisons  with  best  business  practices  and 

2  metrics  that  would  highlight  the  lack  of  productivity  of  government 

3  information    processes.    Inadequate    attention    has    been    given    to 

4  encouraging  the  disciplines  that  would  improve  information  resources 

5  management 

6  The  government  has  also  neglected  disciplines  that  would  yield 

7  improved  information  systems  designs,  such  as  common  information 

8  systems  architectures,  integrated  computer-aided  systems  engineering 

9  tools,  common  data  elements,  data  models,  common  graphic  interfaces, 

10  software  portability,  shared  communications  protocols  and  systems 

11  integration  criteria  are  particularly  absent. 

12  Instead,  attention  was  focused  on  the  ends  -  procurement  of 

13  information  technologies     -  and  the  not  the  means,  which  concern 

14  information  resources  management  practices  and  systems  design  policies. 

15  The  proposed  Act  falls  short  in  remedying  these  deficiencies. 

16  The  cause  of  the  "Computer  Chaos"  is  the  existing  policy  of  treating 

17  each  systems  acquisition  as  a  separate  and  discrete  event  with  its  own 

18  contract-specific  technology  solution.  This  has  resulted  in  thousands  of 

19  unintegrated,    hard-to-maintain,    impossible    to   manage   contractor- 

20  dependent  islands  of  automation.  The  legislation  proposed  by  this 

21  Committee  deals  exhaustively  with  reforming  the  acquisition  process  for 

22  individual  contracts.  It  does  not  add  or  specify  sufficient  powers  to  be  held 

23  in  the  reformed  system  that  would  remedy  the  current  inadequacies  in 

24  managing  the  interoperability  across  systems  that  must  ultimately  link 

25  with  each  other.  There  is  nothing  in  the  Act  that  prescribes  policies  that 

26  mandate  resource  sharing.  Even  if  the  acquisition  process  is  reformed,  any 

27  unforeseen  systems  faults  would  become  amplified  after  the  system  is 

28  finally    delivered    and    then   outsourced   again    for    operations    and 

29  maintenance.  Given  the  way  the  Act  is  now  written,  what  would  be 

30  authorized  as  well  controlled,  but  independent  procurements,  would 

31  become  hard  to  manage  as  entrenched  islands  of  agency  specific  methods 

32  and  technologies. 

33  This  lack  of  a  balanced  policy  is  demonstrated  nowhere  as  acutely  as 

34  in  the  neglect  of  this  Act  to  deal  with  matters  of  outsourcing  and 

35  privatization  of  information  services.  Other  legislation  now  pending  in 

36  Congress  calls  for  increasing  the  share  of  information  technology  to  be 

37  contracted   out  to  commercial  vendors.   Before  any  new   legislation 

38  mandates  such  action,  it  should  address  how  to  manage  the  outsourcing  of 
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1  information  technologies  and  how  to  harmonize  the  resulting  operations 

2  with  principles  articulated  in  the  Information  Technology  Management 

3  Reform  Act.  The  CIO  positions  established  by  this  Act  are  likely  to  spend 

4  more  time  in  the  next  few  years  grappling  with  matters  of  outsourcing 

5  strategies  than  with  any  other  issue.  In  the  absence  of  explicit  authority  in 

6  this  Act  that  empowers  the  CIOs  to  issue  outsourcing  policies,  regulations, 

7  guidelines  and  policies,  the  effectiveness  and  the  relevance  of  the  CIO  will 

8  be  degraded.  To  highlight  the  importance  of  this  matter,  let  me  note  the 

9  following  facts: 

10  According  to  a  1995  report  by  the  Electronic  Industry  Association  75% 

11  of  the  federal  government's  1995  information  technology  budget  of  $25.4 

12  billion  is  already  contracted  out  to  the  private  sector. 

•  Only  25%  of  the  total  information  technology  budget  remains  for 
in-house  (e.g.  "organic")  government  costs.  This  is  accounted  mostly 
by  personnel  and  operating  costs  of  already  installed  equipment; 

•  48%  of  the  total  federal  information  technology  budget  is  contracted 
out  for  services,  mostly  for  telecommunications,  systems  applications 
and  development,  maintenance  and  operations; 

•  5%  of  the  budget  is  contracted  out  for  software  purchases  and  fees; 

•  22%  of  the  budget  is  contracted  for  equipment  purchases,  leases  and 
site  support. 

None  of  these  budget  categories  includes  an  additional  $12.3  billion 
of  information  technology  in  Department  of  Defense's  "mission-related" 
systems,  research  and  development  information  technology  and  expenses 
by  "other"  federal  agencies  not  reported  as  information  technology 
expenses  to  the  Office  of  Management  and  Budget  (OMB).  The  budget 
cited  does  not  include  sizable  information  technology  expenses  for 
intelligence  support,  security  monitoring,  and  computers  identified  as 
supporting  weapons  systems  platforms.  The  total  amount  of  information 
technology  expenses  not  reported  by  OMB  surely  exceeds  the  official 
number.  Depending  on  how  the  delegation  of  the  federal  CIOs  authority  is 
defined  in  the  Act,  and  how  it  is  interpreted  in  watered  down 
administrative  interpretations,  the  prospective  federal  CIOs  may  be 
guiding  toward  outsourcing  only  a  fraction  of  the  over  $40  billion  of  the 
total  estimated  federal  information  technology  expense. 

36  The  Information  Technology  Management  Reform  Act  as  currently 

37  written  does  not  adequately  address  policies  that  assure  that  the  federal 

38  government  will  effectively  manage,  coordinate  and  integrate  information 

39  systems  which  are  contracted  out  to  commercial  vendors.  The  Act  does  not 
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1  prescribe  what  must  remain  as  the  government's  core  competencies   and 

2  must  remain  inside  the  government  as  a  responsibility  for  information 

3  resource  management.  The  Act  addresses  in  adequate  detail  how  new 

4  systems  are  to  be  acquired  by  the  federal  government.  It  does  not  articulate 

5  what  to  do  with  what  is  already  in  place  and  what  happens  after  new 

6  systems  are  installed.  It  does  not  specifically  and  constructively  indicate 

7  the  CIOs'  roles  to  manage  and  integrate  information  resources  which  will 

8  increasingly  reside  in  the  hands  of  contractors.  I  favor  the  maximum 

9  amount  of  outsourcing  of  government  information  services  to  commercial 

10  enterprises,  as  long  as  one  recognizes  that  contractors  have  good  reasons 

11  to  pursue  their  own  technology  choices,  data  definitions,  systems  design 

12  tools  and  unique  solutions. 

13  As  currently  written,  this  Act  may  succeed  in  eliminating  much  of  the 

14  existing  regulatory  "Chaos  of  Acquisition"  only  to  become  saddled  with  a 

15  more  costly  "Chaos  of  Operations."  Therefore  the  Act  should  include 

16  explicit  principles  and  guidelines  that  stipulate  how  the  CIOs  shall  pursue 

17  the  achievement  of  interoperable  and  innovative  outsourced  systems  that 

18  take  advantage  of  shared  economies.  Specifically,  the  Act  should  empower 

19  the  CIO  to  direct  the  delegation  of  functional  tasks  to  inter-departmental 

20  "executive  agents"  on  behalf  of  commonly  shared  processes  that  reach 

21  across  existing  lines  of  government  organization.  Such  executive  agents 

22  should  be  empowered  to  solicit  contractor  consortia  for  delivering  support 

23  services  for  government-wide  processes,  similar  to  those  existing  in  the 

24  commercial  sector  which  support  shared  finance,  personnel,  logistics, 

25  transportation,   telecommunications,  cash  management  or     banking 

26  functions. 

27  In  the  information  age  the  management  of  information  resources  is 

28  an  essential  attribute  of  the  powers  that  every  manager  must  have  to 

29  exercise  the  essential  duties  of  management.  One  can  rent,  contract  out, 

30  sublet,  license  and  delegate  information  technology.  I  subscribe  to  the  idea 

31  that  the  commercial  sector  should  perform  that  function  to  the  fullest 

32  extent  possible.  But,  I  do  not  believe  that  oversight  and  integration  of 

33  systems  into  synergistic  and  well-functioning  management  processes  can 

34  and  should  be  outsourced.  You  can  manage  with  artificial  limbs,  kidney 

35  dialysis,  or  even  a  heart  transplant,  but  not  without  your  native-grown 

36  brain. 

37  Any  information  technology  outsourcing  or  privatization  legislation 

38  should  specify  what  functions,  safeguards,  capabilities  and  staff  skills  must 
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1  be  retained  within  the  federal  government  before  contractors  may  be 

2  employed  to  perform  defined  tasks.  Guiding  outsourcing  policy  should  be 

3  one  of  the  principal  obligations  of  the  Chief  Information  Officer  of  the 

4  United  States. 

5  The  proposed  Act  should  also  articulate  what  are  the  human 

6  resource  and  managerial  prerequisites  that  must  be  satisfied  by  each 

7  federal  agency  before  an  agency  may  be  allowed  to  outsource  mission- 
critical  elements.  The  Act  should  specify  the  policies  and  safeguards  that 
must  be  in  place  so  that  outsourcing  actions  will  not  result  in  short-term 
cost-reduction  practices  that  impede  or  disrupt  the  ability  of  the  federal 
government  managers  to  function  in  the  long  run. 

I  have  just  completed  a  study  of  twelve  of  the  largest  commercial 
information  technology  outsourcing  contracts  awarded  in  the  last  four 
years.  The  evidence  is  overwhelming  in  that  during  the  recent  rush  to 
downsize  corporations,  outsourcing  was  applied  as  just  another  means  to 
shrink  employment.  Even  though  individual  savings  contributed  by 
individual  contracts  may  have  been  attractive,  it  did  not  follow  that  the 
performance  of  the  organization  as  a  whole  improved.  You  may  gain 
efficiency  by  outsourcing  data  centers  only  to  discover  that  the  ability  to 
introduce  business  process  innovations  is  crippled  because  of  rigid 
contractual  terms  that  favor  efficiency  over  responsiveness. 

A  policy  of  outsourcing  isolated  bits  of  information  processing 
technologies  to  realize  lower  costs  for  information  technologies  is  not 
likely  to  deliver  more  effective  information  resource  management  to  the 
government.  Therefore,  one  of  the  principal  roles  of  the  prospective 
federal  CIO  should  be  to  view  outsourcing  activities  as  a  part  of  a 
coordinated  effort  that  assures  that  each  outsourcing  move  will  contribute 
to  a  more  effective  government  overall,  both  immediately  and  in  the  likely 
future. 

This  Act  should  stipulate  that  the  CIO  has  the  responsibility  for 
directing  that  information  systems  outsourcing  services  become  an 
enhancement  that  enables  continued  innovation  and  improvement 
initiatives  by  the  government's  operating  executives  who  must  remain 
accountable  for  delivering  government  services. 
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1  C.  INADEQUATE  PROTECTION  OF  INCREASINGLY  VULNERABLE 

2  SYSTEMS 

3  The  present  functioning  of  federal  government  information  systems 

4  can  be  seriously  degraded,  to  the  point  of  failure,  by  intrusions  launched  by 

5  technologically  sophisticated  attackers  who  use  advanced  software 

6  engineering  methods  in  truly  elegant  ways.  The  most  severe  threat  comes 

7  from  experts  whose  interests  are  either  terrorist  or  criminal.  This  suggests 

8  that  the  government  CIO  must  exercise  aggressive  leadership  coupled 

9  with  the  creation  of  a  central  coordinating  authority  with  strong  links  to 

10  the  private  sector. 

11  Ensuring  the  security,  integrity  and  availability  of  information 

12  maintained  on  the  government's  systems  must  become  one  of  the  key 

13  responsibilities  of  the  Chief  Information  Officer.  The  CIO  of  the  United 

14  States  must  ensure  that  the  federal  government  commits  a  significant 

15  share  of  its  information  systems  resources  to  improving  the  integrity  of  the 

16  infrastructure  that  supports  all  government  information  processing 

17  operations.  This  calls  for  adopting  realistic  risk  management  practices 

18  throughout  the  government  because  interdependence,  resource-sharing 

19  and  consolidation  increases  vulnerability.  I  find  nothing  in  the  proposed 

20  Act  which  indicates  that  security  matters  deserve  high  priority  attention 

21  from  the  CIO. 

22  For  example,  the  Act  contains  an  extensive  Section  that  deals  with 

23  the  maintenance  of  detailed  records  about  contractor  performance.  The 

24  damage  that  can  be  inflicted  by  a  single  well-placed  infoterrorist  attack  on 

25  a  critical  government  information  system  can  exceed   the  costs   of 

26  contractor  incompetence  by  a  large  multiplier.  Yet,  there  is  no  indication  in 

27  the  Act  that  the  Office  of  the  CIO  would  collect,  analyze  and  pursue 

28  incidents  when  information  security   infractions  are   detected.   This 

29  unbalanced  view  about  CIO  priorities  must  be  corrected  by  amending  the 

30  Act  to  include  the  responsibility  for  the  CIO  to  maintain  and  monitor 

31  compliance  with  information  assurance  policies. 

32  Groups  of  knowledgeable  and  experienced  people  exist  today  within 

33  the  federal  government  as  well  as  in  the  private  sector  who  are  able  to 

34  characterize  the  threats  and  can  install  practical  countermeasures  against 

35  information  attacks.  Presently,  efforts  which  foster  information  assurance 

36  and  security  are  diluted  due  to  organizational  differences,  competing 

37  interests    and    disincentives    to    cooperate.    As    a    result,    whatever 

38  coordination  in  achieving  information  security  that  does  exist  today  tends 
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1  to  be  ad  hoc  and  often  dissipates  the  talents  that  could  be  applied  to  a 

2  coherent  and  decisive  security  effort. 

3  The  Act  should  define  the  CIO's  leadership,  policy  roles  and 

4  authority  for  coordinating  information  security  assurance.  Because  of  the 

5  sensitivities  of  the  U.S.  public  to  the  role  of  government,  it  is  imperative 

6  that  this  authority  be  constituted  in  such  a  way  that  the  CIO  will  not 

7  infringe,  without  legal  sanctions,  on  privacy  rights  and  civil  liberties. 

8  The  following  information  security  functions  and  responsibilities 

9  should  be  defined  in  the  proposed  Act  for  the  Office  of  the  CIO  with  regard 

10  to  governmental  information  systems  security: 

11  •    Policy,   leadership,   goal-setting   and   advocacy   for   information 

12  assurance  and  protection,  including  advocacy  of  information  systems 

13  assurance  to  Congress; 

14  •    Coordinating    information    security   policies    and    activities    of 

15  Departments  and  Agencies  already  having  specific  responsibilities  in 

16  their  respective  areas,  such  as  the  Federal  Reserve  Board,  the  FAA, 

17  the  Treasury  Department,  the  FCC,  the  Department  of  Justice,  the 

18  Department  of  Defense  and  the  Intelligence  Community.  A  special 

19  relationship  between  the  CIO  and  the  National  Security  Agency  must 

20  be  defined; 

21  •  Working  with  law  enforcement  and  intelligence  organizations  for 

22  threat    awareness    and    vulnerability    assessment    of    both    the 

23  government   and   commercial   sectors,   whenever   the   commercial 

24  sectors  perform  information  processing  services  for  the  government; 

25  •   Planning,  budgeting  and  programming  guidance  to  government 

26  agencies  on  matters  related  to  information  systems  security; 

27  •  Guidance  on  regulation,  directives,  processes  and  standards  that 

28  would   apply  not  only  to  the  government  but  to  the  commercial 

29  infrastructure  that  supports  the  government's  information  systems 

30  needs; 

31  •   Facilitating  joint  industry  and  government  planning  on  dealing 

32  with  threats  to  national  interests  from  potential  compromises  of  the 

33  government's  information  infrastructure; 

34  •  Ensuring  that  adequate  information  security  training  and  education 

35  is  delivered  to  everyone  responsible  for  managing  and  using  the 

36  government's  information  systems. 

37  •    Issuing   guidelines   that   define   the   accountability   of  operating 

38  managers  for  making  the  tradeoffs  between  the  risks  and  the  costs  of 

39  safeguards.  Make  information  security  a  responsibility  of  general 

40  management.    Do    not    allow    it    to   be   completely    delegated    to 

41  information  technologists. 

42  •    Coordination  of   technology   applications   and    sponsorship   of 
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1  prototype  solutions; 

2  •    Definition  of  the  principles  to  guide  an   information  systems 

3  security  architecture  for  the  government,  especially  as  it  applies  to 

4  multilevel  security; 

5  •     Validation,     verification     and     reporting    of    protective     or 

6  countermeasure  solutions,  whether  technical  or  administrative;  and, 

7  •  Setting  policies  information,  security  related  practices  and  standards 

8  such    as    encryption    methods    and    practices,    endorsement    of 

9  configuration  control  tools  and  methods  and  selection  of  technical 

10  means  for  assuring  compliance  with  information  security  policies. 

11  I  consider  that  the  omission  of  the  above  policies  from  the  proposed 

12  Information  Technology  Management  Reform  Act  degrades  its  utiUty  in 

13  improving  the  use  of  information  systems  in  the  service  of  government. 

14  The  best  I  can  say  in  the  defense  of  the  existing  computer  systems  chaos  is 

15  that  it  is  as  confusing  and  intractable  to  potential  adversaries  as  it  is  to 

16  government  officials  and  systems  users.  At  present  computer  chaos  is  one 

17  of  the  government's  best  defenses. 

18  The  proponents  of  this  Act  should  realize  that  there  is  a  price  to  be 

19  paid  for  streamlining,  consolidation,  standardization  and  outsourcing. 

20  Increased  systems  integration  without  increased  emphasis  on  security  is  a 

21  prescription  for  disaster.  Just  as  efficiency  and  integration  permit  those 

22  with  a  legitimate  need  and  authorization  to  access  needed  information, 

23  they  permit  those  without  such  authorization  to  obtain  crucial  and 

24  sensitive  information.  Not  only  cyber-terrorists  and  hackers  pose  a  risk  to 

25  federal  information  systems,  but  white  collar  businesses  seeking  an 

26  information  advantage  over  competition.  Information  warfare  is  already 

27  waged  on  the  economic  front  where  technology  competitors,  foreign 

28  governments,  foreign  intelligence  services  and  criminal  elements  with 

29  money    to    launder    seek    every    advantage    by    exploiting    security 

30  vulnerabilities  of  the  government's  information  systems. 

31  Unless  increased  vulnerability  is  offset  by  reliable  protective  means 

32  and  well  directed  policies  and  practices  under  the  leadership  of  the  federal 

33  CIO,   the  benefits  of  reforms  may  be  overwhelmed  by  their  risks. 

34  Information  security  must  be  designed  in  the  federal  information  systems 

35  at  the  outset.  Responsibility  for  ensuring  that  responsible  information 

36  security  practices  are  both  developed  and  practiced  must  be  coordinated 

37  through  a  high  level  office.  The  CIO  of  the  federal  government  must  have 

38  the  charter  for  reviewing  government  regulations,  policies  and  procedures 

39  to  ensure  that  they  are  designed  to  protect  the  integrity  and  security  of  the 

40  information  maintained  on  federal  systems. 
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1  If  the  distinguished  members  of  this  Committee  think  that  my 

2  statements  are  unduly  alarming  let  me  assure  you  that  based  on  my 

3  personal  knowledge  I  feel  completely  justified  in  asserting  that  there  is  a 

4  clear  and  present  danger  to  the  security  of  the  United  States  when  some  or 

5  most  of  the  government's  computers  will  cease  to  function.  When  we 

6  encounter  the  equivalent  of  an  "Information  Pearl  Harbor"  aimed  at  a 

7  government    information    system.    Congress    will    surely    look    for 

8  accountability  in  setting  overall  information  systems  security  policy.  If 

9  Congress  chooses  to  pass  an  Act  to  appoint  the  CIO  of  the  United  States,  it 

10  should  not  be  remiss  in  making  clear  what  is  expected  of  the  CIO  in  this 

11  regard. 

12  I  did  not  say  "if  "  a  devastating  event  will  happen.  I  said  "when," 

13  because  it  is  only  a  matter  of  time  before  crippling  threats  to  the 

14  information  integrity  of  the  federal  government  will  take  place. 

15  D.  INADEQUATE  CONCERN  ABOUT  SAFEGUARDING  KNOWLEDGE 

16  ASSETS 

17  Long-term  knowledge  assets  of  any  organization  are: 

18  1.  The  experienced  workforce; 

19  2.  Effective  business  processes;  and 

20  3.  Trusted  data  that  represents  the  organizational  memory  of 

21  the  government. 

22  To  conserve  these  requires  a  planning  horizon  in  building  the 

23  capabilities  of  information  resources  of  more  than  ten  years.  In  the  case  of 

24  data,  one  has  to  look  ahead  more  than  twenty  years  because  major 

25  changes   in   data   definitions   are   unaffordable.   Software   logic   that 

26  represent  elements  of  business  processes  can  be  expected  to  retain  their 

27  utility  for  decades.  It  takes  a  lifetime  to  hire  and  nurture  an  experienced 

28  and  competent  workforce. 

29  The  Information  Technology  Management  Reform  Act  elaborates  in 

30  great  detail  how  to  acquire  rapidly  obsolescent  information  technology, 

31  but  neglects  sustaining  and  enhancing  our  knowledge  as  a  long  term  asset 

32  of  the  government.  The  Act  does  not  articulate  information  resource 

33  management  policies  on  how  to  manage  the  accumulation  of  useful  new 

34  knowledge  and  how  to  preserve  what  already  exists.  Instead,  it  focuses  on 

35  making  better  technology  choices  when  making  initial  information 

36  teclinology  acquisition  decisions. 
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1  One  of  the  primary  missions  of  the  federal  CIO  should  be  to  shape 

2  policies  and  influence  legislation  that  establish  and  preserve  information 

3  investments  that  will  have  payoffs  well  beyond  the  short-term  budget  and 

4  election  cycles.  The  Act  currently  does  not  specifically  require  the  CIO  to 

5  provide  leadership  in  the  formulation  of  policies  that  will  result  in    the 

6  conservation  of  information  systems  assets. 

7  It  would  be  advisable  for  the  Act  to  include  Sections  that  specifically 

8  assign  to  the  Office  of  the  CIO  responsibilities  for  tasks  such  as  illustrated 

9  below: 

10  D.l  Reusable  Software 

11  Reusable    software    offers    the    single    largest    cost-reduction 

12  opportunity    in    the    governments    information    technology    budget. 

13  Hardware  expenses  have  shrunk  to  less  than  15%  of  typical  information 

14  systems  expenses  for  an  agency.  From  now  on,  what  matters  in  making 

15  information  technology  effective  is  software.  By  far  the  most  decisive 

16  influence  in  managing  the  costs  of  systems  is  the  competence  with  which 

17  the  federal  government  manages  its  inventory  of  software,  business 

18  process  designs  and  data  archives.  The  current  Act's  overemphasis  on  the 

19  acquisition  of  bargain  hardware  will  not  have  much  of  an  effect  on  total 

20  information  resource  costs.  Putting  pressure  on  unreasonable  reductions 

21  in  hardware  costs  will  surely  increase  software,  operating,  support  and 

22  user  expenses. 

23  To  sustain  a  long  and  useful  Ufe,  software  must  be  portable  from  one 

24  computer  to  another.  An  acceptable  level  of  portability  exists  when  over 

25  90%  of  application  logic  can  relocate,  without  a  major  investment,  to  a 

26  new  computing  and  operating  system  environment.  The  need  for  such  high 

27  levels    of    portability    comes    from    the    imperative    of    preserving 

28  organizational  knowledge  that  is  embodied  into  software. 

29  Acquisition  managers  and  contractors  usually  do  not  think  in  such 

30  farsighted  terms  because  they  do  not  expect  to  be  around  when  the  benefits 

31  from  software  reuse  arise.  "Scrap  and  patch"  is  easier  and  often  less 

32  rewarding  than  "build  and  recycle." 

33  Therefore,  the  role  of  the  CIO  as  currently  described  in  the  Act 

34  should  be  augmented  to  guide,  and  if  necessary  mandate,  the  construction, 

35  application  and  utilization  of  reusable  software.  The  CIO  should  ensure 

36  that    the    government    maintains    software    and    business    process 
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1  "repositories"  so  that  it  does  not  have  to  pay  for  identical  intellectual 

2  products  n^any   times  over  for  each  acquisition.   The   inventory   of 

3  government  owned  or  government-licensed  intellectual  products  ought  to 

4  facilitate  the  ability  of  contractors  to  lower  their  prices  for  systems  to  be 

5  delivered  to  government  agencies,  because  they  will  be  able  to  build  upon 

6  what  has  come  before  and  not  incur  the  costs  for  reinventing  what  has 

7  been  already  paid  for. 

8  D.2  Standardization  of  Systems  Engineering  Protocols 

To  preserve  valuable  training,  data,  and  software  resources  the 
government  will  need  systems  engineering  tools  that  manage  these  long- 
term  investments.  Proper  systems  tooling  allows  the  adoption  of  a  "snap- 
in,  snap-out"  approach  to  technology  insertion.  This  requires  a  high  level 
of  standardization  of  protocols  and  data  formats  which  determine  how 
intellectual  products  are  connected  with  a  knowledge  "repository"  and  the 
available  for  linking  with  new  applications. 

In  other  words,  the  objective  here  is  to  make  it  possible  for  an 
obsolete  workstation  to  uncouple  from  a  network,  so  that  a  new  one  can 
take  over  without  disruption.  Standard  systems  engineering  protocols 
should  make  it  feasible  to  operate  in  diverse  systems  environments  that 
meet  the  government-approved  linking  standards. 

To  achieve  this  flexibility  requires  the  government  to  approve 
integrated  computer-aided  system  engineering  methods  and  data 
dictionaries  that  make  it  possible  for  contractors  to  compete  in  mixing  and 
matching  a  wide  range  of  computer  models,  using  diverse  operating 
systems  that  support  a  defined  range  of  computer  languages. 
Standardization  of  systems  engineering  protocols  will  make  it  easier  to 
deliver  mission-supporting  information  technologies  that  would  continue 
to  function  through  the  transient  phenomena  of  rapidly  changing 
generations  of  hardware  technology  or  versions  of  operating  systems. 

Without  emphatic  CIO  leadership  the  acquisition  and  adoption  of 
such  systems  methods  will  not  happen.  Therefore,  this  Act  must  explicitly 
state  that  the  role  of  the  CIO  should  be  to  guide,  and  if  necessary  mandate, 
the  construction,  application  and  utilization  of  reusable  standard  software 
engineering  methods  by  government  employees  as  well  as  contractors.  The 
Act  must  be  explicit  how  such  policies  become  actionable  and  enforceable. 
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1  D.3  Business  Process  Improvement 

2  The  gap  in  the  current  understanding  by  information  technologists  of 

3  what  is  needed  to  support  rapid  improvements  in  business  processes  is 

4  perhaps  the  chief  reason  why  operating  executives  are  dissatisfied  with 

5  information  systems  support  organizations.  This  misunderstanding  is 

6  underscored    by    typically   large    annual    expenditures    for   systems 

7  maintenance  which  often  amount  to  more   than  20%  of  the  initial 

8  information  technology  development  budget. 

9  I  view  most  of  "maintenance"  expenses  as  "development"  cost 

10  overruns.  Whenever  a  contractor  is  asked  to  make  major  changes  in  the 

11  logic  of  a  program  after  the  system  is  delivered,  or  launches  on  major 

12  integration  efforts  with  other  installed  applications,  I  consider  that  to  be  a 

13  clue  that  business  process  improvement  initiatives  had  not  been  properly 

14  matched  to  infornnation  systems  development  efforts.  What  usually 

15  masquerades  as  large  maintenance  expense  is  really  an  effort  to  patch 

16  over  fundamental  problems  in  design  because  the  business  process 

17  improvement  effort  became  de-coupled  from  the  information  systems 

18  development  process.  The  fault  for  this  situation  lies  in  the  ambiguous 

19  language  of  the  business  managers,  who  are  concerned  with  workflow, 

20  bureaucratic  privileges  and  organizational  relationships,  as  contrasted 

21  with  the  abstract  logic  of  the  systems  people,  who  focus  on  procedures  and 

22  systematic  communications. 

23  Policy  guidance  for  business  process  improvement  in  the  federal 

24  government  should  not  be  assigned  to  the  CIO  office.  Business  process 

25  improvement  must  rely  on  functional  expertise.  It  involves  tradeoffs  that 

26  transcends  information  resources  management  concerns.  In  business 

27  process  improvement  projects  information  technology  assumes  usually 

28  only  a  small,  even  though  catalytic  role.  Therefore,  the  CIO  should 

29  concentrate  principally  on  the  introduction  and  promotion  of  methods  that 

30  would  seamlessly  carry  from  the  specification  of  functional  objectives, 

31  though  an  exploration  of  alternatives,  to  the  systematic  construction  of 

32  improved  logic  in  computers. 

33  The  proposed  Act  should  define  the  role  of  the  CIO  in  specifying  how 

34  business  process  improvement  methods  link  with  information  systems 

35  designs,  but  not  more  than  that.  The  Act  should  make  clear  that  the 

36  expertise  of  the  CIOs  will  concentrate  on  seeing  to  it  that  workflow 

37  descriptions  as  well  as  data  models  generated  as  by-products  of  business 

38  process  improvement  are  captured  as  key  elements  in  a  "knowledge 
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1  repository"  of  the  government.  The  Act  should  not  demand  responsibilities 

2  from   the  CIO  that  have  been  explicitly  reserved   as      roles  of  the 

3  government's  operating  managers 

4  D.  4  Open  Systems 

5  As  systems  evolve,  they  should  be  designed  and  constructed  to  fit  into 

6  a  technological  infrastructure  that  is  independent  of  administrative 

7  processes  and  of  proprietary  practices  by  contractors  or  vendors.  Open 

8  systems    are    desirable    not    only   because    they    enable    purchasing 

9  competitively  priced  equipment,  but  because  they  make  it  possible  to 

10  develop  information  systems  independently  of  technological  and  business 

11  changes.  Open  systems  enable  the  rapid  introduction  of  incremental 

12  operational  changes  without  having  to  worry  about  the  simultaneous 

13  insertion  of  technological  innovation  at  the  same  time.  Open  systems  are 

14  necessary  to  reduce  the  dependence  of  government  agencies  on  super- 

15  large  and  one  time  revolutionary  changes  in  favor  of  evolutionary 

16  adaptations  that  match  the  learning  capacity  of  people. 

The  adoption  of  open  systems  standards  offers  an  opportunity  to 
preserve  the  value  of  the  accumulated  training  and  software  knowledge  of 
everyone  who  has  contributed  to  government  information  systems  over 
several  generations  of  technological  improvement.  However,  instituting 
technical  openness  as  defined  by  ClO-promulgated  software  and 
communications  technical  standards  is  not  sufficient.  The  increased 
volatility  in  how  government  organizations  conduct  their  affairs  calls  for 
flexible  designs  that  can  absorb  the  shocks  of  consolidation, 
reorganization,  privatization,  centralization,  decentralization, 
restructuring,  realignment,  reengineering  and  re-inventing.  The  design  of 
information  systems  must  be  sufficiently  robust  to  avoid  expending  large 
sums  every  time  there  is  a  major  change  in  the  scale  or  scope  of  operations. 
Open  systems  design  must  offer  not  only  technological  adaptability,  but 
also  much  greater  resilience  in  coping  with  rapidly  changing  conditions 
than  is  currently  the  case  with  systems  projects  that  implement  rigid 
specifications. 

33  Pursuing  open  systems  solutions  is  applicable  to  much  more  than 

34  computers.  It  is  one  of  the  most  important  policies  for  guiding  the  practice 

35  of  information  resources  management,  especially  as  it  applies  to  training 

36  and  developing  the  skills  of  government  employees.  Open  systems  offer  a 

37  way  to  conserve  general  systems  skills,  since  an  employee  does  not  have  to 

38  track  the  technical  minutiae  of  a  rapidly  changing  marketplace.  The 
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1  payoffs  from  preserving  and  diversifying  this  knowledge  capital  are 

2  enormous  because  it  enables  government  employees  to  be  more  responsive 

3  to  government  and  customer  needs,  without  having  to  become  technical 

4  experts.  My  biggest  problem  with  the  Act  is  its  omission  of  policies  and 

5  guidance  about  the  personal  skills  and  career  plans  for  civil  service 

6  employees  who  will  have  to  implement  its  provisions. 

7  The  greatest  benefit  of  open  systems  is  defined  by  what  economists 

8  call  the  "residual  value"  of  an  investment.  Extending  the  useful  operating 

9  life  of  information  systems  offers  greater  economic  life-cycle  gains  than 

10  perhaps  any  other  influence.  However,  much  of  the  current  competitive 

11  contracting  practices  tend  to  favor  rapid  break-even  periods,  which  is 

12  inconsistent  with  long  residual  values.  The  Act  should  state  that  one  of  the 

13  primary  objectives  of  the  Office  of  the  CIO  is  to  ensure  that  short-term 

14  budgetary  incentives  do  not  override  lasting  benefits  to  the  government. 

15  The  immediate  rationale  for  pursuing  open  systems,  which  is  the 

16  preservation  of  knowledge,  extends  beyond  adopting  technical  standards, 

17  which  have  been  already  assigned  to  the  CIO  in  the  proposed  Act.  The 

18  pending  legislation  should  assign  a  much  more  comprehensive  role  to  the 

19  CIO  in  becoming  the  chief  advocate  and  guardian  of  open  systems 

20  solutions.  This  influence  will  affect  how  agencies  will  coordinate  their 

21  information  resources  across  the  entire  federal  government,  and  facilitate 

22  their  sharing  of  proven  business  practices  and  processes.  Open  systems 

23  make  it  possible  to  break  the  contractual  impediments  that  presently  make 

24  it  difficult  for  government  agencies  to  enter  into  information  technology- 

25  sharing   arrangements.   Open   systems   also   inhibit   the   erection   of 

26  proprietary  barriers  that  are  now  created  by  systems  contractors  who 

27  must  minimize  their  costs  while  maximizing  their  freedom  to  control  what 

28  they  do. 

29  Open  communications  that  connect  inter-related  governmental 

30  systems  must  allow  for  knowledge  to  be  shared  globally,  irrespective  of  the 

31  technological  conditions  found  locally.  The  institution  of  open  systems 

32  solutions  is  mandatory  to  make  computer-mediated  work  feasible  and 

33  independent  of  agency,  geographic  location  or  functional  specialization. 

34  Unless  the  proposed  Act  makes  it  possible  for  the  CIO  to  enforce  the 

35  adoption  of  open  systems  standards,  the  new  position  may  not  fulfill  its 

36  promise  of  making  available  to  information  resources  managers  not  only 

37  improved  acquisition  processes,  but  improved  capabilities  that  are  the 

38  essential  characteristic     of  any  well  directed  information  resources 
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1  organization. 

2  CONCLUSIONS 

3  The  placement  of  the  U.S.  CIO  in  the  Executive  Office  of  the 

4  President,   as   part   of   the   Office   of   Management   and    Budget,   is 

5  appropriate.  It  is  a  welcome  change  which  fills  a  policy-making  vacuum  in 

6  a  function  that  is  critical  to  the  functioning  of  effective  government.  The 

7  Chief  Financial  Officer  (CFO)  is  already  in  OMB,  because  commercial, 

8  regulatory  and  fiduciary  practices  have  recognized  the  responsibilities  of 

9  the  CFO  for  seeing  to  it  that  the  recording,  reporting  and  custodianship  of 

10  corporate  assets  are  an  extension  of  the  powers  vested  in  the  office  of  the 

11  Chief  Executive. 

12  Generally  accepted  financial  reporting  practices  do  not  presently 

13  include  measuring  and  publishing  data  about  the  value  of  accumulated 

14  information  assets,  such  as  the  knowledge  of  employees,  software  and 

15  data.  Yet  the  value  of  these  assets  now  exceed  reported  tangible  assets  for 

16  over  80%  of  U.S.  industrial  corporations.  Since  the  Federal  government  is 

17  almost  entirely  an  ir\formation-based  enterprise,  the  proposed  Act  should 

18  address  as  much  the  role  of  the  CIOs  as  the  fiduciary  reporters  about  the 

19  custody  of  knowledge  assets,  as  it  concerns  their  roles  in  reducing 

20  acquisition  and  operating  costs.  The  language  of  the  Act  should  be  revised 

21  to  define  the  fundamental  purpose  of  the  CIO  position  in  terms  that  are 

22  equivalent  to  those  of  the  CFO. 

23  Just  a  year  ago  the  GAO  reported  to  the  Committee  on  Government 

24  Operations  of  the  House  of  Representatives  about  the  progress  made  in 

25  the  first  3  1/2  years  since  the  implementation  of  the  Chief  Financial 

26  Officers  (CFO)  Act.  This  GAO  report  stands  out  in  its  praise  of  the 

27  accompUshments  of  the  Office  of  the  CFO  in  instituting  reforms  that 

28  resulted  in  n\aterial  improvements  in  government  operations.  I  have 

29  examined  this  GAO  report  as  well  as  other  documents  that  relate  to  the 

30  effectiveness  of  the  position  of  the  CFO  of  the  U.S.  Government.  I  think 

31  that  much  can  be  learned  from  this  experience  of  how  that  job  was 

32  structiired  and  from  its  track  record. 

33  Perhaps  the  most  important  insight  one  can  gain  by  comparing  the 

34  relative  stabihty  and  security  of  the  jobs  of  corporate  CFOs  as  compared 

35  with  the  rapid  turnover  and  career  instability  of  corporate  CIOs.  This 

36  concerns  methods  by  which  each  of  these  executives  project  their 

37  organizational  influence  and  power. 
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1  The  CFOs  have  learned  to  leverage  their  roles  by  being  recognized 

2  as  close  and  trusted  advisors  of  their  Chief  Executives.  The  CFOs  have 

3  well  defined  fiduciary  tasks  as  custodians  of  financial  assets.  They  exercise 

4  influence  through  a  network  of  appointees  who  can  be  relied  to  implement 

5  their  central  policy  guidance  locally.  If  a  dictate  is  necessary,  that  is  always 

6  conveyed  through  operating  management  where  the  direct  accountability 

7  for  results  resides.  Effective  CFOs  concentrate  on  mandating  what  ought 

8  to  be  done  at  times  when  plans  and  budgets  for  the  entire  enterprise  are 

9  under  review. 

10  Most  CIOs  are  only  rarely  seen  as  trusted  advisors  of  their  Chief 

11  Executive  because  they  mostly  do  not  have  a  well  defined  set  of  fiduciary 

12  responsibilities.  In  the  absence  of  an  adequate  charter,  such  CIOs  tend  to 

13  exercise  their  influence  through  monopolistic  power  over  the  acquisition 

14  and  custody  of  computers  and  telecommunications.  This  makes  the  CIOs' 

15  power  rest  on  case  by  case  interventions  since  they  do  not  have  the  charter 

16  to  assess  the  effectiveness  of  the  uses  of  information  resources. 

17  To  fulfill  the  objective  of  achieving  a  substantial  improvement  in  the 

18  delivery  of  information  systems  in  support  of  the  government,  this  Act 

19  should  reflect  many  of  the  lessons  learned  from  the  ways  the  CFO  of  the 

20  United  States  and  the  CFOs  of  commercial  enterprises  operate.  That  will 

21  make  the  CIO  of  the  United  States  a  constructive  addition  to  improving 

22  the  management  of  the  federal  government  in  the  information  age. 

23  EXECUTIVE  Summary 

24  The  federal  government  should  appoint  a  Chief  Information  Officer 

25  to  fill  the  existing  vacuum  in  directing  and  coordinating  information 

26  resources  management  policies  of  the  government.  However,  the  job 

27  should  be  structured  more  like  the  powers  vested  in  the  Chief  Financial 

28  Officer  of  the  United  States,  rather  than  focused  on  improving  existing 

29  information  technology  acquisition  practices.  The  Committee  should 

30  consider  augmenting  the  INFORMATION  TECHNOLOGY  MANAGEMENT 

31  REFORM  ACT  with  the  following  missions: 

32  •  Recognize  the  primacy  of  information  resources  management  by 

33  federal  operating  executives  over  the  supporting  roles  of  information 

34  systems  managers. 

35  •  Articulate  the  roles  of  the  CIO  in  OMB  planning  and  budget 

36  reviews. 
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1  •  Elevate  the  importance  of  outsourcing  and  privatization  to  reduce 

2  information  systems  expenses  and  to  accelerate  modernization  of 

3  information  technologies. 

4  •  Emphasize  the  urgency  of  information  security. 

5  •  Focus  on  the  preservation  and  improved  sharing  of  knowledge 

6  how  to  improve  the  effectiveness  of  information  resources. 
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COMPUTER  CHAOS: 
BILUONS  WASTED  BUYING  FEDERAL  COMPUTER  SYSTEMS 


INVESTIGATIVE  REPORT' 

OF 

SENATOR  WILLIAM  S.  COHEN 

RANKING  MINORfTY  MEMBER 

SUBCOMMITTEE  ON 

OVERSIGHT  OF  GOVERNMENT  MANAGEMENT 

SENATE  GOVERNMEhTTAL  AFFAIRS  COMMnTEE 


EXECUTIVE  SUMMARY 

The  Minority  Staff  of  the  Senate  Subcommittee  on  Oversight  of  Govemment 
Management  recently  completed  a  comprehensive  examination  of  the  federal 
government's  practices  for  purchasing  computers.  This  review  was  initiated  after 
several  reports  of  failed  computer  acquisitions  indicated  there  may  be  significant 
systemic  problems  in  the  way  the  federal  government  buys  computers  and  computer- 
related  equipment  and  services.  The  findings  and  recommendations  in  this  report 
support  overhauling  the  current  process  for  buying  major  computer  and 
communications  systems  and  emphasize  the  need  for  earlier  and  more  effective 
oversight  of  these  programs. 


MAJOR  HNDINGS 

Government  computer  systems  affect  the  daily  life  of  every  American-from 
processing  tax  returns  and  entitlement  benefits  to  providing  weather  information  for 
morning  commuters.  The  federal  government  is  the  largest  single  buyer  of  computers 
and  computer-related  equipment  in  the  world.  Annual  federal  computer  related 
expenditures  exceed  $25  billion,  or  almost  5  percent  of  discretionary  federal  spending, 
and  have  been  growing  steadily  over  the  last  two  decades.    Unfortunately,  weak 
oversight  and  a  lengthy  acquisition  process  have  led  to  the  American  taxpayers  not 
getting  their  money's  worth  on  $200  billion  in  expenditures  over  the  last  decade. 


'This  report  includes  the  findings  and  recommendations  of  the  Minority  Staff  of  the  Senate 
Sut>committee  on  Oversight  of  Government  Management.  It  does  not  represenl  either  findings  or 
recommendations  formally  adopted  by  this  S(Jtxx)mmmee. 
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Effective  management  and  control  over  such  a  significant  portion  of  the  budget  Is 
seriously  lacking  arxJ  the  federal  govemment's  problems  with  buying  computers  is 
widespread. 

The  federal  government  continues  to  operate  old,  obsolete  computer  systems 
while  it  has  wasted  billions  of  dollars  in  failed  computer  modernization  efforts. 
Replacing  antiquated  computer  systems  has  met  with  little  success  because  of  poor 
management,  inaidequate  planning,  and  an  acquisition  process  that  is  too  cumt)ersome 
to  competitivety  purchase  computer  technology  before  it  is  obsolete.    Efforts  by  the 
government  to  provide  greater  efficiency  and  service  to  the  American  people  will 
certainly  fail  unless  the  process  for  buying  information  technology  is  improved. 

Antiquated  and  Inefllcient  Connputer  Systems  Cost  the  Government  Billions 

The  govemment  spends  billions  of  scarce  federal  dollars  operating  obsolete 
1960s  and  1970s  era  mainframe  computers  resulting  in  lower  quality  of  service, 
inefficient  operations,  and  limited  accountability  over  how  taxpayer  dollars  are  spent. 

-Outdated  Internal  Revenue  Sennce  (IRS)  computer  systems  have  contributed 
to  a  $70  billion  bacidog  in  uncollected  taxes  and  unreliable  financial  records 
which  even  the  General  Accounting  Office  (GAO)  could  not  adequately  audit. 

-The  nation's  air  traffic  control  system  is  wearing  out  and  portions  of  the 
system  have  been  Ruling  at  an  increasing  rate  in  the  last  four  years.  The 
technology  is  so  old  that  the  Federal  Aviation  Administration  (FAA)  must  buy 
vintage  vacuum  tubes  from  a  manufacturer  in  Poland  and  search  Radio  Shadt 
and  junt(yards  for  spare  parts  to  keep  the  system  running.  The  FAA  relies  on 
1960's  mainframe  computers  that  are  as  large  as  a  tmck,  but  are  only  1/10  as 
powerful  as  a  basic  personal  computer. 

-The  Departnrwnt  of  Defense  (DOD)  operates  161  different  "major"  accounting 
systenns  on  archaic  computer  systems,  making  it  difficult,  if  not  impossible,  to 
audK  defense  expenditures,  and  forces  DOD  to  rely  on  contractors  to  identify 
govemment  overpayments. 

Computer  Modemlzatlon  Efforts  Have  Failed 

The  federal  govemment  is  wasting  billions  of  dollars  trying  to  buy  new  systems 
and  the  inability  to  efficiently  and  effectively  buy  confiputers  has  stalled  much  needed 
modernization.    Evidence  of  poorty  managed  systems  is  pervasive.  Spedficaily: 
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-The  IRS  and  FAA  are  conducting  multi-billion  dollar  computer  acquisitions  that 
are  in  serious  trouble,  resulting  in  billions  of  dollars  in  cost  overruns,  schedule 
delays,  and  massive  program  changes.  The  IRS  is  on  its  third  unsuccessful 
attempt  since  1968  to  modernize  its  computers.   The  FAA  air  traffic  control 
computer  modernization,  plagued  by  poor  management  and  billions  in  costs 
overruns,  was  recently  restructured  after  a  ten  year  modernization  effort  came 
to  naught. 

-The  Farmers  Home  Administration  manages  its  loan  portfolio  manually  by 
using  color-coded  index  cards  despite  spending  $200  million  on  computer 
systems  to  perform  this  task. 

-DOO  claimed  that  $36  billion  would  be  saved  from  efficiencies  generated  from 
the  Corporate  Information  Management  computer  program  by  1997.   The  effort, 
begun  in  1989,  has  made  little  progress  and  still  requires  significant  planning 
and  high-level  management  attention.    Because  defense  budget  cuts  were 
made  based  on  the  phantom  savings  to  be  derived  from  this  program,  difficult 
decisions  will  have  to  be  made  in  the  future  on  whether  to  increase  defense 
spending  or  cut  critical  defense  programs  and  military  readiness. 

Governmant  Planning  Efforts  are  Inadaquate 

The  government  does  a  poor  job  planning  its  computer  purchases.   Agencies 
do  not  spend  enough  time  reviewing  their  processes  and  practices  before  undertaking 
these  expensive  automation  programs.    Management's  limited  vision  of  how  it  wants 
its  business  to  work  also  contributes  to  poor  planning. 

-Of  the  74  reports  written  by  GAO  on  information  management  since  1990, 
over  half  identified  projects  where  agencies  had  no  idea  what  new  computer 
systems  would  eventually  cost  or  exactly  what  they  would  do. 

-Seven  years  into  the  IRS's  $7  billion  Tax  Systems  Modernization  project,  the 
agency  sttll  must  define  what  it  wants  the  system  to  do.  Only  then  can  IRS 
establish  what  kind  of  hardware  and  software  it  wants  industry  to  provide.   GAO 
remains  concerned  that  the  IRS  is  developing  non-compatible  parts  and 
continues  to  buy  hardware  without  knowing  how  it  woukj  fit  into  a  single, 
coherent  system. 

-  The  National  Weather  Service's  nearly  $500  million  Advanced  Weather 
Interactive  Processing  System  (AWIPS)  does  not  have  an  overall  design,  or 
architecture  to  guide  development.    AWIPS  segments  are  incompatible  with 
each  other,  its  software  is  written  in  several  different  computer  languages,  and 
the  program  will  require  a  costly  effort  to  integrate  its  assorted  segments. 
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The  government's  plans  for  purchasing  computers  result  in  gold-plated 
requirements  and  grandiose  projects  that  agencies  cannot  effectively  manage. 
Compared  to  the  private  sector,  the  government  spends  too  much  time  and  effort 
developing  unique  software  programs  and  hardware  rather  than  txjying  commercially 
available  products.    This  is  in  large  part  due  to  limited  incentives  to  save  taxpayers' 
money  and  to  the  government's  unwillingness  to  compromise  on  whaa  is  really 
required  to  do  a  job.  The  govemment  also  embarks  on  significantly  larger  projects 
than  the  private  sector  rather  than  incrementailly  developing  systems  by  dividing  them 
into  more  manageable  and  compatible  segn^ents. 


TTie  Computer  Buying  Process  Condemns  the  Govemment  to  Pay  More  for  Less 

The  current  approach  to  federal  regulation  of  computer  purchases  is  outdated 
and  takes  little  account  of  the  competitive  and  fast  changing  nature  of  the  now  global 
computer  industry.   The  computer  systems  acquisition  process  was  designed  when  the 
federal  govemment  dominated  the  computer  market  which  is  now  no  longer  the  case. 
Thirty  years  ago,  the  federal  govemnf)ent  purchased  over  62  percent  of  the  entire  U.S. 
computer  industry's  output   Today,  this  share  has  fallen  to  3.5  percent. 

The  process  of  acquiring  federal  computer  systems  takes  significantly  longer 
than  developing  new  technology.    This  increases  the  likelihood  that  technology  will  be 
obsolete  once  delivered.    Exercising  non-competitive  technology  transfer  clauses  in 
computer  contracts  to  overcome  this  time-technology  dilemma  makes  a  mockery  of 
the  idea  of  competition  and  results  in  excessive  cost.  The  govemment  now  conducts 
laborious  competitions  for  systems  that  will  be  obsolete  once  the  contract  is  signed.   If 
the  govemment  wants  the  latest  technology,  the  competitive  process  in  effect 
becomes  a  bidding  war  for  the  right  to  be  a  monopoly  supplier  for  a  system  that  did 
not  exist  at  the  time  of  the  original  competition. 

Compared  to  other  federal  procurements,  computer  procurements  suffer  from 
an  additional,  txjrdensome,  protest  process.  On  large  contracts,  there  are  incentives 
for  contractors  to  make  unnecessary  protests  that  are  often  based  on  strategic 
business  reasons.  The  looming  threat  of  protests  encourages  agencies  to  take  tonger 
ttian  necessary  preparing  and  evaluating  proposals.  The  costs  to  the  taxpayers  from 
computer  protests  inchxies  court  and  personnel  costs,  and  delays  in  acquiring 
computers.   These  delays  contribute  to  continued  inefficiencies,  greater  obsolescence 
of  purchased  systems,  and  in  many  cases,  result  in  a  costly  renegotiation  with  the 
winning  contractor  for  the  latest  technology. 

Although  cun^nt  law  designates  the  General  Sendees  Administration  (GSA)  as 
the  chief  agency  responsible  for  computer  purchases,  GSA's  actual  authority  is 
circumscribed  by  being  excluded  from  the  requirements  process.   Responsibility  for 
computer  procurement  is  highly  decentralized  with  no  single  focal  point  to  provide 
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effective  oversight.  The  government  camouflages  its  lack  of  oversight  and  pays 
deference  to  existing  law  through  a  bureaucratic  process  where  GSA  "delegates"  its 
purchasing  authority  to  agencies.   This  process  is  fundamentally  flawed  and  wastes 
valuable  personnel  resources  while  providing  marginal  benefits  to  the  taxpayer.   The 
prospect  for  enhancing  GSA's  oversight  role  is  problematic  because  of  a  lack  of 
agency  resources,  an  emphasis  on  process  rather  than  results,  and  questionable 
expertise  as  evidenced  by  ineffective  management  of  its  own  computer  programs. 

The  govemment  is  faced  with  a  serious  dilemma.   To  modernize  its  systems  on 
a  "business  as  usual"  basis  without  adequate  planning  leads  to  significant  waste.   Not 
acting  relegates  the  government  and  the  American  people  to  the  costly  solution  of 
making  do  with  outmoded  technology.    It  is  indeed  unwise  to  spend  money  to  maintain 
the  government's  old  systems  that  have  outlived  their  usefulness.    Planning  for 
modernization  provides  an  excellent  opportunity  for  agencies  to  evaluate  and  redesign 
existing  administrative  processes  to  ensure  automation  achieves  the  most  benefit  for 
the  govemment  and  the  taxpayers. 

Buying  federal  computer  systems  shoukj  be  a  high  profile  issue  because  of  the 
cost  and  the  potential  for  these  systems  to  improve  government  operations.    Computer 
modernizations  are  the  largest  acquisitions  most  civilian  agencies  will  ever  undertake 
and  the  Congress  owes  it  to  the  taxpayer  to  provide  effective  oversight.    At  the  same 
time,  efficient  systems  are  desperately  needed  to  improve  the  federal  government's 
management  and  control  of  the  use  of  taxpayer  dollars.   Most  agencies  cannot  track 
where  their  money  goes,  leaving  them  open  to  billions  of  dollars  in  waste,  fraud,  and 
abuse.  Unfortunately,  it  becomes  a  vicious  cycle  as  the  govemment  is  just  as  inept  in 
buying  computers  as  it  is  in  using  them  for  accounting.    Efforts  to  prevent  abuse, 
provide  oversight,  and  improve  accounting  systems  cannot  be  effective  unless  the 
govemment  leams  how  to  efficiently  purchase  computers.   The  system  is  indeed 
broken  and  it  is  time  to  fix  it. 


RECOMMENDATIONS 

Congress  and  f&deral  agencies  should  consider  the  following  options  to  remedy 
the  problems  that  exist  in  the  way  the  federal  govemment  buys  computer  systems: 

1)  Emphasize  early  oversiglit  and  planning:  Target  oversight  of  computer 
acquisitions  on  the  early  phases  of  programs  to  encourage  agencies  to  reevaluate 
how  they  do  business  tsefore  spending  money  on  automation. 

2)  Reduce  bureaucratic  barriers  to  purchases:  Replace  the  Delegation  of 
Procurement  Authority  process  with  an  approach  that  provides  meaningful  oversight 
over  early  planning.    Establish  one  forum  for  reviewing  all  contract  protests,  and 
streamline  internal  agency  review  processes  which  add  months  to  purchasing  time  and 
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result  in  the  acquisition  of  outdated  technology.  If  the  government  cannot  reduce  the 
time  it  takes  to  competitively  buy  computers  before  they  are  obsolete,  it  should 
consider  alternatives  such  as  leasing,  task  order  contracts,  and  privatization  of  federal 
computer  services  and  operations. 

3)  Avoid  reinventing  existing  technology:  Ensure  that  developing  unique  systems  is 
the  exception  rather  than  the  rule.    It  should  be  rare  for  the  government  to  purchase 
anything  but  commercially  available  hardware  and  software. 

4)  Size  projects  to  manageat>le  levels:  The  govemment  should  address  automation 
in  manageable  segments  that  are  compatible  with  other  systems  and  easily  canceled  if 
they  run  into  any  cost  or  schedule  difficulties. 

5)  Encourage  Innovation:  Establish  pilot  programs  to  try  new  procurement  ideas.   As 
technology  changes,  what  is  appropriate  in  today's  buying  environment  may  be 
obsolete  tonvsrrow.    No  one  has  a  monopoly  on  good  ideas  and  the  government 
needs  to  be  flexible  incorporating  new  technology. 

6)  Create  Incentives  for  ttie  government  and  contractore  to  perform:  Allocate 
agency  information  budgets  based  on  past  management  perfomiance  in  meeting  cost, 
schedule,  arxJ  performance  goals.   While  cost  shoukj  remain  a  significant  factor,  the 
government  should  select  computer  contractors  as  nnjch  as  possible  based  on  past 
performance  and  reputation. 

7)  Communicate  lessons  learned:   Encourage  the  foundation  of  interagency 
advisory  working  groups  to  share  experiences  with  federal  computer  system 
acquisitions.    Industry-government  communications  should  be  enhanced  during  all 
phases  of  the  acquisition  cycle.  An  on-line  data  base  with  agency  comments  on 
contractor  performance  should  be  established  and  made  available  to  agencies  buying 
computer  systems. 

8)  Reevaluate  existirtg  procurements  and  halt  new  procurements  until  the 
computer  acquisition  process  Is  improved.   Suspend  and  review  existing  large 
computer  system  acquisitions  to  determine  if  current  agency  plans  for  automation  will 
achieve  the  best  value  for  ttie  taxpayer.    Halt  new  large  computer  procurements  until 
the  govemment  improves  the  computer  acquisition  process  and  can  ensure  effective 
planning,  cost  effectiveness,  and  timely  delivery  of  new  systems. 

Minority  committee  staff  will  continue  to  investigate  these  problems  and  Congress 
should  explore  the  recommendations  made  in  this  report  through  hearings  and 
legislation. 

William  S.  Cohen 
United  States  Senator 
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INTRODUCTION  AND  SCOPE  OF  INVESTIGATION 

For  the  past  year,  the  Minority  Staff  of  the  Subcommittee  on  Oversight  of 
Government  Management,  Senate  Committee  on  Governmental  Affairs  has 
investigated  how  the  federal  government  purchases  computer  equipment.  ^  This 
review  was  undertaken  in  response  to  increasing  accounts  of  deficiencies  in  the  way 
the  federal  government  buys  computer  systems. 

As  part  of  its  investigation,  the  Minority  Staff  reviewed  a  long  history  of 
extensive  reports  and  testimony  on  information  systems  by  the  General  Accounting 
Office  (GAO)  and  departmental  Inspectors  General  (IG).   Dozens  of  computer 
acquisition  programs  were  examined  by  the  Minority  Staff.   In  addition,  the  Minority 
Staff  questioned  officials  in  over  50  federal  departments,  agencies,  bureaus,  and 
offices.  The  officials  were  asked  about  problem  areas  and  procurement  related 
changes  that  they  believe  are  necessary  at  the  federal  level.  The  sample  included 
both  large  and  small  users  of  computer  equipment. 

Background 

Government  computers  affect  the  life  of  every  American.   Without  modern  and 
efficient  computers,  for  example,  the  Pension  Benefit  Guaranty  Corporation  cannot 
monitor  pension  plans  to  ensure  they  are  financially  sound;  the  Social  Security 
Administration  cannot  keep  retirement  checks  coming  to  the  nation's  senior  citizens; 
the  Department  of  Agriculture  cannot  track  payments  to  farmers;  and  the  Departments 
of  Labor  and  Commerce  cannot  monitor  national  business  trends.   These  are  only  a 
few  examples  of  the  federal  govemment's  ovenwhelming  dependence  on  computers. 

Besides  serving  as  the  heart  of  the  govemment's  financial  management 
systems,  computer  information  systems  function  as  the  foundation  for  deterring  waste, 
fraud,  and  abuse.    Computers  also  serve  as  integral  parts  of  government  systems  to 
protect  the  public  health  and  safety.  For  example,  every  day  passengers  rely  on  the 
critical  performance  of  Federal  Aviation  Administration  (FAA)  computers  to  track  flights 
and  ensure  that  planes  do  not  collide.   If  the  air  traffic  control  system  is  unreliable  or 
fails,  not  only  tax  dollars  are  at  stake,  but  also  the  lives  of  our  nation's  airline 
passengers. 

To  meet  the  diverse  needs  for  processing  information,  the  federal  government 
has  become  the  largest  single  buyer  of  computers  and  computer-related  equipment  in 
the  world,  spending  over  $25  billion  a  year  on  computer  equipment  and  services.^ 


TTiroughout  ttiis  report  the  term  "computer  systems'  will  be  used  in  place  of  the  phrase 
oommonly  associated  with  oovemment  regulations,  "automated  data  processing  equipment,'  which 
Includes  computers,  software,  and  teleoommunications   equipment. 

'Federal  expenditures  on  computer  systems  are  actually  much  higher  than  $25  billion  If 
funds  for  defense  C4  (Command.  Control,  Communications,   and  Computers),  intetligenoe  systems. 
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Thousands  of  telecommunications  and  computer  systems  are  acquired  each  year, 
integrating  hardware,  software,  data,  and  people  to  perform  the  government's 
business.   Annual   federal  computer  expenditures  constitute  almost  5  percent  of  ail 
discretionary  federal  spending  and  12.5  percent  of  all  government  purchases  of  goods 
and  services.   Computer  expenditures  have  been  growing  at  a  rate  of  6  percent  a  year 
since  1983  in  an  era  of  declining  expenditures  elsewhere.     As  shown  in  the  following 
table,  the  Department  of  Defense  spends  37  percent  of  the  government's  computer 
budget  and  is  the  largest  purchaser  of  computer  systems  followed  by  the  Department 
of  Transportation  (primarily  the  Federal  Aviation  Administration)  and  the  National 
Aeronautics  and  Space  Administration. 


FEDERAL  COMPUTER  BUDGETS  BY  DEPARTMENT  FY94 


AGENCY 

FY  1994  BUDGET 

%  OF  TOTAL  COMPUTER 
BUDGET 

Defense* 

$9,491,039,000.00 

37.7% 

Transportation 

$2,482,504,000.00 

9.9% 

NASA 

$2,127,654,000.00 

8.3% 

Energy 

$1,792,404,000.00 

7.1% 

Health  and  Human 
Services 

$1,787,843,000.00 

7.1% 

Treasury 

$1,772,869,000.00 

7.1% 

Since  information  technology  comprises  a  significant  portion  of  the  federal 
budget,  effective  management  and  control  over  these  funds  is  essential.    Despite  the 
amount  of  resources  expended,  and  the  critical  dependence  of  federal  programs  on 
accurate,  up-to-date  computerized  information.  Congressional  and  agency  oversight 
has  been  disturbingly  limited.  The  Minority  Staff  strongly  believes  it  is  time  for 
Congress  and  the  public  to  focus  attention  on  this  issue. 

At  this  point,  a  distinction  needs  to  be  made  between  commodity  and  systems 
computer  acquisitions.    Commodity  purchases  are  primarily  hardware  and  packaged 


and  computer  technology  embedded  on  weapons  systems  platforms  are  included. 

*Anny-$2.261    t>illion.  Navy-$2.226  bilion.  Air  Foic8-$2.091    billion,  Marine  Corps-$0.195 
bUNon,  and  other  detense--$2.7l6  billion. 
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software  readily  available  from  vendors  on  a  commercial  basis.  Agencies  can  choose 
to  buy  these  products  from  GSA  or  independent  contractors.    System  procurements 
are  another  matter,  and  the  greatest  inefficiencies  in  the  way  the  govemment  buys 
computers  are  in  this  area.   Computer  systems  acquisition  is  the  process  of 
developing  and  managing  the  integration  of  hardware,  software,  information,  and 
personnel  into  a  cohesive  unit  to  meet  the  govemment's  accounting,  management, 
and  service  delivery  needs.   This  can  range  from  a  small  scale  link-up  between 
commodity  computers  in  one  division  of  an  agency,  to  building  a  new  system  that 
integrates  disparate  payroll  and  accounting  systems,  to  developing  new  software  and 
custom  hardware  to  tie  together  satellites,  radars,  and  data  processing  centers  with 
global  users  of  this  information.  While  there  are  many  flaws  with  buying  commodity 
products,  this  report  focuses  primarily  on  the  more  problematic  computer  systems 
acquisitions. 


FINDINGS 

As  a  result  of  its  investigation,  the  Minority  Staff  found  that  computer  purchases  are 
poorly  managed,  the  process  is  unnecessarily  burdensome  and  complex,  and 
govemment  efforts  to  provide  effective  oversight  have  failed. 


Rnding  1:  The  failure  of  the  govemment  to  effectively  buy  needed  computer 
equipment  and  services  has  wasted  billions  of  dollars. 

The  federal  govemment  has  spent  over  $200  billion  in  the  last  ten  years  to  buy 
computer  systems  that  are  often  incompatible,  obsolete,  and  inappropriate  for  their 
intended  tasks.  As  a  result,  the  govemment  cannot  efficiently  manage  and  implement 
many  of  the  programs  it  administers  because  the  information  it  needs  is,  in  many 
cases,  unavailable,  incomplete,  or  in  an  unusable  format.  The  government  relies  on 
computerized  systems  to  manage  information  and  to  track  taxpayer  dollars  as  they  are 
spent.  While  these  systems  are  expected  to  identify  and  deter  fraud,  they  are  old  and 
inefficient,  making  fraud  that  much  easier  to  perpetrate. 


As  a  result  of  antiquated,  incompatible,  and  pooriy  designed  computer  systems, 
agencies  have  k>st  track  of  billions  in  taxpayer  dollars.  GAO  cannot  make  sense  of 
most  agencies'  accounting  systems,  and  the  Office  of  Management  and  Budget  (0MB) 
has  singled  out  federal  information  and  accounting  systems  as  some  of  the  most 
troubled  areas  in  the  govemment.  For  example: 

-While  the  Department  of  Agriculture  was  responsible  for  over  $80  billion  of 
taxpayer  money  last  year,  OMB  states  that  these  funds  are  at  risk  of  loss  or 
being  spent  in  the  wrong  way  due  to  unreliable  computer-generated 
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management  infomnation. 

-Financial  systems  at  the  Department  of  Commerce  are  seriously  outdated, 
expensive,  and  difficult  to  maintain,  putting  at  risk  over  $3.4  billion  in 
expenditures. 

-DOD's  financial  accounting  systems  produce  inaccurate  and  unreliable  data, 
exposing  the  Department  to  over  hundreds  of  millions  of  dollars  in  stolen  or  lost 
goods.    Additionally,  DOD  has  identified  over  $41  billion  in  payments  it  cannot 
match  up  with  invoices. 

-The  Department  of  Education  cannot  produce  reliable  financial  reports  on  over 
$60  billion  of  outstanding  loans  and  $31  billion  in  yearly  expenditures,  loans, 
and  grants.    Poor  information  tracking  has  resulted  in  the  outlay  of  millions  of 
dollars  of  unauthorized  student  loans. 

-The  Department  of  Housing  and  Urban  Development  lacks  effective  control 
over  $100  billion  in  contracts  and  cannot  determine  if  its  funds  are  being  used 
for  eligible  recipients.   The  Department  of  Energy  cannot  ensure  that  $17  billion 
it  spends  on  contractors  each  year  is  being  efficiently  spent. 

Unfortunately,  the  list  of  similar  problems  goes  on  and  on,  and  includes  most  other 
federal  agencies  and  departments. 

Compatibility  is  a  major  problem  with  governmental  computers.    Currently,  no 
uniform  government-wide  standards  for  computer  technology  exist  to  ensure  that 
computer  systems  can  talk  to  each  other.    Few,  if  any  departments  have  standards  to 
ensure  that  all  systems  within  the  department  can  communicate.    For  example,  the 
Department  of  Veterans  Affairs  operates  at  least  150  different  computer  systems, 
while  the  Department  of  Housing  and  Urban  Development  maintains  about  75.  The 
degree  these  systems  work  together  and  share  information  is  minimal  or  nonexistent. 

DOD  operates  161  different  "major"  accounting  systems  and  hundreds  of 
"minor"  systems  or.  old,  incompatible  mainframes.  *  DOD  maintains  thousands  of 
incompatible  information  systems  at  more  than  1 ,700  data  centers.  For  all  this 
computing  capacity,  DOD  must  rely  on  contractors  to  tell  them  if  the  govemmenl  is 
overpaying  them  because  DOD's  computers  and  accounting  systems  cannot  identify 
these  overpayments.  In  just  a  six-month  period  in  1993,  contractors  returned  $751 
million  in  overpayments,  virtually  all  of  which  contractors  had  identified  as  not  owed  to 


'A  mainframe  is  essentially  a  large  computer.  In  the  1980s,  all  computers  were  mainframes. 
Changing  technology  and  the  development  of  ttie  micjocomputer,   minicomputer,  personal  computer 
and  workstation,  have  reduced  the  number  of  mainframes  operated  by  private  industry  and  the 
government. 
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5 
them.   One  can  only  imagine  how  much  money  is  not  returned. 

According  to  the  DOD  Comptroller,  computerized  financial  systems  share  no 
common  terms;  concepts  and  data  from  one  system  must  be  retyped  and  reformatted 
for  use  In  another.    The  Comptroller  further  stated  that  DOD  is 

often  unabi*  to  obtain   correct    information    from  the  data  stored   in  tfie  various 
existing    databases    due  to  a  lack  of  standardized     data  structures    across 
systems.    Submitting    the  same  query  to  each  of  the  more  than  20  payroll 
systems    can  result   in  not    just  multiple   answers,    but  in  mulliple   kinds  c4 
answers.     At  times,  ooruolidating     the  query  responses    has  proved  to  be  an 
itnposstole    task. 

As  a  result,  DOD  financial  statements  cannot  be  audited  and  it  takes  a  tremendous 
effort  to  verify  financial  discrepancies.    Further,  information  sharing  problems  in 
inventory  systems  have  contributed  to  DOD  buying  $30  billion  of  spare  parts  it  did  not 
need. 

Despite  these  well-known  and  historic  problems,  the  government  is  currently 
failing  to  adequately  address  compatibility  issues  in  systems  under  development.  The 
Department  of  Agriculture  has  17  major  computer  systems  under  development  at  a 
cost  of  $6.3  billion.  It  has  not,  however,  coordinated  the  development  of  these  systems 
to  ensure  they  will  be  able  to  communicate  with  one  another.   The  Agency  for 
International  Development  (AID)  maintains  45  different  computer  systems  to  track  its 
property  around  the  world  and  manage  its  operations.    Most  of  these  systems  cannot 
share  data  with  one  another,  and  despite  these  computer  systems,  AID  cannot 
adequately  account  for  thousands  of  motor  vehicles  and  millions  of  dollars  of  property 
at  its  foreign  posts.   0MB  has  recently  identified  AID'S  new  computerized  financial 
system  as  a  high  risk  area  and  is  concemed  tfiat  the  agency  cannot  satisfactorily 
account  for  its  $7  billion  budget  and  oversee  its  contractors. 

Law  enforcement  work  wouki  be  enhanced  by  effective  computer 
modernization.    The  Federal  Bureau  of  Investigation,  Customs  Sen/ice,  and  Secret 
Sen/ice  would  benefit  greatly  if  their  computers  couti  communicate  with  each  other 
and  provide  immediate  access  to  critical  law  enforcement  information.    Sufficient 
computer  capabilities  can  make  the  difference  in  catching  a  deadly  criminal, 
interdicting  a  shipment  of  dmgs,  or  assimilating  the  tremendous  amount  of  information 
that  flows  through  the  government's  hands.   Computer  systems  at  the  Immigration  and 
Naturalization  Service  (INS)  are  also  woefully  inadequate.    INS  information  is  primarily 
located  in  paper  files  that  have  to  be  manually  shipped  to  immigration  officers-a 
process  which  takes  months-leading  to  INS  being  unable  to  identify,  apprehend,  and 
deport  criminal  aliens.   Information  inadequacies  have  contributed  to  INS  not  collecting 
millions  of  dollars  in  penalties,  breached  tjonds,  and  fees. 
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The  failure  to  modernize  computer  systems  results  in  billions  of  dollars  of  lost 
revenue  to  the  federal  government.    For  example,  the  Internal  Revenue  Sen/ice  (IRS) 
is  currently  using  outmoded  technology  to  process  tax  returns.  Antiquated  computers 
have  contritxjted  to  the  IRS's  failure  to  collect  over  $70  billion  in  delinquent  taxes  from 
individuals  and  corporations.    In  an  attempt  to  capture  these  funds,  the  IRS  plans  to 
invest  $23  billion  over  the  next  decade  to  update  and  operate  its  tax  collection 
systems,  but  evidence  suggests  that  the  IRS  has  poorly  planned  the  initial  stages  of 
this  procurement  and  the  billions  of  dollars  in  back  taxes  will  remain  uncollected. 

The  failure  to  modemize  and  automate  properly  also  contributes  to  massive  waste, 
fraud,  and  abuse.  Effective  use  of  computer  matching  among  agency  data  bases  and 
programs  designed  to  detect  fraud  could  save  the  taxpayers  billions  of  dollars.    Government 
computers  are  presently  inadequate  for  detecting  mistaken  payments  or  the  $100  billion  per 
year  in  federal  health  care  fraud.   For  example,  computer  systems  at  the  Health  Care 
Rnandng  Administration  (HCFA)  fail  to  detect  fraudulent  payments  and  overcharges, 
costing  untold  billions  and  significantly  contributing  to  the  high  cost  of  health  care.  HCFA 
paid  out  over  $1  billion  for  services  already  covered  by  other  insurers,  in  part  because  of 
computer  deficiencies.  Similarly,  computers  at  the  Departments  of  Education  and  Agriculture 
permit  thousands  of  unqualified  bon-owers  to  receive  federally  insured  loans,  while  data 
problems  and  old  systems  at  the  Department  of  Veterans  Affairs  and  Social  Security 
Administration  permit  benefit  payments  to  those  who  are  ineligible.  Overpayments  and 
payments  to  ineligible  people  are  a  serious  problem  with  most  entitlement  programs  and 
exceed  $750  million  a  year  for  the  Supplemental  Security  Income  (SSI)  program  alone. 
Most  of  this  will  never  be  recovered,  due  to  time  limitations  and  overburdened  agencies. 
Computer  modernizations  at  these  organizations  could  help  to  identify  fraud  and 
overpayments,  while  freeing  up  agency  resources  to  focus  on  recovering  this  money. 

The  government  spends  billions  of  dollars  operating  so-called  "legacy"  systems, 
which  are  oW  mainframe  computers  from  the  1960s  and  1970s.   These  systems  are 
antiquated,  expensive  to  operate,  and  incompatible.   They  contribute  to  vast  Inefficiencies  in 
government  management,  and  are  in  dire  need  of  replacement.   The  defense  legacy 
systems  inventory  includes  obsolete  electronics,  technology,  and  systems  designs,  which 
are  up  to  30  years  oW.  The  cost  of  operating  old  computer  systems  consumes  an  enormous 
portion  of  the  total  DOD  information  technology-related  budget    It  costs  the  IRS  nearly  $1 
billion  per  year  to  operate  its  existing  computer  systems.   The  FAA  has  not  been  able  to 
update  its  computer  systems  since  the  mid-1960s.   Air  traffic  control  technology  is  so  old 
that  the  FAA  must  search  Radio  Shack  for  spare  parts  and  buy  vacuum  tubes  from  a 
manufacturer  in  Poland  to  keep  the  nation's  air  traffic  control  system  running. 

The  FAA  is  not  the  only  agency  that  relies  on  okJ  computers  to  help  protect  the 
public.   National  Weather  Sen/ice  computers  also  help  protect  lives  and  property.    Hundreds 
of  lives  and  billions  of  dollars  worth  of  property  are  lost  each  year  from  the  ravages  of 
thunderetorms,  tornadoes,  hunicanes,  blizzards,  and  floods.  The  National  Weather  Service, 
however,  must  rely  on  rudimentary  computer  systems  and  outmoded  radar  technology 
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which  have  failed  to  identify  the  seventy  of  major  storms  and  floods  and  have  been  unable 
to  provide  prompt  warning  to  the  public.  According  to  a  report  by  the  National  Weather 
Service,  improved  computer  processing  and  communications  during  the  Great  Flood  of 
1993  could  have  saved  hundreds  of  millions  of  dollars  in  damages  and  dramatically  reduced 
human  suffering.    Unfortunately,  the  program  to  modernize  the  nation's  weather  systems 
has  ballooned  in  cost  from  $1 .4  billion  to  $4.6  billion  and  GAO  is  concemed  that  the 
proposed  $500  million  National  Weather  Service  computer  system  modernization  is 
inadequately  planned  and  will  result  in  higher  long-term  costs. 

Rnding  2:  Acquisitions  of  large  computer  systems  are  poorly  managed  and  subject 
to  cost  overruns  and  schedule  slippages.  Program  Instability,  misplaced  incentives, 
and  unrealistic  expectations  have  frustrated  efforts  to  successfully  buy  computer 
systems. 

In  the  1 980s,  American  taxpayers  were  outraged  by  a  long  litany  of  The  Pentagon 
Horror  Stories''-tales  of  $400  hammers,  $600  toilet  seats,  and  billions  of  dollars  in  cost 
overruns  on  aircraft,  tanks,  satellites,  and  missiles.   Unrealistic  schedules,  low  bids,  and 
technological  optimism  left  hundreds  of  military  programs  t)ehind  schedule  and  over  cost.  In 
the  1990s,  federal  computer  acquisitions  have  a  chance  to  equal  the  Pentagon's  earlier 
foibles  and,  in  some  cases,  surpass  them. 

The  development  and  testing  of  large  govemment  computer  programs  can  be  as 
difficult  to  manage  as  any  weapon  systems  acquisition.  Like  weapon  systems  there  is  an 
incentive  for  agencies  to  initially  focus  on  buying  the  platform-the  computer  hardware- 
rather  than  on  software  development  and  future  personnel  and  operating  costs.   Decision 
makers  may  feel  more  comfortable  reviewing  something  tangible,  and  agencies  may  push 
to  buy  into  hardware  before  adequately  thinking  through  what  to  do  with  it.   Once  the  large 
hardware  costs  are  incurred  and  the  program  bought  into,  inevitable  problems  with  software 
development  to  tie  together  diverse  hardware  occur.   At  this  point,  it  becomes  extremely 
difficult  to  cancel  or  modify  the  program.    Funds  are  allocated  for  cost-type*  software 
development  contracts,  which  raise  overall  program  costs. 

Large  computer  acquisitions  demand  greater  attention,  because  history  shows  that 
they  are  not  being  managed  in  the  most  cost  efficient  manner.   Within  the  last  four  years, 
GAO  published  74  reports  on  information  technology  programs.   The  reports  identified 
problems  with  requirements  analysis,  management,  cost/benefit  analysis,  and  limited 
competition  (see  Appendix  A).  The  problems  with  buying  computer  systems  have  a  long 
history.   A  1965  summary  of  96  GAO  reports  identified  many  of  the  same  managerial 


'  A  'cost  contract'  is  an  open^rxlecl  category  ot  contracts  where  a  contractor  is  paid 
'allowable  costs'  for  work  performed.  Incentive  fees  are  used  in  an  attempt  to  control  costs.    In 
oonparteon,  a  "fixed  price  contract'  sets  a  firm  price  for  wrfiat  government  will  pay  to  oomptete  the 
lequlred  work. 
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deficiencies  with  computer  systems  procurement  seen  today.    In  1965,  this  evidence  led 
Congress  to  attempt  to  centralize  computer  systems  procurement  within  GSA.   Almost  thirty 
years  later,  GAO  is  still  publishing  troubling  reports  while  also  criticizing  GSA  practices. 
Why  has  so  little  changed? 

Agencies  such  as  the  IRS  and  the  FAA  are  conducting  huge  computer  system 
acquisitions  that  are  in  serious  trouble.    Despite  spending  billions  of  dollars  over  the  past 
three  decades  trying  to  update  these  systems,  the  government  is  still  not  any  closer  to 
modernizing  and  must  rely  on  outdated  and  inefficieni  technology.    Estimates  for  one 
portion  of  the  FAA  modernization  of  the  nation's  air  traffic  control  system,  the  Advanced 
Automation  System  (AAS),  rose  from  $2.5  billion  to  over  $7  billion  before  the  program  was 
severely  curtailed  due  to  rising  costs.  The  FAA  now  plans  to  spend  twice  as  much  as 
originally  planned  for  a  system  that  will  meet  few  of  its  original  requirements.  The  FAA's  air 
traffic  control  system  modernization,  begun  in  1981  was  estimated  in  1993  to  cost  $32 
billion-most  of  which  is  for  computer  systems.   Another  portion  of  the  FAA  modernization, 
the  Microwave  Landing  System,  was  cancelled  this  year  after  spending  $400  million 
because  advances  in  technology  had  overtaken  the  snail's  pace  of  the  govemment's 
acquisition  process. 

The  FAA's  management  of  the  AAS  program  reveals  many  of  the  inherent  problems 
with  program  management  in  the  government.    An  independent  evaluation  of  the  program 
by  the  CNA  Corporation  stated  that:   1)  The  FAA  does  not  have  the  necessary 
management  and  engineering  expertise  to  undertake  such  a  large  program;   2)  the 
management  process  lacked  discipline  and  authority;   3)  responsibility  was  not  clearly 
assigned;  and  4)  accountability  was  absent.   The  report  went  on  to  say  that  "FAA 
leadership  did  not  enforce  milestones,  assess  performance,  or  fix  individual  responsit>ility." 
Many  of  the  problems  with  AAS  were  raised  by  support  contractors  early  in  the  program, 
but  this  information  was  ignored  by  FAA  managers  and  had  a  limited  distribution. 

Two  previous  attempts  in  the  last  two  decades  to  modernize  IRS  computer  systems 
failed  and  the  most  recent  attempt  begun  in  1986  has  been  plagued  by  poor  planning  and 
wasteful  changes  of  direction.   The  IRS  now  plans  to  invest  $7  billion  for  new  computer 
systems  in  the  years  1993  to  1997  and  a  total  of  $23  billion  before  2003.    The  program, 
known  as  Tax  Systems  Modernization,  has  recently  been  criticized  for  inadequate  planning 
and  requirements  definition,  old  cost  estimates,  and  overly  optimistic  technological 
assumptions.    In  response,  Congress  cut  $340  million  from  the  $989  million  that  the 
President  requested  for  the  program.   While  this  program  was  in  trouble  to  begin  with,  these 
cuts  will,  based  on  past  experience  with  weapons  systems  programs,  dramatically  increase 
overall  system  costs,  stretch  out  the  program  schedule,  and  force  IRS  to  fund  paper  studies 
to  keep  contracting  teams  together  in  the  event  funding  is  restored.  Program  restnjcturing 
and  capability  decreases  are  likely  in  the  near  term.    IRS  program  officials  confirmed  the 
Subcommittee's  assessment  of  the  anticipated  effects  of  proposed  budgetary  cuts  on  the 
modernization  effort. 
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Examples  of  other  troubled  federal  computer  purchases  abound: 

-The  Federal  Deposit  Insurance  Corporation  (FDIC)  failed  to  develop  a  workable  computer 
system  to  track  asset  values  and  calculate  interest  payments  despite  having  closed  down 
hundreds  of  banks  with  operating  computer  systems  that  essentially  did  the  same  thing.  As 
a  result,  FDIC  did  not  maximize  the  government's  revenue  when  liquidating  bank  assets, 
asset  values  could  not  be  easily  tracked,  and  loans  went  uncollected. 

-The  Resolution  Trust  Corporation  designed  its  computer  systems  without  consulting  Its 
users.  According  to  GAO,  this  led  to  millions  of  dollars  in  wasted  investments  and  lost 
opportunities  to  track  and  dispose  of  more  than  $100  billion  in  hard-to-sell  assets. 

-DOD's  failure  to  modernize  its  computer  systems  will  have  a  serious  effect  on  military 
readiness  and  DOD's  ability  to  purchase  major  weapon  systems.   DOD's  Corporate 
Information  Management  (CIM)  program  is  one  of  the  largest  information  management 
initiatives  ever  undertaken  and  is  designed  to  streamline  systems  and  eliminate  duplication. 
DOD  claimed  that  $36  billion  would  be  saved  from  efficiencies  generated  from  this  program 
by  1997.   The  program  is,  however,  nowhere  near  implementation.  Intersen^ce  rivalry, 
inadequate  planning,  and  ineffective  management  have  plagued  its  progress.     As  defense 
budget  cuts  were  made  based  on  the  phantom  savings  to  be  derived  from  CIM,  hard 
decisions  such  as  cutting  programs  or  readiness  will  have  to  be  made  in  the  future. 

-The  federal  government  paid  the  states  over  $1  billion  to  develop  computer  systems  for 
reducing  errors  when  determining  eligibility  emd  processing  claims  for  Aid  to  Families  with 
Dependent  Children.  Medicaid,  and  Food  Stamp  programs  which  collectively  provided  more 
than  $119  billion  in  benefits  in  1993.    Federal  monitoring  of  these  state  computer  programs 
were  lax,  resulting  in  millions  of  dollars  spent  on  systems  that  did  not  meet  requirements  or 
did  not  work.  Thus,  processing  errors  will  continue  to  contribute  to  billions  of  dollars  in 
unnecessary  costs  to  the  taxpayer. 

-The  Farmers  Home  Administration  manages  its  loan  portfolio  manually  by  using  color- 
coded  index  cards  despite  spending  $200  million  on  computer  systems  to  pertorm  this  task. 
In  addition,  after  spending  over  $500  million  modemizing  its  financial. management  systems, 
the  effort  was  stopped  before  completion  after  management  found  out  it  did  not  really  know 
what  it  was  getting  from  its  investment  and  the  systems  would  not  provide  for  effective 
oversight  and  fraud  detection. 

-The  National  Institutes  of  Health  (NIH)  spent  $800  million  on  several  mainframe  computers 
that  its  researchers  refuse  to  use.  Apparently.  NIH  did  not  ask  its  users-who  thought  that 
personal  computers  and  minicomputers  were  better  suited  to  their  research-what  they 
wanted  before  committing  almost  a  billion  dollars  of  taxpayer  money.   Some  of  the 
mainframes  were  subsequently  sold  and  the  rest  pertorm  administrative  tasks,  using  only  a 
fraction  of  their  capacity. 
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The  federal  government's  problems  buying  computer  equipment  should  not  t>e 
surprising,  as  federal  computer  systems  are  generally  bought  like  most  other  goods  and 
services.   The  procurement  system  for  goods  and  services  is  fraught  with  misplaced 
incentives  which  reward  optimism  rather  than  results,  whether  it  be  in  a  contractor  proposal 
or  an  agency's  estimate  of  costs.   The  contractual  agreement  with  Congress  to  fund  these 
programs  is  broken  when  reality  intervenes  and  optimism  is  dashed.   As  cost  estimates 
rise,  Congressional  scrutiny  becomes  intense  and  funds  are  slashed,  leading  to  further 
schedule  delays  and  greater  long  term  costs.   Cun-ent  year  funding  may  barely  cover  the 
contractor's  overhead.    As  a  result,  the  government  spends  millions  of  dollars  on  paper 
studies  and  limps  along  with  existing  systems  or  cettles  for  a  scaled  back  version  of  what  it 
originally  wanted,  at  three  times  the  original  price  and  one-third  of  the  capability. 

It  is  fairly  easy  to  identify  problem  acquisitions.    Identifying  why  these  programs  are 
in  disarray  is  anpther  matter.    A  good  first  start,  however,  is  to  focus  on  the  systemic 
problems  at  the  root  of  most  system  acquisition  problems:  management,  program,  funding, 
and  requirements  instability;  lack  of  competition;  and  unrealistic  expectations  about 
technology,  cost,  schedule,  and  funding  levels.  The  effort  to  manage  these  variables  while 
guiding  a  procurement  through  the  complexities  of  federal  acquisition  regulations  is  almost 
an  impossible  task.   Attempts  to  reform  the  more  systemic  problems  with  federal  acquisition 
have  largely  been  a  Sisyphean  effort. 

Rnding  3:  The  federal  government  has  failed  to  adequately  plan  Its  purchases  of 
computer  systems.   Focusing  more  effort  on  the  early  acquisition  phases  is 
Imperative  to  future  success. 

The  eariy  phases  of  computer  acquisition  are  critical.  This  is  the  time  to  define 
requirements  and  intelligently  and  rationally  decide  how  to  spend  billions  of  dollars  of 
taxpayers'  money  on  computers.   These  early  phases,  however,  are  seriously  lacking 
management  attention.    This  is  because  relatively  little  money  is  spent  up-front  and  no 
hardware  or  software  is  developed.    In  the  early  stages  top  management  is  relatively 
unconcerned  or  indeed  unaware  of  what  is  going  on  in  the  program.    By  the  time  problems 
arise  and  cause  inevitable  cost  and  schedule  increases,  it  is  often  too  late  to  save  the 
government  any  money.    Poor  initial  planning  results  in  billions  of  dollars  in  wasted 
resources. 

The  early  phases  of  program  acquisition  hold  the  key  to  future  costs.   Decisions 
made  in  the  initial  stages  of  a  program-where  perhaps  10  percent  of  funds  are  spent-will 
determine  the  majority  of  the  total  program  costs.  This  is  why  the  1986  Packanj 
Commission  on  defense  acquisition  focused  on  improving  early  requirements  definition  in 
defense  programs.   The  Packard  Commission's  conclusion  that  the  federal  govemment 
must  spend  more  money  and  time  on  engineering  at  the  beginning  of  a  program  to  obtain 
more  reliable  and  better  perfomriing  systems  more  quickly  and  cheaply  is  relevant  to 
computer  acquisition  today.   The  eariy  phases  of  the  computer  acquisition  process  should 
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be  the  key  areas  for  further  oversight.   This  is  where  the  government  can  get  the  most 
benefit  for  its  oversight  expenditures  by  identifying  problems  before  they  become  costly. 

GSA's  recent  proposal  to  provide  greater  oversight  for  troubled  programs  is  helpful, 
but  the  real  challenge  to  the  government  is  devising  a  system  which  can  prevent  later 
problems  from  developing.    Since  the  requirements  definition  process  is  the  point  of 
maximum  leverage  arxi  the  source  of  many  subsequent  cost  increases,  effective  analysis  at 
this  point  should  prove  effective  in  managing  successful  progreuns. 

Unfortunately,  the  govemment  does  a  poor  job  in  defining  requirements,  and  spends 
an  inordinate  amount  of  time  doing  so.  This  indicates  that  something  is  seriously  wrong 
with  the  requirements  process.     For  example,   GAO  testified  in  March  1994  that  seven 
years  into  the  Tax  Systems  Modernization  project,  the  IRS  stjll  must  define  what  it  wants 
the  system  to  do.   Only  after  the  IRS  figures  out  what  it  wants  its  system  to  do  can  it 
establish  what  kind  of  hardware  and  software  it  wants  industry  to  provide  and  have  a  firm 
idea  of  what  the  system  will  cost.   GAO  remains  concerned  that  the  IRS  is  developing  non- 
compatible  parts  and  continues  to  buy  hardware  without  knowing  how  it  would  fit  into  a 
coherent  system. 

The  IRS  program  is  not  alone.   Many  agencies  have  failed  in  the  front  end  planning 
of  computer  programs.    Inadequately  defining  requirements  was  the  most  frequently 
Identified  problem  in  computer  systems  procurement  that  GAO  has  reported  on  in  the  last 
four  years.   GAO  found  that  agencies  were  trying  to  update  their  computer  systems  before 
they  had  rethought  and  reformed  their  business  practices.    For  example: 

-GAO  has  criticized  the  National  Weather  Service's  nearly  $500  million  Advanced 
Weather  Interactive  Processing  System  (AWIPS)  for  not  having  an  overall  design  or 
EU'chitecture  to  guide  development.    Adequate  planning  couki  have  prevented  AWIPS 
segments  from  being  incompatible  with  each  other.   AWIPS  software  is  written  in 
several  different  computer  languages  and  will  require  a  costly  effort  to  integrate  its 
assorted  segments. 

-The  FAA's  Advanced  Automation  System  was  plagued  by  inadequate  early 
planning.  Program  requirements  were  never  finalized  and  were  continuously 
adjusted  which  resulted  in  unnecessary  added  costs. 

-The  Federal  Crop  Insurance  Corporation  embari<ed  on  a  new  computer  acquisition, 
before  it  clearly  analyzed  its  needs.   This  $62  million  effort  will  result  in  wasted 
dollars  if  proposed  reorganization  within  the  Department  of  Agriculture  changes  the 
crop  insurance  program. 

The  govemment  must  first  make  needed  changes  to  its  processes  and  practices 
before  undertaking  automation  programs.   Successful  computer  purchases  depend  on 
knowledge  of  how  management  wants  its  business  to  work.   Billions  of  dollars  in 
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governmental  efficiency  can  be  gained  through  effective  automation  only  by  first  reforming 
administrative  practices.   Administrative  reform  holds  the  potential  for  significant  savings 
throughout  the  government  and  frees  up  resources  which  can  be  used  more  effectively  for 
other  goals.   One  area  requiring  further  scmtiny  is  the  administrative  cost  associated  with 
official  travel.    For  example,  the  Director  of  the  Defense  Performance  Review  recently 
stated  that  the  Department  of  Defense  spends  more  on  processing  travel  vouchers  than  on 
the  travel  itself~an  estimated  $2.3  billion  to  process  $2  billion  worth  of  travel  vouchers. 
While  this  may  be  an  overstatement,  the  costs  required  to  process  each  voucher  are  still 
significant.    Seventeen  steps  are  required  in  order  to  get  approval  for  travel,  fill  out  and 
review  the  voucher,  pay  the  traveller,  and  finally  audit  the  returns.    Streamlining  the  number 
of  steps  and  then  automating  the  process  hold  the  potential  for  significant  savings  which 
could  be  replicated  in  other  equally  inefficient  governmental  operations. 

In  contrast,  the  government  has  followed  ttie  standard  procedure  of  automating  an 
inefficient  process.    For  example,  the  Department  of  Veterans  Affairs  (VA)  has  been  trying 
for  the  past  ten  years  to  modernize  its  computer  systems  to  reduce  the  numt>er  of  days 
required  to  process  compensation  claims.  The  VA  has  spent  hundreds  of  millions  of  dollars 
and  not  achieved  any  appreciable  reduction  in  processing  time.   It  now  hopes  to  spend 
$206  million  to  reduce  the  processing  time  of  compensation  claims  from  180  days  to  106. 
Two  years  into  the  new  program,  however,  claims  processing  time  has  actually  increased  to 
225  days.    Instead  of  throwing  greater  amounts  of  technology  at  the  problem,  the  VA 
should  look  more  at  the  process  and  determine  why  it  takes  so  long  when  compared  to 
claims  processing  times  of  private  sector  health  care  providers.   These  comparisons  are 
critical,  as  the  VA  proposes  spending  over  $500  million  on  information  technology  for  VA 
hospitals  to  respond  to  changes  in  the  health  care  system. 

The  challenge  in  computer  systems  acquisition  is  focusing  attention  on  these  early 
phases  and  forcing  agencies  to  look  at  why  they  do  things  the  way  they  do.  Too  often,  by 
the  time  the  auditors  find  out  that  agencies  have  not  done  an  adequate  job  planning, 
millions  of  dollars  and  years  of  effort  have  been  wasted.   The  government  is  then  faced 
with  unappealing  options:  write  off  this  wortt  and  start  over,  or  confront  the  inevitable  cost 
and  schedule  increases  to  modify  the  program  and  simultaneously  performing  requirements 
analysis  and  development.    A  smarter  choice  is  to  do  the  job  right  the  first  time. 

The  federal  government  should  explore  more  creative  approaches  to  the  vital  initial 
phases  of  a  program-those  of  identifying  requirements  and  planning  resources.   Senior 
acquisition  officials  have,  however,  told  the  Subcommittee  that  most  agencies  spend  too 
much  time  defining  requirements  for  computer  programs  and  creating  ridiculously  detailed 
requirements.    These  requirements  close  off  options  to  the  government,  such  as  the 
purchase  of  commercial  off-the-shelf  software  which  is  infinitely  cheaper  than  having 
contractors  write  custom  programs.    Requirements  should  be  flexible  and  agencies  should 
explore  ways  to  maximize  usage  of  the  commercial  marketplace.    Agencies  should  look 
more  at  streamlining  their  business  practices  and  designing  their  computer  systems 
requirements  around  these  new  processes.    Independent  evaluators  and  users  of  computer 
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information  should  be  activeiy  involved  in  the  questioning  of  agency  assumptions  and 
requirements.    Most  importantly,  a  trade-off  needs  to  be  made  between  the  features  that 
are  optional  and  those  that  are  ttie  truly  necessary.    Unnecessarily  detailed  requirements 
skew  decisions  towards  developing  a  unique  custom-designed  system  rather  than 
compromising  on  a  convnerdally  available  product  that  meets  the  majority  of  agency  needs. 

Finding  4:  Acquiring  computers  in  Itw  government  taltes  significantly  longer  ttian 
developing  new  technology,  increasing  the  iilcellhood  that  hardware  will  be  obsolete 
once  delivered.   IMhods  to  overcome  this  time-technology  dilemma  malte  a  mocicery 
of  the  idea  of  competition  and  result  hi  excessive  costs. 

Computer  technology  is  developing  rapidly  while  ttie  government's  acquisition 
process  moves  at  a  glacial  pace.  The  txxigeting,  review,  and  contracting  processes  are 
taking  much  tonger  than  the  lime  It  takes  to  develop  new  computer  technology.    The  so- 
called  "Moore  Law,"  which  states  that  processor  technology  will  double  every  18  months, 
has  dominated  the  computer  industry  tor  the  last  two  decades.   But  the  government 
contracting  pace  has  not  been  able  to  keep  up  with  changing  technological  developments. 
According  to  administralion  estimates,  it  takes  the  federal  government  an  average  of  almost 
four  years  to  purchase  computers  compared  to  13  months  in  the  private  sector.  Many  of  the 
reasons  for  the  slowness  of  ttie  computer  procurement  process  reside  with  the  agency  and 
the  time  it  takes  to  conform  with  federal  acquisition  regulations. 

Determining  what  an  agency  will  txjy,  ot>taining  funding  approval  within  the  agency, 
0MB  and  Congress,  preparing  a  contract  solicttalion,  receiving  and  evaluating  bids,  and 
finally  getting  a  contractor  to  work  on  a  program  is  a  long  and  arduous  process.    For 
computer  systems  procurements,  this  is  an  ongoing  effort    Many  different  contracts  and 
txjdgetary  cycles  are  necessary  to  carry  a  program  through  defining  requirements, 
translating  those  requirements  into  concepts,  developing  technology,  validating  that 
technology,  testing  prototypes  and  sut>-systems.  manufacturing  and  integrating  the  final 
product,  and  maintaining  and  operating  the  system.  TNs  takes  years,  and  sometimes 
decades,  of  effort    Meanwhile,  technotogy  is  constantly  changing.    But  even  for  commodity 
systems,  the  current  contracting  process  makes  it  difficult  for  the  government  to  buy  state- 
of-the-art  equipment 

The  process  to  award  a  computer  contract  once  an  agency  has  developed 
requirements  (wfiich  in  itself  takes  years)  and  gained  approval  from  GSA  is  extremely  time- 
consuming.  For  example,  the  Army  was  granted  approval  authority  from  GSA  in  September 
1992  for  its  $1.5  billion  Common  Hardware/Software  II  contract.   A  request  for  proposal  was 
issued  in  April  of  1993  and  awarded  in  Septemt^er  of  1994-25  months,  or  almost  one  and 
one-half  technology  cycles  later.  The  IRS  Senrice  Center  Support  System  request  for 
proposal  was  issued  in  April  of  1992  and  was  expected  to  be  awarded  in  March  of  1995-36 
months,  or  two  technotogy  cycles  later.  The  effect  of  the  length  of  the  contracting  cycle  can 
be  seen  in  a  recent  procurement  conducted  by  the  IRS.  The  Totally  Integrated  Exam 
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System  designed  to  provide  laptop  computers  to  IRS  agents  began  in  1987  and  was  not 
fielded  until  1993. 

Agencies  are  attempting  to  compensate  for  the  lengthy  acquisition  process  by  using 
technology  refresher  clauses  in  their  contracts.  These  clauses  allow  agencies  to  negotiate 
with  the  winning  contractor  to  buy  the  latest  technology.   This  has  several  drawt>acks,  not 
least  of  which  is  that  these  clauses  make  a  mockery  of  the  concept  of  competition  in  federal 
contracting.  Specifically,  the  govemment  undertakes  laborious  and  time  consuming 
competitions  in  order  to  achieve  the  lowest  possible  price  for  goods  and  services. 
Ironically,  the  use  of  technology  refresher  clauses  in  essence  turns  the  process  into  a 
competition  tor  the  right  to  bid  to  the  government  in  a  sole  source  environment.    After  the 
contract  is  finally  awarded,  an  agency  is  faced  with  a  choice  of  taking  delivery  of  okler 
technology  which  is  no  longer  state-of-the-art,  paying  a  potentially  higher  price  for  newer 
technology  without  the  benefit  of  competitive  pressures,  or  starting  all  over  again  with 
another  bidding  process  placing  the  agency  in  a  similar  position  two  years  hence. 
Meanwhile,  the  need  to  spend  appropriated  dollars  forces  agency  action.   Contractors,  on 
the  other  hand,  must  win  the  competitive  bid  to  be  placed  in  a  monopoly  situation.   They, 
therefore,  have  an  incentive  to  t>e  overly  optimistic  on  their  proposals.   The  government 
then  spends  months  or  years  evaluating  proposals  for  fictional  systems  that  most  likely  will 
never  be  developed.  ^ 

Private  industry  has  also  been  challenged  to  incorporate  information  technology. 
There  have  been  failures,  but  also  many  successes.   Differences  apparent  in  private 
industry  computer  development  include  shorter  evaluation  times,  the  use  of  past 
performance  nr>easures  and  commercial  technology,  and  the  scale  of  projects  undertaken. 
The  reduction  of  developmental  risk  is  highly  valued  in  the  private  sector  as  the 
consequences  of  failure  will  be  felt  on  the  bottom  line.   For  example,  United  Airiines 
information  systems  subsidiary  built  its  computer  systems  in  incremental  modules, 
minimizing  the  risks  involved  in  an  "all  or  nothing  strategy."    Federal  Express's  risk 
reduction  strategy  involved  testing  the  feasibility  of  the  technology  of  its  tracking  system, 
developing  and  testing  a  prototype  system,  and  then  implementing  Its  system  in  phases 
within  different  operating  groups.    In  the  government,  however,  there  are  very  few 
incentives  to  limit  risk-the  money  keeps  coming  even  if  the  program  fails,  as  the  need  for 
automation  still  exists. 

After  repeated  failures,  many  agencies  are  throwing  up  their  hands,  admitting  they 
cannot  incorporate  changing  technology  or  manage  on  the  scale  of  typical  govemment 
programs,  and  are  adopting  an  "evolutionary  approach"  to  buying  computers.   This 
essentially  means  that  they  will  meet  their  mission  by  automating  on  an  incremental  basis, 


'On  large  commodity  purchases  this  dilenwna  can  be  overcome  by  the  use  of  ntiltiple 
awards  to  keep  competition  aKve  wtten  negotiating  technology  upgrades.    TTw  option  of  purchasing 
pefsonal  computers  ttirough  what  is  loxwn  as  offloading,  which  lets  an  agency  buy  from  another 
agencies  contract,  can  also  exert  oorrpetitive  pressures  on  the  pricing  of  new  technology. 
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buying  the  latest  technology  and  hoping  that  they  can  integrate  these  systems  with  new 
technology  in  the  ftjture.  In  ttieory,  this  is  achieved  by  adopting  an  "open  system"  approach 
to  buying  computers.  Open  systems  are  essentially  computer  systems  that  are  designed  to 
remain  compatibie  with  ftjture  systems.  The  degree  to  which  open  systems  actually  do  this 
is  questionable. 

While  the  evolutionary  acquisition  approach  has  some  advantages,  such  as  getting 
technology  into  the  field  faster,  it  has  the  serious  drawback  of  making  it  difficult  to  measure 
performance  in  the  traditional  sense  using  cost,  schedule,  and  performance  yardsticks.    For 
example,  the  Patent  and  Trademark  Office  in  the  Department  of  Commerce  is  undertaking 
a  $1  t)illion  effort  to  automate  the  patent  applications  process.   Patent  infonnation  is  a 
strategic  resource  which  has  a  great  bearing  on  our  international  competitiveness. 
Accessing  this  infomrtation  quickly  and  streamlining  the  application  process  could  have  the 
effect  of  speeding  U.S.  products  to  market   Unfortunately,  this  project,  begun  in  1983,  is 
being  overtaken  by  advances  in  technology.    Oversight  has  been  inadequate  and  the 
evolutionary  management  approach  being  used  has  left  costs  and  schedules  uncertain  and 
Congress  with  little  appreciation  of  what  it  is  buying  at  the  end  of  the  program. 

In  recent  years,  the  Navy  has  adopted  evolutionary  acquisition  and  open  system 
approaches  for  its  Copernicus  Command,  Control,  Communications,  Computers,  and 
Intelligence  (C4I)  architecture.    Copernicus  is  designed  to  integrate  future  developments  in 
space  and  electronic  warfare,  warning,  glot>al  communications,  and  ship  board  computing. 
The  Navy  is  trying  to  manage  technotogy  with  quick  turnaround  procurements  every  18 
months  to  keep  up  with  the  technology  cycle.  Other  agencies  such  as  IRS  which  have  a 
critical  ongoing  mission  and  cannot  afford  the  risk  and  down  time  associated  with  converting 
to  a  revolutionary  system  may  opt  for  an  evolutionary  approach. 

Evolutionary  acc^isition  appears  to  be  a  good  approach  for  managing  changing 
technology,  but  there  are  significant  tradeoffs.  Oversight  and  accountability  is  difficult,  as 
oversight  officials  are  always  looking  at  a  moving  target    Evolutionary  acquisition  might  also 
mask  inadequate  requirements  analysis  and  planning,  leaving  it  to  the  next  generation  of 
mangers  the  challenge  of  making  it  all  work.   An  evolutionary  approach  may  also  encourage 
agencies  to  hoM  on  to  ttieir  legacy  systems  for  a  longer  period  than  is  pmdent  costing  the 
government  more  ttian  is  needed  to  maintain  and  operate  these  old  systems.   Thus, 
oversight  must  focus  first  on  overall  agency  plans  or  systems  architecture.    Modules  being 
incrementally  developed  to  fit  into  the  architecture  should  be  reviewed  for  traditional  cost, 
schedule,  and  performance  measures.   Significant  problems,  such  as  a  50  percent  deviation 
from  program  estimates,  should  result  in  immediate  cancellation  of  the  OKKlule. 

If  adequate  oversight  can  be  ensured,  evolutionary  approaches  hold  the  potential  for 
the  government  to  turn  away  from  the  mamnroth,  unmginageable  systems  of  which 
government  agencies  have  t)ecome  enamored.    Goals  and  objectives,  ideas,  concepts, 
streamlined  business  practices,  and  requirements  can  be  transformed  into  sequentially 
developed,  manageable  sub-systems  designed  to  remain  compatible  with  the  next  phase  of 
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the  program.    Given  the  track  record  of  federal  computer  systems  development,  it  makes  a 
lot  of  sense  for  the  government  to  scale  back  its  grandiose  plans  and  focus  on  smaller 
projects. 


Finding  5:  The  current  approach  to  computer  systems  procurement  Is  dated  and 
takes  little  account  of  the  competitive  and  fast  changing  nature  of  the  now  global 
computer  Industry. 

In  addition  to  operating  within  the  inefficient  federal  acquisition  process,  government 
computer  purchasers  have  an  eujditiona!  bureaucratic  system  to  maneuver  through  which 
causes  further  delays  and  impedes  success.   This  additional  system  was  created  by  a  1965 
law  known  as  the  Brooks  Act.  The  Act  provides  a  unique  legal  and  regulatory  framework 
for  computer  purchases,  but  represents  a  process  designed  during  the  1960s  IBM- 
dominated  mainframe  era.    In  practice,  this  system  divides  responsibility  for  information 
management  and  technology  between  0MB,  GSA,  the  National  Institute  of  Standards  and 
Technology  (NIST),  and  individual  executive  agencies.   0MB,  GSA  and  NIST  formulate 
policies,  procedures,  and  standards  and  monitor  the  agencies.   All  federal  agencies  are 
responsible  for  acquiring,  managing,  and  using  their  information  resources  in  an  efficient 
and  effective  way. 

The  Brooks  Act  evolved  as  a  response  to  cases  of  agency  mismanagement, 
concerns  about  downtime  when  costly  mainframe  government  computers  were  not  in  use, 
and  indecision  as  to  the  merits  of  leasing  or  purchasing  computer  equipment.    The  Act 
sought  corrective  measures  within  a  narrow  scope.   GSA  was  to  become  a  clearing  house 
for  what  comprised  90  percent  of  all  government  mainframe  computer  purchases-the 
commodity  computers  of  the  day.    GSA's  oversight  role  was  limited  and  agencies  retained 
a  great  deal  of  autonomy  over  their  procurement  decisions.  GSA  was  not  to  determine  the 
requirements  of  agencies.    The  emphasis  was  on  centrally  buying  computers  and  then 
sharing  them.    A  certain  degree  of  naivety  toward  emerging  technology  existed  as 
evidenced  by  the  analysis  that  GSA  was  well  suited  for  the  task,  since  sharing  computer 
time  would  be  similar  to  operating  an  interagency  car  pool.   At  the  time  GAO  believed  there 
was  absolutely  no  difference  between  buying  computers  and  GSA's  purchase  of  "minerals, 
precious  stones,  automot>iles,  and  every  kind  of  equipment  imaginable." 

Some  confusion  over  responsibility  arises  from  the  fact  that  Congress  enacted  the 
Brooks  Act  to  make  the  GSA  responsible  for  the  procurement  of  data  processing  services 
and  equipment.   The  Brooks  Act  authorizes  the  Administrator  of  the  GSA  to  coordinate  and 
provide  for  the  purchase,  lease,  and  maintenance  of  federal  "automatic  data  processing" 
(ADP)  resources.   The  Act  broadly  defines  ADP  to  include  computers,  accessory 
equipment,  software,  and  related  support  services.   In  1986,  the  Brooks  Act  was  amended 
to  include  communications  equipment  in  the  definition  of  ADP.  At  first  glance,  it  would 
appear  that  GSA  is  firnily  in  charge  and  that  any  problems  with  computer  procurement 
should  be  laid  at  the  door  of  GSA,  but  diffused  responsibilities  results  in  finger  pointing 
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between  GSA,  OMB,  and  the  agencies  when  systems  go  wrong. 

Although  the  law  states  that  GSA  is  responsible  for  managing  federal  computer 
acquisition,  the  Minority  Staff  agrees  with  the  House  Committee  on  Government  Operations 
determination  in  its  1993  report  on  "Managing  the  Federal  Government"  that  GSA  has 
become  a  oibber  stamp  reviewing  authority.    In  practice,  for  most  computer  purchases,  the 
buying  agencies  have  real  authority  and  responsibility,  with  GSA  serving  as  a  bureaucratic 
hurdle  to  overcome.    GSA's  approvals  come  long  before  the  serious  problems  with  a 
program  surface.   GSA  is  attempting  to  reform  itself  and  focus  on  serving  its  legally  defined 
function,  but  has  not  yet  applied  the  resources  to  do  the  job  successfully. 

The  federal  government  needs  to  periodically  review  the  process  for  buying  computer 
systems  and  mal<e  changes  where  appropriate.    Three  decades  later,  the  Brooks  Act 
appears  increasingly  anachronistic  in  an  era  of  small,  low  cost,  desktop  computers,  rapidly 
changing  technology,  numerous  suppliers,  easy  access  to  the  computer  martlet,  the 
emergence  of  multi-media  technology,  and  the  dawn  of  the  information  highway.   While  the 
government  is  the  largest  single  buyer  of  computers,  in  the  aggregate,  private  industry  now 
dominates  the  computer  mari<et.   Technology  has  grown  by  leaps  and  bounds;  computing 
power  is  cheap  while  uniquely  developed  software  now  drives  costs;  and  time-share 
management  of  computing  power  is  increasingly  archaic.   Some  things  have  remained  the 
same:  agencies  still  do  an  unsatisfactory  job  of  buying  computer  systems. 

At  the  time  of  the  Brooks  Act,  the  federal  govemment  was  the  dominant  buyer  in  the 
computer  maritet.    In  1965,  the  federal  government  spent  the  equivalent  of  $4.6  billion  in 
1994  dollars  on  computer  systems  comprising  62  percent  of  the  entire  computer  industry's 
revenue  for  that  year."  The  federal  government's  martlet  share  has  now  dropped  to  3.5 
percent  of  computer  industry  revenues.   As  a  result,  the  enormous  leverage  that  the 
government  had  in  this  mari<et  has  diminished  and  computer  firms  are  targeting  their  new 
products  to  the  private  sector.   In  fact,  many  large  firms  do  not  sell  commercial  products  to 
the  govemment  because  of  the  vast  amount  of  paperwort<  and  reporting  requirements. 

Technology  has  changed  dramatically  since  1965.   One  of  the  standard  government 
computers  of  the  era,  the  IBM  7090.  was  a  so-called  second  generation  computer  which 
marked  the  transition  from  vacuum  tube  to  transistor  technology.    Microprocessors  and 
integrated  circuits  were  stilt  on  the  horizon.   Once  computers  were  stand  alone  gigantic 
calculators  (less  powerful  than  a  Nintendo  entertainment  center)  and  were  used  by 
physicists  to  simulate  nuclear  explosions  and  cryptologists  to  crack  communist  codes.   But 
developments  in  the  defense  field  required  electronics  to  become  smaller-paving  the  way 
for  the  movement  from  the  vacuum  tube  to  the  transistor  and  the  development  of  the 


'According  to  GAO,  this  figure  did  not  include  'amounts  for  equipment  used  in  unique 
military  applications  and  certain  dassiTied  activities  of  the  Department  of  Defense.'  Thus,  the 
federal  government's  share  of  the  1965  conputer  martlet  was  even  greater.  possit}ly  as  high  as  85 
percent  of  the  market. 
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integrated  circuit.   The  computer  chip  has  heralded  a  new  revolution  of  uses  for  information 
and  erased  the  boundaries  between  what  was  once  defined  as  the  computer, 
communications,  and  entertainment  industries.   The  microchip  is  ubiquitous  and  is  found  in 
automobiles,  toys,  televisions,  cameras,  themnostats,  and  calculators.    In  fact,  with  today's 
merging  of  telephones,  computers,  and  televisions,  as  well  as,  the  emergence  of 
microprocessors  in  many  products,  it  is  difficult  to  define  what  is  classified  as  ADP  and 
subject  to  the  Brooks  Act. 

Technology  is  advancing  at  a  rapid  pace,  driving  down  the  costs  of  computing.    In 
the  last  several  years,  every  dimension  of  the  computer  industry  has  changed  several 
times.   For  example:  product  cycles  in  the  industry  have  been  reduced  from  years  to 
months;  costs  have  been  dropping  20  to  40  percent  a  year,  while  product  performance  has 
been  increasing  20  to  40  percent  a  year;  and  pricing  changes  -  in  a  downward  spiral  for  10 
to  15  years  -  are  sometimes  made  daily.    The  personal  computer  and  mini-computer 
markets  are  extremely  competitive  as  companies  fight  for  market  share.  Distributed 
computer  systems  using  numerous  powerful  personal  computers  linked  in  networks  are 
replacing  centralized  computing  systems  built  around  larger  mainframe  computers.  With  a 
vast  increase  in  computing  capability,  the  old  distinctions  between  personal  computers  and 
the  more  expensive  minicomputers  are  vanishing,  and  the  mainframe  computer  market  is  in 
steep  decline. 

The  government  should  be  able  to  take  advantage  of  technological  and  economic 
changes  when  buying  computer  systems.  Unfortunately,  it  has  been  much  slower  than  the 
private  sector  to  recognize  this  opportunity  and  is  in  danger  of  being  left  behind.  The 
decentralized  and  competitive  computer  industry  is  clearly  more  attuned  to  small  buyers 
than  was  the  old  IBM-dominated  mainframe  computer  martlet.    Changes  in  the  computer 
industry  are  prompting  many  agencies  to  call  for  corresponding  changes  in  federal 
computer  acquisition  policy.   It  was  recognized  at  the  hearings  before  the  enactment  of  the 
Brooks  Act  that  the  act  would  need  to  be  periodically  revisited  and  amended  to  cope  with 
new  problems  and  opportunities.    Such  a  review  is  presently  needed.    The  challenge  to  the 
govemment  is  designing  a  system  that  can  achieve  the  objectives  of  the  Brooks  Act- 
effective  oversight,  competition,  and  fairness  within  the  constraints  of  technology  that 
require  procurements  to  be  made  in  less  than  18  months. 

Finding  6:  The  current  acquisition  process  is  inflexibie,  bureaucratic,  wastefui,  and 
over-regulated. 

The  Oversight  Subcommittee  contacted  over  50  federal  departments,  agencies, 
Ixjreaus,  or  offices  for  their  input  on  computer  related  acquisition  problems  and  potential 
solutions.   Among  other  questions,  each  organizeition  was  asked  to  name  the  major 
problem  in  computer  procurement  and  asked  to  provide  a  potential  solution. 
Overwhelmingly,  the  number  one  response  of  the  various  agencies  was  tfiat  acquiring 
computer  resources  takes  more  time  than  is  reasonably  necessary.  Agencies  fear  being 
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unable  to  buy  the  newest  commercially  available  equipment  because  of  the  time  required 
for  bureaucratic  reviews.  One  agency's  unofficiaJ  description  of  the  federal  computer 
acquisition  process  is  "delivering  yesterday's  technology  tomorrow."  Agencies  stated  that 
the  primary  reeisons  for  the  slowness  of  the  current  process  are: 

-GSA's  process  of  delegating  procurement  authority  is  too  complicated  or 
takes  too  much  time. 

-The  Federal  Information  Resources  Management  Regulations  are  too 
complex  and  computer  acquisition  is  overregulated.  ° 

-GSA's  multiple  award  schedules  lack  flexibility  and  are  cumbersome  to  use. 

-An  excessive  amount  of  paperwork  and  justification  is  necessary  to  acquire 
computers,  exceeding  what  an  agency  goes  through  to  buy  a  like  dollar  amount  of 
other  types  of  equipment. 

-Too  many  agency  and  GSA  reviews  are  conducted. 

-The  government  is  open  to  bad  faith  or  frivolous  protests  which  further 
delays  the  buy  (see  Rnding  7). 

One  unique  segment  of  the  computer  contracting  process  which  has  received  a  lot  of 
agency  criticism  is  the  Delegation  of  Procurement  Authority  (DPA)  process.  Agencies  can 
buy  satellites,  lasers,  and  aircraft  on  their  own,  but  are  not  tmsted  to  buy  computers  and 
must  go  through  GSA  to  do  so.  This  process  is  much  the  same  for  agencies  buying  unique 
systems  or  personal  computers.  The  GSA  Administrator  exercises  authority,  under  the 
Brooks  Act,  by  either  directly  acquiring  computers  or  granting  authority  to  federal  agencies 
to  purchase  computers  in  the  maritetplace.  GSA  uses  DPA's  to  selectively  delegate  to 
other  federal  agencies  this  authority  to  buy  or  lease  computer  systems.   An  agency  must 
request  a  delegation  for  large  computer  purchases.   Typically,  GSA  reviews  and  approves 
the  buying  agency's  acquisition  strategy  and  solicitation  documents  before  granting  a 
delegation.    GSA  also  grants  "blanket"  delegations  which  give  agencies  a  dollar  limit  within 
which  the  agencies  may  buy  or  lease  computer  systems  without  prior  GSA  approval. 
Currently,  blanket  delegations  are  set  at  $2.5  million  for  most  agencies. 


The  Brooks  Act  also  authorizes  GSA  to  prepare  and  maintain  the  Federal  Information 
Resources  Management  Regulation  (FIRMR)    which  applies  to  the  creation,  maintenance  and  use 
of  federal  records  and  ttie  acquisition,  management  and  use  of  computer  resources  by  federal 
agencies.    The  FIRMR  includes  agency  PBgulations  that  implement  or  supplement  It.   The  FIRMR 
Is  used  along  with  the  Federal  Acquisition  Regulations  (FAR),  which   apply  to  the  acquisition  of 
many  types  of  supplies  and  services.    Unless  spedflcally  stated  otherwise  in  the  FIRMR,  the 
guidance  in  the  FIRMR  is  in  addition  to,  not  in  keu  of.  the  FAR  policy  and  procsdutes. 
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Most,  but  not  all,  defense  computer  systems  are  exempt  from  the  DPA  process  and 
the  Brooks  Act.   In  1 982,  the  Act  was  amended  by  the  "Warner  Amendment"  to  exclude  a 
large  class  of  DOD  procurements  from  the  GSA's  approval  authority.    The  Warner 
Amendment  exempted  DOD  procurements  of  computer  systems  which  are  used  for 
intelligence,  code-breciking,  command  £ind  control  of  military  forces,  and  part  of  a  weapons 
systems.   Computers  used  by  DOD  for  routine  administrative  and  business  applications  are 
not  exempt  from  GSA  authority.    Defense  computer  acquisition  personnel  stated,  however, 
that  the  Wamer  Amendment  is  very  narrowly  interpreted,  so  many  of  the  purchases  that 
seem  to  meet  the  exemption  still  must  go  through  GSA  to  get  a  delegation. 

In  theory,  delegations  allow  GSA  to  focus  its  acquisition  expertise  on  programs 
where  it  is  needed  rTX>st  but  all  of  the  troublesome  major  computer  systems  described  in 
this  report  complied  with  current  delegation  requirements.    GSA  and  the  buying  agencies 
were  unable  to  keep  these  progran^  within  cost  and  on  schedule.   This  calls  into  question 
the  value  of  the  delegation  process.   Is  it  merely  a  data  collection  exercise,  and  if  so,  where 
and  when  is  the  govemment  using  the  data?  And  does  the  cost  of  collecting  this  data 
exceed  the  benefits? 

The  delegation  process  requires  between  45  and  90  days.   While  this  may  not  be 
long  compared  to  the  budgetary  and  contracting  processes,  this  exercise  is  of  questionable 
value.    In  a  10-year  systems  procurement,  this  time  is  merely  a  hindrance,  but  for  the 
purchase  of  time-sensitive  commodity  computers,  three  months  on  top  of  other  delays 
inherent  in  the  contracting  process  impacts  the  government's  ability  to  receive  the  latest 
technology  in  a  timely  manner. 

GSA  has  little  authority  and  less  enforcement  ability  through  the  DPA  process.  Last 
year,  GSA  approved  716  delegations  totaling  almost  $20  billion,  and  denied  84  with  a  value 
of  $1 .4  billion.  The  Minority  Staff  has.  however,  been  told  that,  in  general,  most  denials  are 
not  for  substantive  reasons  and  are  evenhjally  resubmitted  and  approved.  In  almost  all 
cases,  procurements  are  not  stopped-just  delayed  for  filing  the  wrong  form.    In  fact,  under 
provisions  of  the  Brooks  Act,  the  GSA  cannot  impair  or  interfere  with  individual  agency 
determinations  of  their  computer  systems  requirements.  Including  the  development  of 
specifications  for  and  the  selection  of  the  types  and  configurations  of.  equipment  needed.  If 
GSA  denies  an  agency  procurement  request,  the  denial  is  subject  to  review  by  0MB.   Many 
computer  systems  problems  Initially  derive  from  Inadequate  requirements  definition.    If  GSA 
cannot  impact  on  these  requirements  and  system  planning,  the  Brooks  Act  is  irrelevant  to 
successful  computer  system  procurements.  There  is  no  correction  for  agencies  that  are  not 
doing  an  adequate  job  of  front-end  planning.    Without  this  check,  the  promise  of  centralized 
oversight  remains  unfulfilled. 

Still,  the  present  debate  focuses  on  merely  changing  delegation  levels  rather  than  on 
questioning  the  adequacy  of  ttie  process.   After  proposing  higher  blanket  delegation  levels, 
the  GSA  Administrator  has  been  advocating  that  GSA  will  "delegate,  but  not  abdicate," 
implying  that  GSA  will  hoW  back  DPA  authority  based  on  agency  past  performance  in 
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buying  computer  technology.  This  raises  three  c^stions:  How  will  GSA  measure  past 
performance?    Can  GSA  perform  this  function  without  tooking  at  requirements?  And  are 
GSA's  personnel   qualified  to  make  this  determination?    Based  on  past  experience,  it  does 
not  appear  GSA  is  up  to  this  task.   In  practice,  procurements  are  already  decentralized,  but 
agencies  will  still  need  to  come  to  GSA  to  check  off  their  forms.   It  is  a  puzzling  system. 
Agencies   must  ask  permission  to  buy  computers  from  GSA  first,  but  GSA  does  not  really 
have  the  power  to  say  no.  This  may  be  changing  given  GSA's  recent  proposal  to 
"encourage"  troubled  programs  to  take  a  time  out  and  review  their  program. 
Encouragement  would  be  supplied  by  capping  delegations  at  the  level  of  funds  already 
spent-putting  a  hold  on  all  new  contracting  action  in  a  program.  This  type  of  review  process 
may  be  helpful  to  stop  programs  ttiat  are  already  In  trouble,  but  the  delegation  process 
does  little  in  the  way  of  preventing  these  programs  from  going  awry  in  the  first  place. 

While  the  delegation  process  is  not  providing  for  effective  oversight,  there  is 
reluctance  to  abolish  it.  National  Performance  Review  and  GSA  proposals  to  increase  DPA 
blanket  levels  will  do  nothing  to  solve  this  contradiction,  except  they  do  hold  out  the 
possibility  that  if  the  levels  are  raised  high  enough  the  system  will  wither  away.  The 
government's  primary  focus  should  be  on  improving  agency  computer  management  while 
creating  effective  oversight  to  help  the  agencies  pursue  their  goals.   Buying  agencies  of  alt 
sizes  have  a  direct  interest  in  ensuring  that  their  comr^Jter  systems  acquisitions  are  handled 
in  an  efficient  and  effective  manner.   They  should  be-the  money  spent  for  computer 
systems  comes  from  their  budgets;  not  from  GSA.   If  agencies  continue  to  make  bad 
purchases,  Congress  needs  to  explore  what  can  be  done  to  remove  the  obstacles  that 
stand  in  the  way  of  good  procurement  and  provkle  for  effective  rather  than  Illusory  oversight 
focusing  on  agency  requirements  and  planning  rather  than  on  complying  with  bureaucratic 
reporting  standards. 

Finding  7:  Protests  and  the  threat  of  protests  add  further  delay  and  costs  to 
purchasing  computer  systems. 

Computer  contractor  protests  are  a  growth  industry,  generating  much  wori<  for 
lawyers  and  bureaucrats,  but  exacting  a  heavy  toll  on  the  govemment's  ability  to  acquire 
desperately  needed  computer  systems  in  a  tinrtely  manner.    Managing  the  threat  of  bid 
protests  is  standard  operating  procedure  in  federal  computer  system  buys.   There  are 
incentives  for  contractors  to  lodge  protests  based  on  strategic  business  reasons  as  it  makes 
rational  economic  sense  to  exhaust  every  possible  alternative  to  win  a  contract.  The  costs 
to  the  federal  government  from  computer  protests  include  millions  of  dollars  in  court  and 
personnel  costs  and  schedule  delays.  Worse  yet,  delays  cause  the  govemment  to  suffer 
greater  obsolescence  of  purchased  systems  or  a  costly  renegotiation  with  the  winning 
contractor  to  obtain  the  latest  technology.   According  to  agency  officials,  in  an  attempt  to 
avoid  possible  protests,  some  agencies  may  actually  compromise  legitimate  requirements. 
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In  1984,  the  Brooks  Act  was  amended  by  the  Competition  In  Contracting  Act  of  1984 
to  give  the  General  Services  Board  of  Contract  Appeal  (GSBCA)  jurisdiction  over  t)id 
protests.    This  action  also  gave  the  GSBCA  discovery  authority  beyond  that  aveuiable  to 
GAO-the  venue  for  hearing  most  other  non-computer  bid  protests  in  the  government.  This 
authority  allows  tt>e  original  protest  issue  to  be  expanded  by  allowing  protestors  to  go  on 
"fishing"  expeditior^  to  identify  other  areas  where  the  agency  may  have  made  a  mistake. 
Given  the  complexities  of  procurement  law  and  the  ability  of  protestors  to  focus  vast 
amounts  of  legal  expertise  on  finding  fault  with  agency  procurements,  it  is  not  surprising 
that  many  of  these  efforts  are  successful.   The  GSBCA's  bid  protest  jurisdiction  was  to  be  a 
three-year  experin>ent,  but  this  jurisdiction  was  made  permanent  in  the  Paperwork 
Reduction  Act  reauthorization  in  1986.^° 

Agencies  raised  serious  questions  about  the  role  of  the  GSBCA  in  computer  systems 
procurement.  A  postage  stamp  investment  can  put  a  multi-million  dollar  procurement  on 
hold.  The  primary  concerns  over  the  process  were  added  costs  and  delays  to  the  program. 
For  example,  the  Army  pays  almost  ten  tinges  the  cost  to  defend  a  protest  at  GSBCA  than 
for  protests  lodged  with  GAO.   Protests,  according  to  agency  officials,  have  the  effect  of 
stopping  innovative  and  streamlined  procurement  approaches.    In  1991,  the  Air  Force 
attempted  to  buy  a  large  number  of  desktop  computers  using  a  streamlined  acquisition 
approach  where  vendors  were  encouraged  to  submit  innovative  solutions.   The  goal  was  to 
encourage  competition  using  minimum  contract  language  while  expediting  the  award.  Prior 
to  protests,  the  Air  Force  experiment  cut  seven  months  off  the  process.   The  buy  was, 
however,  bogged  down  by  numerous  protests  over  two  years  by  a  number  of  vendors, 
some  of  whom  seemed  determined  to  block  any  award  not  going  to  themselves. 

One  has  to  question  the  original  premise  of  the  GSBCA  protest  provision.   Why  is 
computer  acquisition  so  different  that  it  requires  a  separate  more  comprehensive  protest 
authority  than  other  federal  acquisitions?   It  cannot  be  technological  sophistication,  as 
contractors  for  projects  with  technologies  of  equal  or  greater  sophistication  (such  as  lasers, 
medical  equipment  aircraft,  and  satellites)  take  their  cases  to  GAO.  And.  even  if  a  case 
can  be  made  for  distinctness,  is  the  cost  of  this  unique  protest  process  worth  the  benefits? 

The  aggregate  costs  of  protests  are  significant  and  derive  from  court  proceedings, 
delays  to  the  program,  the  use  of  outmoded  equipment,  the  need  to  deal  with  an  incumbent 
contractor  (presumably  at  a  higher  cost  than  the  new  contractor),  and  opportunity  costs  of 
tying  up  the  agencies  procurement  personnel  preparing  for  an  agency  defense  against  the 
protest.    For  example,  the  Departn^ent  of  Commerce  estimated  it  spent  around  $1  million 
dollars  to  defend  a  protest  for  a  recent  $12.3  million  pnscurement.    In  addition  to  tying  up 
agency  personnel,  the  govemment  incurs  productivity  losses  based  on  the  delay  in 
receiving  much  needed  equipment.    In  another  example,  the  Department  of  Labor  estimated 


'°DOD  acquisitions  of  computers  are  sut>iect  to  protest  before  the  GSBCA  if  DOD's  auttwrlty 
for  ttiat  acquisition  is  not  one  of  the  classes  of  oonputer  systems  specifically  excluded  by  ttie 
Warner  Amerxlment. 
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that  it  lost  over  $300,000  in  productivity  gains  due  to  delays  by  four  separate  protests. 
Delays  to  the  program  also  bring  on  the  use  of  the  inevitable  technology  refresher  clauses 
which  drive  up  computer  costs  by  forcing  the  government  to  buy  nev.'  technology  from  a 
sole  source  after  the  protest  is  completed. 

While  protests  at  GSBCA  take  60  days  or  longer  to  resolve,  the  greatest  delays 
derive  from  the  threat  of  protests  on  the  contracting  process.   Agencies  contend  that  the 
contracting  process  is  lengthened  (even  In  those  contracts  not  protested)  by  the  need  to  go 
to  extraordinary  lengths  to  avoid  any  actions  that  might  draw  a  protest.    Some  agencies 
have  even  given  up  buying  computers  on  their  own  and  are  contracting  this  function  out  to 
other  government  organizations.    GSA's  Federal  Computer  Acquisition  Center  (FEDAC)  has 
taken  on  the  role  of  guiding  the  nwst  cfifficult  procurements  through  to  completion, 
presumably  without  being  protested.    But,  on  the  Forest  Service's  recent  $276  million 
Project  615  procurement,  FEDAC  lost  a  protest  and  the  program  is  back  to  square  one. 
One  GSA  official  has  obsen/ed  that  the  stress  built  into  procurements  to  avoid  protests  is 
driving  contracting  officers  to  leave  government  service  or  to  position  themselves  to  never 
again  conduct  computer  procurements. 

Merely  threatening  a  protest  can  be  very  lucrative  for  firms,  even  for  those  who  have 
no  chance  of  winning  a  contract.    Faced  with  potential  cancellation  or  delay  to  the  program 
from  legal  maneuverings,  agencies  have  been  known  to  pay  what  is  called  "Fedmail."   In 
Fedmail,  the  agency  pays  the  costs  firms  supposedly  had  incuned  in  pursuing  a  protest  in 
exchange  for  the  firm  dropping  its  protest  and  participation  in  the  procurement.    This  allows 
the  award  to  proceed  without  challenge.   To  escape  the  burdens  of  the  protest  process,  the 
federal  government  is  forced  into  what  even  the  GSBCA  has  termed  as  "buying  off  the 
protester."  There  have  also  been  disturtiing  allegations  that  winning  contractors  have  been 
forced  to  pay  off  losing  contractors  to  keep  them  from  protesting  the  award. 

While  the  GSBCA  protest  process  arguably  instills  discipline  and  compliance  with 
existing  procurement  law,  regulatory  compliance  seems  more  important  than  results.   The 
bureaucratic  process  reigns  supreme  and  the  costs  of  compliance  may  exceed  the  benefits. 
When  buying  time  sensitive  computer  technotogy,  government  procurement  personnel  must 
be  extremely  meticulous  in  the  acquisition  to  ensure  that  it  does  not  slip  up  on  some  legal 
technicality.    Only  computer  purchasers  are  heM  to  these  exalted  standards.    Instead  of 
wrapping  ourselves  in  restrictive  laws  and  regulations  which  are  counterproductive  to  buying 
systems  that  are  desperately  needed  in  government,  perhaps  it  is  time  to  simplify  the 
process. 

What  should  be  the  exception  has  now  become  the  rule,  as  agencies  factor  in  the 
inevitable  protest  time.  The  expectation  of  protests  are  so  great  that  the  Army  adds  four 
months  to  computer  procurement  schedules  in  anticipation  of  delays  from  protest.   The 
Office  of  Federal  Procurement  Policy  has  even  endorsed  this  planning  as  a  way  to 
overcome  some  of  the  costs  derived  from  the  protest  process  even  though  this  process  will 
eventually  lead  to  the  government  negotiating  technology  refresher  clauses  with  monopoly 


371 


24 


contractors.    Until  the  protest  process  is  further  reformed,  computer  procurement  will 
continue  to  be  delayed  and  taxpayers  will  continue  to  pay  mounting  legal  fees  and 
opportunity  costs. 


Rnding  8:  The  General  Services  Administration  cannot  do  tt>e  Job  It  is  mandated  to 
do  tMcause  of  a  ladt  of  resources  and  an  emphasis  on  process. 

GSA  has  a  unique  role  in  Federal  computer  acquisition-it  is  the  one  agency 
designated  by  the  Brooks  Act  as  the  federal  procurement  expert,  charged  to  "coordinate 
and  provide  for  the  economic  and  efficient  purchase,  lease,  and  maintenance  of  ADP  by 
Federal  agencies.'   The  effectiveness  of  GSA  comes  into  question,  given  the  cost  overruns 
and  schedule  slippages  ttiat  have  occurred  in  some  of  the  federal  govemment's  largest 
computer  acquisitions.     The  fiction  of  centralized  control  of  computer  systems  acquisition  is 
uncovered  by  an  examination  of  these  troublesome  acquisitions.    If  GSA  had  real  authority, 
it  could  have  intervened  and  guided  agency  acquisitions  to  successful  outcomes.    But 
without  the  power  to  control  the  budget,  requirements,  and  procurement  of  system 
acquisitions.  GSA  is  a  paper  tiger  that  slows  down  both  good  and  bad  acquisitions,  but 
cannot  stop  them. 

Even  if  it  had  the  authority,  GSA's  acquisition  experts  are  often  spread  too  thin, 
resulting  in  a  watered-down  approval  process  consisting  of  an  after-the-fact  checkoff  of 
completed  forms  and  studies.    If  Congress  should  decide  to  continue  with  a  trend  in  the 
centralization  of  computer  procurement,  GSA  should  maintain  its  position  under  the  Brooks 
Act  as  the  chief  agency  responsible  for  computer  systems  only  if  it  radically  changes  how  it 
implements  this  responsibility.    GSA's  staff  is  currently  overstretched  to  provide  the  kind  of 
oversight  envisioned  in  current  law. 

It  is  also  questionable  whether  GSA  has  the  expertise  to  guide  computer  systems 
procurement    GSA  has  been  just  as  inefficient  in  buying  its  own  computer  systems  as 
those  in  the  agencies  it  oversees.   For  example,  GSA's  current  management  information 
systems  at  the  Public  Buikjing  Service  are  antiquated  and,  according  to  GAO,  cannot  even 
provide  t)asic  data  on  program  costs.  GSA  is  presently  on  its  second  attempt  to  modemize 
these  systems  and  it  is  uncertain  whether  they  will  succeed.   0MB  has  identified  GSA's 
managenf)ent  of  its  own  computer  purchases  as  a  high  risk  program  merits  high  level 
attention  by  Congress  and  the  agency.   GAO  has  called  for  a  reorganization  of  GSA's 
computer  purchasing  organization  and  greater  top-management  involvement 

GSA  currently  oversees  other  agencies'  computer  purchases  through  the  Information 
Resources  Managenr>ent  Service  (IRMS).   IRMS  is  a  1,100  person  organization  that  writes 
the  computer  purchasing  pofiaes  covering  virtually  all  federal  agencies,  reviews  agencies' 
procurement  requests,  conducts  agency  management  reviews,   and  othenAnse  trains  and 
advises  federal  agencies  once  they  conckide  they  need  to  buy  computer  systems.   The 
IRMS  conducts  on-site  reviews  of  alt  major  agency  systems  programs.    It  also  provkles 
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training  to  buying  agencies,  and  works  with  the  buying  agencies'  in-house  computer  support 
organizations  to  train  their  personnel.  Finally,  the  IRMS  also  maintains  the  multiple-award 
schedule  service  which  provides  government  buyers  with  contracts  for  commodity 
computers  at  negotiated  prices. 

GAO  studied  the  GSA  branches  that  oversee  federal  computer  expenditures  and 
found  them  to  be  understaffed,  overworked,  and  subject  to  high  employee  turnover. 
Analysts  in  the  branch  responsible  for  delegations  worked  as  many  as  13  cases  at  once, 
affecting  many  millions  of  the  taxpayers'  dollars  simultaneously.    The  staff  responsible  for 
management  reviews  was  frequently  involved  with  up  to  four  reviews  at  one  time.   GAO 
concluded  that  the  IRMS  needed  to  reallocate  its  resources  to  serve  its  customers-the 
agencies-better.    Although  progress  has  been  made  by  GSA  since  GAO's  report, 
significant  new  resources  have  not  been  directed  into  these  branches. 

Only  45  people  are  responsible  for  the  delegations  and  review  processes.   This 
explains  why  agencies  view  their  dealings  with  GSA  as  a  bureaucratic  ordeal,  not  because 
of  the  quality  of  the  personnel,  but  because  of  the  workload  and  the  time  it  takes  to  process 
a  delegation.  Only  30  people  are  responsible  for  $27  billion  a  year  in  delegations.  With  such 
demands  on  their  time,  and  multi-million  dollar  procurements  being  heW  up,  it  is  no  wonder 
that  this  has  evolved  into  a  process-driven  exercise. 

CONCLUSIONS 

The  failure  to  spend  federal  computer  funds  In  an  efficient  manner  should  cause 
Congress  to  pause  before  approving  any  new,  large  infomiation  technology  endeavors. 
Although  the  National  Performance  Review  (NPR)  has  focused  attention  on  the  need  for  the 
government  to  use  information  effectively,  it  is  first  necessary  for  management's  attitudes 
towards  using  and  buying  technology  to  change.  The  NPR  has  outlined  a  number  of 
projects-from  depositing  entitlement  checks  electronically  into  the  bank  accounts  of 
beneficiaries  to  using  information  technology  to  enhance  govemment  productivity  and 
efficiency-that  government  computers  should  be  able  to  accomplish.   While  the  private 
sector  has  employed  these  technologies  successfully,  the  government  is  not  yet  prepared  to 
do  so. 

The  "Information  Superhighway"  has  captivated  the  imaginations  of  many  in 
govemment  and  industry.  The  problem  with  this  information  vision  is  simple:  a  govemment 
that  cannot  effectively  modernize  its  existing  systems  or  efficiently  buy  new  ones  cannot 
lead  the  American  people  to  a  new  information  "promised  land."  In  fact,  govemment 
computer  systems  are  so  antiquated  that  the  govemment  may  not  even  be  able  to 
participate  effectively  in  the  information  superhighway,  let  alone  take  a  leadership  role  in  its 
development.    Instead  of  developing  futuristic  plans,  the  federal  govemment  should 
concentrate  on  the  more  mundane  tasks  of  solving  its  accounting  and  management 
systems  problems  and  procuring  govemment  computers  in  a  cost  effective  manner.    In 
response  to  market  forces,  the  private  sector  is  currently  building  an  elat>orate  and 
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sophisticated  information  and  communications  network.    It  is  questionable  whether  the 
government  can  add  efficiency  and  economic  value  to  this  enterprise  except  through  greater 
deregulation. 

Obtaining  and  keeping  qualified  personnel  to  perform  federal  computer  systems 
procurement  is  a  serious  problem.   There  are  many  dedicated  and  capable  people  in 
government  procurement,  but  it  is  difficult  to  recruit  and  retain  other  qualified  and 
experienced  program  and  contracting  personnel  because  the  mari<et  for  computer  systems 
program  and  procurement  professionals  is  highly  competitive.  The  government  does  not  pay 
its  personnel  comparable  to  what  industry  pays  its  program  managers,  contracting  officers, 
and  procurement  lawyers.   As  a  consequence,  the  government  is  sometimes  outgunned  by 
industry  in  contract  negotiations,  program  management,  and  in  the  courts  when  programs 
are  protested. 

The  government  undertakes  its  purchasing  by  tying  itself  up  in  a  torrent  of  conflicting 
regulations  and  laws  designed  to  achieve  goals  that  have  nothing  to  do  with  getting  the  best 
value  for  the  American  people.   Policy  nnakers  direct  program  officials  to  perform  impossible 
tasks  within  an  acquisition  system  with  little  tolerance  for  en-or.  Authority  for  requirenients, 
budgets,  and  schedules  are  dffused.   Oversight  agendes  and  the  media  await  to  pounce 
on  the  first  problem.    In  this  environment,  there  is  a  real  danger  that  the  govemment  will 
drive  away  its  most  experienced  people.  When  considering  any  changes  to  the  way  the 
govemment  purchases  computers  one  has  to  focus  on  not  only  the  system  but  personnel. 

In  assessing  management  failures  outlined  in  this  report,  there  is  a  temptation  to 
legislate  more  controls^  more  regulations,  and  laws  to  limit  the  discretion  of  program 
officials.   This  would  be  a  serious  mistake.  There  will  be  management  failures  with  or 
without  more  controls.  We  do  not  want  the  risk  of  an  occasional  failure  to  lead  the 
govemment  to  introduce  burdensome  controls  that  will  inhibit  success. 

Perhaps  the  govemment  can  learn  from  the  lessons  of  the  past.  The  problems 
inherent  with  the  procurement  system  have  been  identified  many  times  throughout  the  past 
decades,  most  often  when  kwking  at  DOD  and  NASA  acquisitions.   A  multitude  of 
Presidential  Commission  reports-the  Hoover  Commissions  of  the  1950s,  the  1984  Grace 
Commission,  the  Packard  Commission  of  1986,  and  most  recently,  the  1993  National 
Perfonnance  Review-hold  many  insights  into  improving  computer  system  acquisitions. 
Unfortunately,  however,  the  federal  govemment  is  nowhere  near  implementing  the 
recomniendations  of  past  Presidential  Commissions. 

The  solution  is  fairly  straightfon^vard,  incredibly  difficult  to  implement,  and  was 
expressed  by  former  Deputy  Secretary  of  Defense  David  Packard  nearly  a  decade  ago:  get 
good  personnel,  give  them  authority  and  responsibility  to  do  the  job,  leave  them  alone,  and 
hold  them  accountable  for  their  actions.  Once  these  people  "are  in  place,  requirements  and 
funding  need  to  remain  stable.  If  the  program  still  fails,  responsibility  rests  on  the  shoulders 
of  the  program  manger  and  he  or  she  shouM  be  replaced.    If  the  program  is  too  large  it 
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should  be  narrowed  in  scope.    Pilot  programs  should  be  established  to  encourage  flexibility 
by  waiving  procurement  rules  on  a  test  basis  and,  if  successful,  be  made  permanent. 
Oversight  needs  to  be  focused  on  areas  that  will  achieve  the  most  benefits  for  the  taxpayer. 

The  government  must  focus  its  best  talent  on  areas  which  have  the  potential  to 
achieve  the  greatest  benefit  for  expenditure  of  personnel  resources~the  early  phases  of 
program.    The  Packard  Commission's  solution  to  the  this  problem  with  respect  to  defense 
programs  was  to  establish  a  Joint  Requirements  Management  Board  to  review  requirements 
and  oversee  the  early  phases  of  every  major  program  to  ensure  that  agency  cost  estimates 
and  technological  assumptions  were  in  line  with  reality.   The  idea  was  to  bring  together  the 
best  acquisition  personnel  at  the  beginning-not  at  a  later  date  when  a  program  is  in  trouble, 
as  was  common  practice.   A  similar  board  may  be  needed  to  review  civilian  computer 
procurements,  which  are  the  largest  acquisitions  most  civilian  agencies  will  ever  make. 
Based  on  past  experience  with  bodies  designed  to  provide  oversight  over  federal 
procurements,  there  is  a  real  danger  that  this  t>oard  may  only  perform  bureaucratic  paper- 
shuffling  and  little  toie  oversight.   Nonetheless,  it  is  imperative  to  get  the  most  highly 
qualified  acquisition  personnel  with  the  necessary  authority  to  impact  program  development 
to  review  programs  early  in  the  development  process. 

RECOMMENDATIONS 

Congress  should  consider  the  following  options  to  remedy  the  problems  that  exist  in  how 
the  federal  government  buys  computer  systems: 

1)  Emphasize  early  oversight  and  planning:  Target  oversight  of  computer  acquisitions  on 
the  early  phases  of  programs  to  encourage  agencies  to  reevaluate  how  they  do  business 
before  spending  money  on  automation. 

-Establish  an  independent  technical  review  committee  staffed  by  members  of  the 
acquisition  community  to  review  and  approve  plans  and  milestones  of  large  computer 
systems  acquisitions  over  $100  million  in  life-cycle  costs.   Members  of  this  review 
committee  should  have  hands-on  experience  with  the  uncertainties  and  risk-intensive 
world  of  computer  systems  acquisition.  As  the  executive  branch  has  largely  failed  in 
its  large  systems  acquisition  responsibilities,  Congress  will  also  have  to  provide 
stricter  and  earlier  oversight. 

-Focus  GAO  and  Inspectors  General  reviews  to  a  great  extent  on  the  early 
acquisition  phases  of  computer  systems  development  to  determine  if  agencies  have 
an  overall  strategy  for  implementing  information  technology  into  their  operations. 

2)  Reduce  bureaucratic  barriers  to  purchases:  Streamline  external  and  internal  agency 
review  processes  which  add  months  to  purchasing  time  and  result  in  the  acquisition  of 
outdated  technology. 
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-Replace  the  Delegation  of  Procurement  Authority  process  with  an  approach  that 
provides  for  meaningful  oversight  over  early  planning  for  large  computer  systems 
buys.   Computer  systems  acquisitions  should  be  overseen  from  wherever  the 
govemment  can  concentrate  its  computer  acquisition  expertise— in  a  reformed  GSA, 
OMB,  or  a  senior  management  interagency  group. 

-Consolidate  protest  venues.   The  process  of  buying  computers  is  not  so  different 
from  other  federal  purchases  to  justify  the  need  for  a  duplicate  and  unnecessarily 
burdensome  protest  venue. 

-Where  appropriate,  employ  umbrella  contracts  with  competitive  task  order  strategies 
to  enhance  competition  and  streamline  the  time  it  takes  to  buy  computer  systems.   If 
the  govemment  cannot  reduce  the  time  it  takes  to  competitively  buy  computers 
before  they  are  obsolete,  it  shouti  consider  altematives  such  as  leasing,  task  order 
contracts,  and  privatization  of  federal  computer  services  and  operations. 

3)  Avoid  reinventing  existing  technology:  Ensure  that  developing  unique  systems  is  the 
exception  rather  than  the  mle.   It  should  be  rare  for  the  govemment  to  purchase  anything 
txit  commercially  available  hardware  and  software.   The  Federal  Acquisition  Streamlining 
Act  of  1994  includes  some  useful  provisions  regarding  purchasing  commercial  items,  txit 
unless  agencies  radically  alter  their  dependence  on  uniquely  developed  non-commercial 
computer  systems,  this  legislation  may  not  have  a  significant  effect  on  computer  purchases. 

4)  Size  projects  to  ntanageal>le  levels:  The  govemment  should  address  automation  in 
manageable  segments  by  adopting  an  evolutionary  approach  to  systems  acquisition  by 
splitting  acquisitions  in  smaller  stand-edone  segments.    Each  subsequent  piece  should  be 
required  to  be  compatible  with  its  predecessors.    If  a  segment  mns  into  any  significant  cost 
or  schedule  difficulties,  It  should  be  immediately  canceled. 

5)  Encourage  Innovation:  Establish  pilot  programs  to  try  new  procurement  ideas.  As 
technology  changes,  what  is  appropriate  in  today's  txjying  environment  may  be  obsolete 
tomorrow.    No  one  has  a  monopoly  on  good  ideas  and  the  govemment  needs  to  be  flexible 
incorporating  new  technology. 

6)  Create  Incentives  for  the  govemment  and  contractors  to  perform:  Allocate  agency 
information  budgets  based  on  past  management  performance  in  meeting  cost,  schedule, 
and  performance  goals.   While  cost  should  remain  a  significant  factor,  the  govemment 
should  select  computer  contractors  as  much  as  possible  tiased  on  past  performance. 

7)  Communicate  lessons  learned:   Encourage  the  foundation  of  interagency  advisory 
woridng  groups  to  share  experience  atxjut  federal  computer  systems  acquisitions.    Industry- 
government  communications  should  be  enhanced  during  aH  phases  of  the  acquisition  cycle. 
An  on-line  data  base  with  agency  comments  on  contractor  performance  should  tie 
established  and  made  available  to  agencies  buying  computer  systems. 


376 


29 

6)  Reevaluate  existing  procurements  and  halt  new  procurements  until  ttie  computer 
acquisition  process  Is  Improved.   Suspend  and  review  existing  large  computer  system 
acquisitions  to  determine  if  current  agency  plans  for  automation  will  achieve  the  best  value 
for  the  taxpayer.    Halt  new  large  computer  procurements  until  the  government  improves  the 
computer  acquisition  process  and  can  ensure  effective  planning,  cost  effectiveness  and 
timely  delivery  of  new  systems. 
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APPENDIX  A 

PROBLEM  ADP  PROGRAMS  AND  ORGANIZATIONS  IDENTIFIED  BY  GAO  -  1990-94 
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Ak  Forea  Sp»»a«Md     Sptcm   Sunailancn     Syalam 
OOO  Muton    nmme    Syalam 

Inadequate  Cost/Benefit  Analysis 

Navy'i   Tacticai   Advanoad    CampuMr-4 

Aimy  Corporala    Data  Baas  Proiacl 

Anny  Trakwig   and  Ooctilna   ComriMnd    DwWsn   Sivpon 

Synam 
Army  IndaMlon    Suppon  Modulas   Pistact 
Navy  Standard   Civilian   Pay  Sytlam 
Ar  Forea  Pamnnal    Ccnoapl   III  Sytlam 
OOO  Corrvutar-AMad     Acquidtion    and  LogMcs    Suppon 
OOO  Corporal*    InlennaBen    Manapamani 
000  Compowta    Haaim  Cara  Sytlam 

Clv*v>    Ha^m  and  Madical    Piogram    a  Iha  Unitannad    Sarvcat 
Vatarwu    Allan    Intamialion    Sytlamt    Modamization 
Pdam  «id  Trvlamark    Odna   (PTO)   Automaiad    Patant  Syalam 
pro  Palant  Apptcalon    Managamanl    Sytlam 
PTO  Claumad    Data  Sytlam 
PTO  C*»»mad    Smnin  aid  knaga  H*rtp«l    Sytlam 
PTO  Taxi  Saaicn   SytMm 
PTO  Patant  and  Twtamarti    Copy  SalM   Sytlam 
Fadaral   Employaas    Rattramanl    Sytlam 
OPV  FademI    Emptoyaat    Raoramtnt    Syttam   Aulonwad 

PiDcatang     Sytlam 
CM  Samoa    Ratfamani    SyiMm 
Foad   Saraica    Qaognphic    mtannaHon    Syttam 
NASA  OccupatDnal     Haattti  Managamanl     Inluiialiui    Syttam 
NASA   Paynd/PMionnal      Syttam 
NASA   StwKtard    l^jancy^nnda     Acooifiling    Sytlam 
NASA  Inatltutanal    Envlronmanial     Managamanl     Sytlam 
rMSA  Aulorrvtad    Intormadon    Managamanl     Program 
FAA  Ahntn   Cartilicaaion    InkxmaBon    Syttam 
FAA  Alnaaft   Ragotnlion    Intamialion    SyMam 
FAA  Convular    Ratounat    Nudaut    Profad 
FAA  Mod*  Salact  Syttam 
FAA  Advanoad    Automation    SytMm 
IRS  Tax  ModamaaUcn     Syttam 
Fiiwiaal    Managamanl     Sarvica    Sytlam    BO 
Ftnvidal   MKicganam    Sarvice   Paymanu.    CWmt,    and 

Er^ancad    Racondlialior     Sytlam 
HHS  Ct*)   Suppon    Entacamanl     Nalworti 
Waatan   Imarttala    CiaannghouM     Proiacl 
Hatflh  C«a  FInanong    AdrrtnMMon     Comnon    Woittng    Fia 
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inadequate  Information  Resources 
Management 


Anny  Intannation    Rssoufoas    ManaoamanI     Prognm 
Amry   Manaoamflnt    and  OvanigM    Impnivamanl 
Army   Data  Manaeamant    and  Standards    Pragiam 
Navy  S/itpboard    Non-Tactical    Automatad    Data  Procaaang 

Pixjgrum 
Mr  Foica   Oapot  Mttnlananoa    Managamant     Intonnalloii    Syatam 
OOO  Corpotata    Inlcnnatiar    Managamant 
Datania    Buainass    Oparaticni    Fund 
Martna  Ccrpc  RacnjHIng    Sannca   Managamant    Inkinnalion 

Sytlam 
Navy  Station  Intomiation    Managamant     Sywam 
Am<y  Raouiting    and  Acoasiions     Oau  Syitam 
Air  Forea  Pracuramani    Managamant    kHormaton    Synam    II 
Air  Fon»   Panormal    Conoapl    III  Syitam 
Anny   Inlagratad    Piocuramam     Sysiam 
Army  Crvitan   Pononnal    Sytlam 
Army  Suparcomputar     Progiam 
Navy  Slock   Pont  AOP  Raptacamant     Pic^ 
Navy  Enginaafing    Data  Managamant    IntonnaHan    aid  ConM 
Sytlam 
Niwy  miagrated    Oitiunlng    and  AccounUng    Fkwnlal 

Intamatlon    Prooauing    Sytlam 
Naval  AvMon   Logittica    Command    Man^jamant 
Valarana    BtnaHt    Modamlzation     AequMlon 
Valarwu    Aftaira    Reorganization     01  Intonnaton    Rauunas 


OOE  kitomiallon    Raiouicas    Managamant    Prognm 

Flva-Yaer    Inlormation    Tachnology    Rawuroai    Long-Rarga    Plan 

Commansa:    Olllca  ol  InfomalJcr    Raaourcas    Manmamant 

Vatarant    Banant   AdmlnWraiion     Modarizatkm 

AlO  Mwion   Accounting    and  Conlrol   SyiMm 

AID  MIttion    IntormaUon    Oadsion    AuUtancs     Sytlam 

AID  Inlonnalion    Raiourcat    Managamanl     Program 

Erwkonmanlal     Pretadion    Agancy    Intamnekon    ITainiiirai 

Managamant 
FBI  National    Cnme   Inhxmation    Canlar   Piojacl    2000 
Oapartnant    o)  Jutlica's    ADR  Man^jamant    and  Opanttni 
FAA  Advanced    Automatian    Syitam 
FAA  Computar    Rauuicat    Nudaus    Prejact 
FAA  Alrnian   and  Alraatt    Raglttry 
FAA  Imarim    Support    Plan 
FAA  National   Ainpaca    Sytlam    Plan 
Coail   Guard's    Infomialion    Raiourcat    Mwiagamant 
IRS  Automated    Undarraporter     Sytlam 
IRS  Electicnic    FWng  Syitam 
IRS  Tax  Sytlam    Modamizatlon 
National   Inatllutat    ol  HaaWi   igea  CorrvuMr    Prpcurament 

ActMty 

Inadequate  Capacity  Planning  / 
Management 

Navys    Tactical   Advanced    Campuief-4 

Oalensa    Loglilics    Agency   Automalad    mtoimaUon    Syatams 

(Main  Fivna) 
USOA  NaUonal    FInanoa    Center  AOP 


FAA  Inlormalion    Rasouroec    Marugement 

FAA  Voce   SwrtcTimg    and  Convol    Syttem 

FAA  Tominal    Radar  Approecti    Conlrol   lacMlias 

FAA  Automated    Radar  Tarn^nal    Sytlem 

FAA  Mode  Select   Procurameni 

FAA  Advanced    Aulomatxxi    Syitam 

FAA  Computar    Ratourcei    Nudeus    Pncuemant 

NIH  Infomiatlon    Raiourcei    Managamant    organuaDon 

(for  ISee  buy) 
HHS  once  ol  Ctm  Suppod    Enloroamant     NaMOfk 
HHS  Haaltri  Can  Fkwidng    Admmalralioni     data 


Failure  to  Consider  Alternatives 


Nmy'i   Tactical   Advanced    Computar-4 

Air  Foma   Panormal    Concept    III  lytlam 

Ar  Force   Command    and  Conlrol   Sagmani    Aagran 

NORAD    CommtfUcationt     Sytlam    Segment    ITeplacement 


NORAO    Space   Defenia    OpetaUoni    Center  IV  nponm 

Air  Force   BaUitic    Early  Warning    Syttem 

Air  Force  Spaca-Baied     Almocphaiic     SunaMance     Syitam 

Air  Force  Spaca-Baiad     Space   SunwWanaa     SytMm 

DOO  MMon    banning    Syttem 

OOO's   Compuiar-Aidad     Aoquiiition    arxl  LogWica    Gupporl 

initiative   (more  policy  than  tytiem) 
Taoicai    Air  Forces    Wortcstation     Computer    Syttem 
OOD  Ughtwetghl    Computer    Unit  Syttem 
Amiy  Standard    Initallalion/Dhuion      Panonnal    Sytlam    III 
Army  Strategic   Loglsticf    Picgivn 

Air  Force  Super-HigrvFtaquancy      ftrfeHa   Tamtnal    SytMm 
Air  Force  Ultra-High    Frequency    Satalllta  TannlnBl    Syilam 
Oefenia   Logitllci    Agancy   Standard   Automalad    Malaital 

Managamant    Syilamnmmedlata      Imprrxwnanl     Mtalwa 
Forest   Service    Qeograpnic    Inlormation    Sytlam 
NASA  Occupetionel     HeeHh  Ktanagement     Inlormalon    Syitam 
NASA   Payroll/Pertonnel      Syttem 
NASA   Standan)    Agancy^*ide     Aooounting    Sytlam 
NASA  inttttulional    Envtonmantal     Management    Syttem 
NASA  Automalad    Inlonnation    Management    Pipgram 
FAA  Inlormalion    Rasourcat    Managamanl    Agency   WUa 
FAA  Aimien   and  Aircraft    Raglttry    Syttinu 
FAA  Mode  Select   Procurement 
FAA  Advwiced    Automation    Syttem 
FAA  Computer    Retouroes    Nudeui    f^ocurement 
QSA  Aukxnatad    Data  PiDoeising     Pnacuramant 
HHS  Offne  ol  Chid  Support    Entoreemanl     NeMrork 

Restricted  Competition 

Navy's   Tactical   Advanced    Comput»r-4 

Air  Foraa  Standard   Sytlami    Center  -  Phaie  IV  and  Standard 

Base  Laval  oonlracti 
Tactical   Air  Fonas   WortataHon    Computar    SyMam 
DOO  Ughtwaighl    Computer    Unit  Syttem 
GSA  Automalad    Dala  Pnxaiiing    RDcmmanl 
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Inadequat*  Implementation  Planning 

Nwy  SXtnd    Nat-Xmaat    Auuntml    Dm  Ptocmtk^ 

Amiy  S»t)mi    MMMknOiMon      Rnonnil    GyMan    IK 
Amy   SMMgc    LogMo    Pragom 

M  F<n*  Sm»4Vvri»qiiinr       Pamtti   Tannkal    GyMm 
*»  Foea  U^»*i^yfmtMnsi      SmBM   T«ttw«I    SyiMm 


VMnit    Bifwai   Ai>niHa»ljii     OampuMr    SyiMmt 


Acoountng     Byuam 

ins  Etactnirac    Hmg  SyOMn 

IRS  Tmauy    MiiDuMr    AoquaMon    Contract 

IRS  InliuiiWO    CoiKton    Syttam 

NIH  liituiiMlai    Raumas    Manaoimanl. 

NIH  NiMnal    Piacttlonw    Oali  B«ik 


inadequate  Contract  Managentent 

Nwy  TKllcal    AdMnad    Canipulv-4 

M  Fore*  SlwxJwd    S|r«Mn*    CwiMr  -  niu*  IV  wd  SandHd 


USOA  f«dn(  Oop  tamnn    Oapumluii    oompulv 


FAA  Tcnninil    AHtar  Appraictt    Oonfeol   FkMIm 

FAA  »«jii— d    Mdv  Tanrrat    SyMan    (ARTS   UA) 

FAA 

FAA 

FAA 

IRS 

IRS  Eisctranlc    '^nQ  ^M"n 

IRS  Tsi  Syvtsnv    ModsnitoMlon     nQprapn 

inadequate  Tasting 


Nrnty  n)  Air  Fans  Miilae«vy     PilitiMi    MkMtw    AoqiiMan 
DOC  PiMnt  «td  Ti«)«niiK    Oflta*  AtAontaM    Patant  GyMnt 
DOC  NttanH   WMtw   Satvloe   Adnraal    W«alh«    InMracMa 
Piooaolng    SyMm 


NASA  Jotwnon   Span  CanMr  oontiador    Matigtitl 

IRS  AulonUK)    D«a  Pttxattto    (Wguatd    ocnvacQ 

IRS  AukvnUKJ    Und«ia(nMr     SyMm 

IRS  Bwkonc    FIng  SrMnt 

IRS  Tn  Sytlwn    Modvntzallon 

IRS  immraM)    CoiKiion    Gytavn 

IRS  TiMnvy    MuMumt    AoquMian    CoAael 

NH 


FAA 

FAA 

FAA  wQioB  SuriRtfikiQ    md  CcvifeiJ   SyMwn 

FAA  Mods  Sitact  AuuwMnl 

FAA  Convmv    RaoureM    Nudtaui   AoeuPamM 

FAA  ^MiD^ri   A^^hs    SyMm    f%n 

IRS  Tm  S|slHTii    ModvntmiDn 

l-ack  of  hitemai  Controls 


Tfvnino   nJ  Dockvw    Convnand    Ososian    GyMvn 
m^MWt   Modi^M    nofsct 


NbmI  AivliAQn    LqqUcs    ConYnsnd    MnQiniflnt    Gystvn 
Air  Few  oHndiRl    ^filw    Csniir  -  ftisM  (V  wl  SividBnl 


DOE  MonnMnn    Rhouqh    MnoMTMni 

DOE  Ai^TMf    MonrMBn    Tsctinolooy    hmouok    Lohq  nviqb 

mm 

OOC  hlirt  aid  Tiadmrti    Oka  <W>jiiaHJ    Mvl  C|Hliiii 

AID  Mnon   Aujuu*^    aid  OanM  Cjilaii 

AID 

AID 

EPA  DIMvt    Monnriton    Syilvns 

B>A 

FAA  MoRnHlon    nnauuft    MwhqhwiI,    ■Qsncy-wlds 

FAA  Tamma    Rada  /^PRiatf>    Contol   ruMii     * 

FAA  AutanaM)    Rada  Tanwta    Cpaiii    (ARTS   IIA) 

Coaa  Qtan)   liiirimii)    S«Mai«    HnniMfciiii 

^naart   BaHM  (kjaranMa    Oapanttan    AuttnMid    f^amiuni 
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